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PREFACE 
In the current military-political situation, Russian Federation 

and its armed aggression in the east of our country will remain the 
main source of threats to the security environment of Ukraine and 
around it in the coming years, but other military threats are not ruled 
out. Ensuring the military security and defence of Ukraine, readiness 
of the defence forces to deter armed aggression is recognized as the 
main strategic direction of the state policy implementation in the 
field of national security and defence.  

Under such conditions, the development of a military 
education system is of particular importance. According to the latest 
statements of the top military and political leaders of Ukraine, such a 
task is a priority for the military institutions and the Armed Forces of 
Ukraine. The development of military education is a guarantee of 
increasing the capabilities and combat readiness of all security and 
defence sector units, which is essentially a prerequisite for security 
of the state. This determines the search for effective ways, 
mechanisms and a systematic approach to the training of specialists 
in the security and defence sector.  

We present to your attention a collective monograph 
“Current issues of military specialists training in the security and 
defence sector under conditions of hybrid threats”, which was 
developed as a result of the conference held on November 12, 2020 
at the National Defence University of Ukraine with the participation 
of the Directorate of Defence Policy, Department of Military 
Education and Science of the Ministry of Defence of Ukraine 
representatives, as well as representatives of higher military 
educational institutions of Ukraine and partner countries. 

The monograph contains publications of the team of authors 
in the following relevant areas:  

Syndicate І: “Military Scientific Aspects of Counteracting 
Hybrid Aggression: the Experience of Ukraine”: 

Syndicate ІІ: “Training of Personnel for Countering Hybrid 
Threats in Armed Conflicts”. 
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In their materials, the authors note that modern military 
education must meet the requirements for ensuring the quality of 
specialists training in the security and defence sector based on the 
introduction of innovations. Today's conditions are increasingly 
characterized by challenges such as hybrid threats, which in turn 
accumulate increasing demands on the specialist, who needs to 
combine knowledge, skills and ability to adapt to work in ever-
changing conditions. Therefore, the monograph focuses on the 
development of the future specialist's professional competence, 
which in turn necessitates improving the quality of higher education 
and making adjustments in the training of military personnel for the 
security and defence sector.  

The most important factors that are determined are the 
conditions for effective training of future military specialists of 
different levels for their professional activities, the content of 
education, pedagogical technologies, the personality of the teacher 
and the organization of the educational and information environment. 
The main task that the higher military school and a particular higher 
military educational institution is to train not just specialists but 
professionals in their field. Such individuals must have military 
professional knowledge, high professional competence, high 
spirituality, moral and ethical beliefs, general culture, innovative 
nature of thinking, a systematic approach to the analysis of complex 
production situations. They must be capable of adapting to complex 
modern market conditions, striving to improve and develop 
themselves and realize personal potential.  

Modernization of the military specialists training system for 
the security and defence sector is carried out in the context of 
constant revision of views on national security and defence, 
principles and directions of state preparation for armed protection of 
national interests, lack of clear and stable parameters for current and 
projected reduction of the sector, the tasks of the sector, overall and 
organizational structure, number and validity of units and 
subdivisions military accounting specialties, etc. It should be 
emphasized that due to the use of outdated models of weapons and 
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military equipment, disregard for modern critical aspects of the 
development of warfare, informational, automated means, methods, 
technologies of combat operations, higher military education 
institutions are training specialists in most specialties with 
considerable holdback from the modern trends in the use of troops 
(forces). The transition to new didactic principles in the training of 
military specialists should include: adjustment of target settings 
(priority of the general goal over those implemented in higher 
education institutions in relevant specialties, taking into account 
national interests and national security; officers must consciously 
approach all political, military and economic, diplomatic and other 
government decisions to be designed and implemented in the 
educational process); optimization of military education integration 
processes with civilian education in the directions of revision of the 
higher military education standards normative and variable 
components ratio, military-professional orientation of military 
specialists training.  

The proposed monograph can provide answers to the 
questions that must be considered for the training of highly qualified 
specialists in the security and defence sector, who are able to 
effectively address the challenges and threats in today's hybrid 
warfare. 

The monograph considers various aspects of both the 
concepts of training specialists in the security and defence sector and 
the hybrid aggression, summarizes current views on the development 
of military education and options for combating hybrid threats in this 
context, and provides methodological and practical 
recommendations. 

Boguslaw Pacek 
Doctor of Social Sciences 
Professor 
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Doctor of Technical Sciences
Professor 
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SYSTEMIC FEATURES OF MILITARY-POLITICAL 
SITUATION IN UKRAINE DURING 2012-2018 

We presented an approach to identifying the main systemic 
features in the military-political conditions and circumstances in which 
the current conflict originated and took place on the territory of Ukraine 
during 2012-2018. We also considered the interests of the current 
military-political subjects, identified the features of the military-political 
situation and its transformation, the domestic conditions of Ukraine, as 
well as the general characteristics that were inherent in the conflict. 

Keywords: systemic features, military conflict, military-political 
situation, aggression, challenges, threats. 

Introduction 
Problem statement. The authors consider the systemic 

features of military-political conditions and circumstances in which 
the military conflict in Ukraine originated and took place during 
2012-2018. The study is based on the results of several research 
papers on the analysis of the military-political situation (MPS) in the 
region around Ukraine. The authors tried to observe the events of the 
conflict from the view-point of an external observer in order to avoid 

https://orcid.org/0000-0001-8924-4535
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errors related to the distortion of reality in the conditions of fierce 
information and psychological struggle. 

Each conflict has its own systemic features. But the current 
conflict in Ukraine has demonstrated a qualitative leap in the forms 
and methods of using resources by states to achieve political goals. 

Purpose of the report was to try to answer the following 
questions: whether the nature of the goals of states has changed; on 
what problems the struggle was concentrated; what resources the 
parties to the conflict preferred; what features took place in the 
course of the conflict; how we can classify this conflict and on what 
grounds. 

Main part 
Methodological principles that we used during the research. 

The primary sources of conflicts between states are in the 
environment of military-political relations, which together constitute 
a MPS [1]. Military conflict is a special state of a MPS, which 
characterized by antagonistic, irreconcilable contradictions between 
the subjects with the use of military force. Therefore, the systemic 
features of conflicts are determined by the elements of a MPS: 
subjects, their interests, problems of relations, and so on. First of all, 
it should be noted that the state of a MPS is determined by the 
actions of the subjects. These subjects include: external subjects 
(neighboring states, leading world powers, military-political 
coalitions, transnational corporations) and internal subjects (parties, 
political and economic blocs, social groups, etc.). 

Subjects are the bearers of interests, and interests are the 
most profound stimulators of the subjects actions and the evolution 
of a MPS. Subjects often hide their true interests, especially in the 
information space. Subjects show and specify their interests in partial 
problems (problematic questions). All problems are closely linked. 
With the help of intentions, the subjects show their commitment to a 
specific solution. The actions of the subjects are a continuation of 
intentions. The subject directs actions either to save or to change the 
current state of a problem. A subject must have tangible and 
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intangible resources (political, economic, etc.) to take action. We 
consider the resource as a stock, a source. Based on tradition, 
mentality, own evaluation of contradictions, each subject has an 
individual propensity and will to use the resource. We characterize 
the propensity and will to use force as aggressiveness. In an effort to 
solve problems, the subjects take action and enter into relationships 
with each other. The set of relations on all problems forms aMPS. An 
important feature of action is their focus: either on the problem, or on 
another subject as a bearer of other interests. In the case when a 
certain subject considers another subject as a source of his problems 
and seeks to destroy it altogether, a military conflict may arise. 

Thus, to consider the systemic features of a military conflict, 
it is necessary to understand three main positions: 

1. The main elements of a MPS are: subjects, their interests
and goals, relationship problems, available resources and 
aggressiveness. Therefore, a specific set of these elements 
determines the systemic features of a military conflict. 

2. Since the main stimulus for the evolution of a MPS is the
interests of the subjects, a necessary condition for the emergence of 
conflict is their antagonism and intransigence, i.e. the impossibility 
of resolving peacefully. 

3. In order to consider a MPS and analyze the causes of
military conflict, we should consider relations on all issues 
(including economic, energy, etc.), but in the context of the use of 
military force by the subjects of relations against other subjects. 

The main results of research. The main actors in the MPS in 
the region around Ukraine were and are the United States of America 
(USA) and the Russian Federation (RF), as well as the European 
Union (EU) [2]. These subjects had the following interests in the 
region. 

The US interest can be considered to prevent the unioning of 
advanced EU technologies, almost unlimited natural resources of 
Russia and human resources of China, including by creating a 
controlled buffer of Eastern European countries (including Ukraine), 
which would separate Russia and the EU and would disrupt trade 



17 

flows between them and between the EU and China [3–4]. Control of 
such a buffer will allow the United States: 

– effectively deter geopolitical competitors;
– control the European consumer market;
– demonstrate the grounds to increase the cost for arms

procurement, modernization of military infrastructure; 
– to form a positive attitude to tough sanctions that hinder

the rapprochement of the EU and Russia; 
– to deter the Russian Federation and divert its resources

with the help of supporting a hostile for the RF neighboring state. 
In this sense, Ukraine's adherence to the pro-Western course 

is in the long-term interests of the United States, including in terms 
of strengthening influence in the Black Sea region. 

The EU's interests are largely economic. From the view-
point of European interests, Ukraine is a transit link for Russian 
energy sources, as well as one of the potential land routes to the East. 
Ukraine's adherence to the pro-European course [5] in politics and 
economics is in the long-term interests of the EU, as it provides 
control over transit infrastructure, a big consumer market and natural 
resources. 

The main long-term interest of the RF [6–7] can be considered 
to ensure the favorable political and economic course of Ukraine. 
Ukraine's neutral military-political course suits Russia, as it guarantees 
the absence of hostile military bases on its territory. The current goals of 
the Russian Federation in attitude to Ukraine can be considered the 
weakening of the central government and ensuring the neutral status of 
Ukraine, greater economic and political autonomy of its regions. 

Systemic features of the MPS in the region around Ukraine 
on the eve of the conflict (early 2012 - late 2013). Ukraine has played 
a key role in the region as an object of influence of leading states [8]. 
This shows the composition of the priority problems of international 
relations: the choice of the integration vector by Ukraine; 
interference in the domestic affairs of Ukraine; transportation and 
consumption of Russian energy sources; the problem of foreign 
military presence. 
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The composition of these problems is an important systemic 
feature of the MPS at the beginning of the military conflict in 
Ukraine. We can also note the following: 

– the use of military force against Ukraine in the direction of
its internal division was considered as more possible on the eve of 
the conflict [9]; 

– all current military-political subjects perpetrated actions
that showed signs of military-political challenges. Some actions 
showed signs of diplomatic (on the part of Western states) and 
economic (on the part of the RF) threats; 

– actions that showed signs of a threat of military force were
absent in the open information space. 

Systemic features that characterized the domestic conditions 
of Ukraine and influenced the situation at the end of 2013: 

– domestic economic conditions on the eve of the conflict
were constantly complicated [10], the top leadership of Ukraine 
considered the possibility of default [11]; 

– the global financial and economic crisis of 2008 had a
catastrophic effect on Ukraine's export-oriented economy; 

– in 2012-2013 the United States and Russia polarized
military and political activity in the region around Ukraine. These 
states have increased pressure for Ukraine to make an integration 
choice. This exacerbated domestic socio-political instability; 

– there was no internal public consensus on the choice of
Ukraine's military-political course [12], the priorities of the 
population in eastern and western Ukraine were diametrically 
different. 

Systemic features of the MPS in the region around Ukraine 
during the conflict beginning (early 2014 - early elections of the 
President of Ukraine): 

– the United States and the European Union have taken
concerted action of a political nature: warnings to the current 
leadership, support for the political opposition, etc. The EU has been 
more active. The main question for the EU was Ukraine's signing of 
an association agreement; 
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– immediately after the transfer of power to the opposition,
the Russian Federation defined the situation as a violent overthrow of 
the current government. To overcome the political crisis, Russia has 
proposed creating a free trade zone between the EU and the Customs 
Union, holding early presidential elections in Ukraine, and making 
Ukraine a federation. These proposals did not find support, 
especially from the EU; 

– Western states recognized the legitimacy of the new
government. They understood the difficult financial situation of 
Ukraine, but the declared huge amount of assistance in practice was 
reduced significantly; 

– Western states have classified the actions of the Russian
Federation in the Crimea as an intervention. The United States and 
the European Union have announced sanctions, although they have 
not curtailed cooperation with Russia in important sectors of the 
economy; 

– the Russian's parliament authorized the President of the
Russian Federation to use the Armed Forces on the territory of 
Ukraine; 

– Western countries supported Ukraine mainly through
political statements, political and economic sanctions against Russia, 
but refused to provide direct military support, although they 
intensified military exercises and began to increase their military 
presence on eastern borders and in the Black Sea; 

– Western countries also refused to supply weapons to
Ukraine. EU politicians advised Ukraine to react with restraint to the 
occupation of Crimea; 

– Russia's actions were focused on the occupation of Crimea
[13]. Russia has recognized the new President of Ukraine and has not 
contradicted the EU regarding the introduction of a reverse scheme 
for natural gas supplies to Ukraine. 

System features of the transformation of the regional MPS 
during 2012 – 2018: 

– regional military-political relations were focused on the
problems of interference in the domestic affairs of Ukraine, territorial 
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questions, the fight against corruption and the resolution of the 
conflict in eastern Ukraine; 

– we clearly observed the cyclical evolution of the conflict.
After the initial period, the conflict drags on, none of the parties can 
secure their interests, but does not want to get out of the conflict 
(otherwise it would be tantamount to admitting defeat), the conflict is 
postponed until one of the opponents weakens or makes a fatal 
mistake; 

– regarding the transformation of the actions nature of
influential subjects, there are two periods: before 2014 and after it. 

During the first period: 
– Russia conducted mainly domestic and, to a lesser extent,

international negotiations; 
– the United States and the European Union used a policy of

maneuvering and waiting, as well as sanctions. 
– After 2014:
– Russia has ceased to demand negotiations at the

international level, counteracted Ukraine, did not recognize its 
position, used means of active counteraction, including sanctions; 

– the United States and the European Union have maintained
a policy of maneuvering and waiting, as well as have demonstrated a 
neutral position and promoting consideration of questions in 
negotiations between the parties. 

The nature of actions and intentions of military-political 
subjects [14–15]. Only the Russian Federation carried out actions 
that can be classified as armed aggression: 

– occupation of Crimea;
– sending the Russian Federation to the territory of Ukraine

of armed groups of regular and irregular forces; 
– support of illegal armed formations (IAF) in the east of

Ukraine by means of fire damage by units of the Armed Forces of 
the Russian Federation; 

– blocking the passage of Ukrainian ships to ports on the
coast of the Azov Sea. 

Also, only the Russian Federation carried out actions that can 
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be classified as a military threat: 
– requirements for changing the constitutional system of

Ukraine; 
– threats of violation of the territorial integrity of Ukraine;
– direct preparation for the use of military force against

Ukraine (building up military groups near the state border of 
Ukraine, military exercises, etc.); 

– deprivation of Ukraine of control over some sections of the
state border; 

– comprehensive assistance to the IAF in eastern Ukraine.
All influential subjects carried out actions that can be 

classified as military-political challenges. 
Systemic features that were inherent in the conflict as a 

whole: 
– the Ukraine's parliament legitimized the results of the

political confrontation between the government and the opposition. 
States that were on the side of the opposition immediately recognized 
the legitimacy of the new government; 

– during the change of government, national minorities tried
to gain more rights in exchange for their support of the new 
government; 

– the Law of Ukraine "On Defense of Ukraine"
unambiguously classifies the actions of the Russian Federation in the 
Crimea as an act of aggression [14]; 

– in eastern Ukraine, local activists, non-resident citizens of
the Russian Federation and representatives of its special services 
provoked resistance from the population; 

– IAF participants received weapons first through the seizure
of weapons of the security forces of Ukraine, and later through to the 
supply of weapons from the Russian Federation; 

– Ukraine's security forces were unprepared for action in the
situation after the occupation beginning of the Autonomous Republic 
of Crimea. Until 2014, state bodies did not consider the possibility of 
applying the Armed Forces of Ukraine within the state; 

– the preparation of the RF Armed Forces for the occupation
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of Crimea was covert, well-calculated and organized; 
– since the beginning of the conflict, all influential states

have increased their military presence near the borders of Ukraine, 
intensified military exercises; 

– the evolution of the conflict has clearly demonstrated that a
contract army cannot guarantee success in the event of a military 
conflict on its own territory; 

– the UN Security Council, as an international format for
resolving conflicts [16], has been transformed into an arena of 
information and psychological struggle, mainly between the United 
States and Russia. Attempts to resolve the conflict with the help of 
peacekeeping forces were unsuccessful; 

– the conflict can be called strange. Ukraine declared Russia
an aggressor, but refused to sever diplomatic relations with it, 
completely suspend trade and block border crossings. 

General characteristics of armed conflict: 
– armed struggle had the following features:
– the main task of the Armed Forces of Ukraine was to take

control over the state border with Russia. This task was not 
completed; 

– significant losses of objects in civil infrastructure,
livelihoods and the economy; 

– the only line of contact was missing;
– due to the proximity of the combat zone to the border with

the Russian Federation at the beginning of the conflict, the fighting 
of the IAF was supported by the fire of the Russian Armed Forces 
from abroad, without direct combat clashes. 

– active use of artillery and limited
– the conflict has the characteristics of a proxy war. Leading

states deny their involvement in hostilities, but antagonism between 
interests is the main cause of military conflict; 

– the actions of the parties to the conflict are of a hybrid
nature. The parties are engaged in confrontation mainly in the 
information-psychological and economic spheres. The intensity of 
action directly in the military sphere is relatively small. Special 



23 

actions of the armed forces are important; 
– the conflict has signs of a network war. The use of

information and psychological influences is aimed at disorienting the 
population and changing its worldview; 

– the conflict has the characteristics of a privatized war, as
there are financial interests of corporations, influential politicians or 
individuals. 

Conclusions 
Thus, the main systemic features of the military conflict in 

Ukraine allow us to understand the main driving forces of the 
conflict, its features in the current military-political situation, to get 
closer to understanding the measures needed to resolve the conflict. 
We have analyzed the questions of this report in more detail in 
monographs, research papers and scientific articles. 
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COMPREHENSIVE MODEL OF COUNTERACTING 
HYBRID AGGRESSION PROCESS 

The proposed Comprehensive Model of Counteracting Hybrid 
Aggression Process is a framework for assessing the process of 
combating hybrid threats. It enables to assess the origin and level of 
danger from the applied complex of hybrid threats to the key areas of 
national security. The Model is considered to be a tool for reasoning the 
structure and management strategy to counteract hybrid threats, as well 
as to build possible scenarios for the development of the environment, 
forecasting, use of resources and strategic planning. 
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Process is considered to be a formal theory, structuring the system of 
combating hybrid aggression, its tasks, models of behaviour and 
decision-making in conditions of variability and uncertainty of the 
external security environment. 

Counteracting the hostile states’ hybrid aggression implies a set 
of measures in the security and defence sector of Ukraine, which is 
responsible for national security and tasked with neutralizing the 
destructive impact of identified hybrid threats or their de-escalation to 
an acceptable level. 

The main objectives of Counteracting Hybrid Aggression 
System are the following: to minimize the expected destructive levels of 
hybrid threats implementation in the key areas of national security; to 
preserve the image of the state on the international arena; to preserve 
best advantage of the State military-political leadership image in the 
conditions of purposeful hybrid attacks or operations; to prevent 
violation of socio-political stability within the state; to save resources 
involved in neutralizing destructive hybrid threats; to descredit the 
State-aggressor in the international public eye. 

Keywords: hybrid aggression, hybrid threat, 
combating/counteracting, counteraction system, model, national 
security, information-psychological impact, special information 
operation. 

Introduction 
Problem statement. The report is devoted to the general 

problem of ensuring the national security of the state in the 
conditions of intensive information and psychological confrontation. 

Until recently, the protection of their geopolitical interests 
through wars was carried out by traditional armed means using 
regular armies. The character of the wars of the XXI century. is that 
traditional weapons are no longer leading, but the role of such tools 
as political, diplomatic, economic, informational, ideological, 
psychological, humanitarian, intelligence, which are often more 
effective and more destructive [1–2].  

Modern wars, called hybrid wars, are characterized not by 
the means used, but by the goals achieved, comparable to the goals 
usually pursued in traditional wars, such as destruction, looting, 
occupation, regime change, immersion in chaos. One of the most 
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important differences of the hybrid war is that its goal is not so much 
to seize territories and natural resources, but to control the mood of 
the citizens of the opposing country by controlling the information 
space and “brainwashing” in the occupied territories [3–4].  

Through the technologies used at the present stage, the 
above-mentioned goals can be achieved without the use of lethal 
weapons. Therefore, the organization of counteracting such 
technologies is an urgent scientific task.  

The analysis of recent researches and publications. Special 
information operations conducted against strategic decision-makers 
and the image of the state are partially described in [5–6] but the 
description is only verbal and does not allow to investigate these 
operations using modern methodological apparatus and modeling. 

Рurpose of the report is to highlight the main provisions for 
the Comprehensive Model of Counteracting Hybrid Aggression. 

Main part 
The use of the Comprehensive Model of Counteracting 

Hybrid Aggression Process (CMCHAP) contributes to the 
assessment of the nature and the level of risk of the hybrid threat 
(HT). It constitutes the instrument to substantiate the structure and 
the strategy to manage the processes of the HT resistance and to 
identify the possible scenarios of the evolution of situation, 
anticipating, using the resources and the strategic planning.  

We are going to understand the CMCHAP as the formalized 
theory, that can be used as the base for the substantiated structure of 
the hybrid aggression (HA) resistance, its tasks, the types of the 
behavior and the decision-making under the variability and 
uncertainty of the external environment. 

The resistance to the HA from the hostile states constitutes 
for Ukraine the complex of measures being taken by the subjects of 
the Ukrainian security and defence sector, that deals with the 
providing of national security as for the neutralization of the 
destructive impact of the revealed hybrid threats or this impact de-
escalation to the allowable level.  
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The CMCHAP (hereinafter the Model) has to be adequate to 
this complicated phenomenon and to reflect the multi-dimensional 
nature of the HA, whose operations are directed to the principal 
spheres of the target states functioning.  

It is reasonable to determine the following tasks of the 
system of countering hybrid aggression (HA) [7]: 

– to minimize the expected destructive levels of the
realization of the HT in the governing spheres of the national 
security (to neutralize the revealed HT at the lowest loss for the 
state); 

– to save as much as possible the image of the state in the
international scene; 

– to save as much as possible the image of the state military
and political leadership (within the country and abroad) under the 
conditions of the deliberately undertaken attacks or operations; 

– not to allow the disrupting of the socio-political stability
within the state; 

– to keep the relations with the strategic partners and allies,
to prevent the harming of their image; 

– to minimize the resources used to neutralize the destructive
hybrid threats (HT); 

– to discredit the state that acts as a source of the HA to the
international community. 

The CMCHAP has to be informationally compatible with the 
system of the support of the Main Situation Center decision-making 
process [5]. The algorithms that are implemented in the Model must 
be open to the new HT, their assessment and the substantiation of the 
measures as for the organization of combating in the system of the 
national security ensuring. 

The Model has to ensure the development of several 
scenarios of the HT exploitation and the modeling of each of them in 
full. The Model also has to react simultaneously on the several 
indicators of HA as well as to demonstrate the result of the influence 
of the indicator chosen by the analyst. 

However, we must keep in mind that the developed model of 
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the revealed HA will have, in certain extent, the conventional nature 
because it is not able to cover all the aspects of the situation learned. 
It acts only as an instrument to concentrate the efforts of the analyst 
on the identification of the principal intrinsic features as the basis for 
the future substantiation of the most reasonable project of the 
managerial decision as for the organization of the HA resistance. The 
proposed structure of the subsystem of the HA resistance of the 
system of military security ensuring is shown in Fig. 1.  

At the first step of the Model the identification of the 
destructive events, phenomena and threats is carried out.  

To reveal the signs of the HA under the restricted resources 
it is reasonable to connect the appropriate structural subdivision of 
the resistance subdivision to the state monitoring system in the 
political, economic, military, informational, cultural and ideological 
(philosophical, attitudinal) spheres (mandatory spheres). 

In the political sphere the special attention is drawn to the 
attempts to undermine the image of the military and political 
leadership of the state, to weaken the defence capabilities of the state 
through the targeted actions and against the military-industrial 
complex, to accuse the state authority in the excessive military 
expenditures, to create the contradictions between the producers and 
customers of military products in the country and abroad. Actually, 
reducing the prestige of military service, destroying the dynamics of 
political attitude in society, as well as the protests against the 
ongoing reforms (reforms), damaging the political image of the state 
at the international level, etc. are accented. 

In the economic sphere, the attempts to impose economic 
sanctions against the state, undermine the competitive capabilities of 
the country's products in foreign markets, disorganize the banking 
system by conducting cyber attacks, creating obstacles in the work of 
banks, forming protest sentiments by manipulating socio-economic 
data, are analysed in detail. 

In the military sphere, HA measures are aimed at achieving 
unilateral advantages by misleading the Target State, especially in 
the  collection,  processing  and  use  of intelligence,  disrupting  the 
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stability of the country's critical infrastructure and government and 
armed forces management systems, including cyber impact on 
vulnerability. 

In the information sphere, HA manifests itself most 
"powerfully". Information and information-psychological influences 
are carried out through the information sphere of military security, 
causing significant damage in other areas (military and military-
technical cooperation, foreign economic activity of the Ministry of 
Defence of Ukraine, during the export of weapons and military 
equipment, etc.). Part of information threats (IT) at the final stage of 
their action is transformed into other threats that are inherent in one 
or another sphere of the state's military security. For example, the 
powerful informational and psychological influence of the enemy on 
the personnel of combat units can lead to panic and, as a result, the 
units leave the battlefield, which ultimately leads to the defeat of our 
troops in a certain area. In this case, information threats, affecting the 
military sphere, are transformed into military threats and lead to 
military losses. Thus, information threats to the state in the military 
sphere are a "complex" type of threats, they have a specific character 
of manifestation and, therefore, require a more thorough study, 
building their models and organizing counteraction. 

In the cultural and ideological sphere, a key place is given to 
the HT, associated with the conduct of information warfare in order 
to achieve various political goals. Recently, the leading factor is the 
secondary occupation of enemy territory and the seizure of resources 
as opposed to the task of establishing strategic, comprehensive 
control over the consciousness of the Target State population and 
gaining full power over the future of the conquered state. 

In this context, it should be noted the use of the mass media 
to disseminate false, inaccurate information, Internet trolling against 
iconic figures in politics, business community and in cultural life. HT 
are increasingly used in the cultural and ideological sphere to realize 
their interests in the world, inciting various conflicts, which later 
become a source of war, armed extremism and international 
terrorism. In general, the implementation of HT within the 
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framework of the strategy of information confrontation becomes a 
key component of the technology of "controlled chaos" in the 
cultural and ideological sphere [8]. It allows to capture strategic 
initiative in the course of hybrid attacks, subjugate the population the 
armed forces of the Target Country to external control influences and 
thus deprive the Target State of de facto sovereignty without seizing 
its territory by military force. 

The second step of the Model is filtration and formation of 
sets of military {Zv} and hybrid {Zg} threats. Counteraction to 
military threats is carried out by known methods of symmetric and 
asymmetric response [7]. Filtration of hybrid threats is carried out 
using the expert survey method in two stages. At the first stage, a 
common set of non-military threats is formed. At the second stage, 
this set is transformed into four groups:  

– the threats aimed at undermining social and political
stability {Z sps }; 

– the threats aimed at discrediting the military-political
leadership of the state {Z vpk }; 

– the threats against the country's population {Z nas };
– the threats directed at the personnel of military formations

and special services {Z os }. 
The third step of the Model using the M7 model [9], enables 

the experts to assess the levels of impact and predict the expected 
negative consequences for key areas of national security. 

In the fourth step, the information is transmitted into the 
countermeasures management system. The relevant management 
decisions on counteraction, individual tasks of the subjects involved 
in counteraction are substantiated, comprehensive support of 
counteraction measures is organized under the current legal 
framework of national security. Making management decisions on 
the implementation of specific countermeasures it is necessary to 
ensure the sufficient levels of de-escalation of the identified impacts 
on certain objects of aggression.  
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Conclusions 
The developed Comprehensive Model of Counteracting 

Hybrid Aggression Process (CMCHAP) is a formalized theory which 
enables to substantiate the structure of the counteraction system of 
the detected hybrid aggression (HA) i.e. its tasks, types of behaviour, 
and decision-making in conditions of the external environment 
variability and uncertainty. 

Counteracting HA of unfriendly states for Ukraine is a set of 
measures taken by the security and defence sector of Ukraine to 
ensure national security, to neutralize the destructive influence of 
identified hybrid threats, or its de-escalation to an acceptable level. 
Hybrid threats have the most significantly damaging impact on 
political, economic, military, informational, cultural, and ideological 
spheres. 

The Model of detected HA will always be notional since it 
cannot cover all aspects of the situation under studied. It is 
considered as a tool to focus the analyst's efforts on distinguishing 
the main essential characteristics, and find the most reasonable 
project management solutions to start counteraction. 
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RISKS, THREATS AND PECULIARITIES 
OF CONTEMPORARY HYBRID CONFLICTS 

The study of technical documents shows that special attention 
has been recently paid to the hybrid conflict concept in the new 
geopolitical and geostrategic context. Thus, several ideas express the 
word hybridity, emphasizing in this sense, the concepts of multimode, 
multidimensional, mosaic, proxy or ambiguous war. Starting with 2009, 
the concept begins to be used more and more by US military theorists, 
then taken over and put into practice by the Russian Federation in the 
aggression against Ukraine in 2014. From that moment, the hybrid 
conflict becomes a certainty and a reality that determines the adoption 
of appropriate measures, policies and strategies to counteract, at 
national, regional, or of politico-military alliances level. Although 
various concepts are used in this field, we appreciate that this type’s 
physiognomy and characteristics are similar, essentially referring to 
hybrid military operations.  

Keywords: hybrid risks and threats, hybrid conflict, hybrid war. 

Introduction 
The dynamic evolution of the war phenomenon from its 

classical-conventional physiognomy through its physical dimension 
to a predominantly unconventional and asymetric one, manifested 
significantly in particular environments (cyberspace, 
electromagnetic, information, chemical, biological, radiological and 
nuclear, human psyche) nowadays and in the foreseeable future, is 
the consequence of the continuous adaptation to the complexity of 
the challenges that are manifested today towards humanity, 
challenges expressed and consecrated in the specialized literature by 
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the terms: hybrid risks and threats. 
The novelty in the analysis of the security environment is 

induced by the transition of conflicts from a conventional, 
consacrated type (in which the rules are clear, the laws are written, 
and the weapons are classic and visible) to a hybrid one (for which 
there is no legal provisions based on which they can be sanctioned 
and no theoretical fundamentals). Previous experiences that serve as 
lessons learned are insufficient. Thus, the study and analysis of 
recent contemporary warfare trends involve launching scenarios and 
intuitively predicting future events. 

Problem statement. The shaping and awareness of a new 
type of conflict physiognomy have led to intense debates among 
theorists and military decision-makers. The new paradigm has 
generated currents of opinion and a modern philosophy regarding the 
operations process (planning, preparation, execution, and evaluation) 
in the contemporary operational environment, namely the 
comprehensive approach. This concept aims to identify, integrate, 
and engage in a coordinated manner with the most diverse conflict 
resolution capabilities. These capabilities must be specialized to 
counteract the multiple risks and threats that intertwine, generating a 
new, hybrid outcome that manifests itself in all their specific 
environments. 

The analysis of recent research and publications. It is 
necessary to understand the “hybrid” concept in the security 
environment analysis in these circumstances. In a broad sense, the 
term is used to define those concepts that combine different elements 
without necessarily having a logical link of association. The notion 
of “hybrid” has its origins in analyzing the evolution of conflicts in 
the post-Cold War period. In 2007, in a study that addresses this 
issue for the first time, analyst Frank G. Hoffman pointed out that the 
contemporary security environment involves the simultaneous use of 
several types of warfare by opponents who understand that success 
can come from combining actions that can take different forms, 
designed to achieve specific goals, at a given time, calling these 
conflicts “Hybrid Wars” [1]. 



37 

Thus, the novelty in the way of designing and conducting 
hybrid wars consists in the ability of actors (state, non-state, or even 
mixed combinations - composed of both state and non-state actors) to 
synchronize several power tools in a synergistically, intentionally 
exploiting vulnerabilities identified in the opponent (which may 
belong to all sectors: political, military, economic, social, 
informational or infrastructure), to achieve the desired effects. These 
actions are designed so that they are as difficult to detect as possible 
and therefore have a low degree of probability of responses from the 
opponent. Thus, so far, researchers in the field have concluded that 
the most appropriate method of counteracting new threats is the 
proactive approach, involving anticipation, by carefully following all 
the indicators considered in analyzing the security environment. 

The purpose of report. The research effort was focused on 
identifying instruments to counter threats, and at the level of the 
armed forces in designing a tailored formation, capable of carrying 
out military actions in a hybrid environment. 

In this broader context, there is an urgent need to nominate 
suitable tools for forecasting, timely identification, and monitoring of 
hazards, risks, and threats to prevent their occurrence, through the 
combined use of military and non-military means, across the 
spectrum of the environment confrontation in which they manifest. 

Therefore, this article aims to facilitate the understanding of 
the complexity of the current operational environment and the 
components that determine the hybrid character of military action. 
This approach is necessary for the context of the emergence and 
development of new forms of aggression, influence, and coercion as 
a result of a kaleidoscope of conventional and unconventional 
components. 

Main part 
Reflections on the “hybrid conflict” concept. Conflict. The 

term “conflict” has its origin in the Latin word “conflictus”, meaning 
“shock, hit”, later taken over by the French language in the form of 
the word “conflict”. The term defines a state of tension (antagonism, 
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quarrel, discussion) with a certain intensity (violence). Dissension 
manifests itself in a disagreement or a confrontation due to 
misunderstandings, clashes of interests, discord, and divergences of 
ideas or principles. When the state of tension between the actors 
involved heightens and reaches maximum violence levels, it means 
armed conflict. This expression expresses a dispute between two or 
more actors (state or non-state), a clash between two armed forces, 
possibly different countries. Then the armed conflict acquires an 
international character of battle or war. 

Conflict arises when the parties involved each pursues the 
attainment of material or subjective, common-desired or different 
objective, to fulfill which they enter into a situation of competition or 
incompatibility [2]. That is why the state of conflict requires at least 
two parties involved, in opposite attitudes and which involves 
physical or virtual contact. 

Fig. 1. The states of conflict’s manifestation [3, p. 18] 

At the social level, the conflict has been defined as “a 
contextual phenomenon determined by the clash between the 
interests, concepts, and needs of individuals or groups when they 
come into contact and have different or seemingly different 
goals” [4]. 
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Hybrid. The term “hybrid” comes from the Latin “hybrida”, 
later taken over in French as “hybride” and is used in biology, 
especially in forestry, to describe a product obtained by crossing two 
different varieties of living organisms. The term was taken over in 
other activity fields with a symbolic meaning to define notions 
(conception, idea, deed) resulting from disparate elements, not 
organically linked [5]. 

Used as an adjective, the term “hybrid” characterizes a 
concept without harmony, resulting from different elements 
belonging to several categories, other classes, heterogeneous, 
disparate elements [6]. In the military field, the term has recently 
been taken over and used to characterize the growing complexity of 
the war phenomenon, the multitude of actors involved, the obscurity, 
mixture, and combinations between them. While the existence of an 
innovative adversary is not a new issue, the “hybrid perspective” 
approach to recent and ongoing conflicts requires engaged forces to 
prepare for a broader range of challenges, which recently they were 
not specific to the military. 

Hybrid conflict. In an attempt to describe the dynamics, 
physiognomy, and evolutionary trends of the conflict, military 
literature abounds in attempts to define “hybrid conflict” or “hybrid 
warfare”. From a hybrid perspective, this approach has emerged as a 
need to explain the multitude of dangers, risks, threats, and actors 
that manifest themselves today in the operational environment. This 
situation requires a tailored force, adaptable, and flexible response. 

Theories of hybrid conflict. Generally speaking, the phrase 
“hybrid conflict” is used in the military literature to define a military 
strategy that encounters elements specific to conventional, 
unconventional, and asymmetric war: 

Col. Jack McCuen (US Army) defines hybrid warfare as the 
quintessence of asymmetric warfare, waged on three decisive 
battlefields: (1) among the population in the conflict area, (2) in front 
of one’s nation, and (3) the international community [3, p.18]. In the 
same vein, Robert O. Work (US Navy) states that hostile forces 
would use “hybrid warriors” hidden in civilian populations [3, p.18]. 
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Ltc. Bill Nemeth (United States Marine Corps) defines 
hybrid warfare as “the contemporary form of guerrilla warfare”, 
which “uses both modern technology and modern methods of 
mobilization” [3, p.18]. 

David Kilcullen, the author of “Accidental Guerrilla 
Warfare: How to Fight Small Wars Inside a Big One”, asserts in the 
book launch interview that hybrid war is the best explanation for 
modern conflict, and emphasizes that it includes a combination of 
irregular war, civil war, insurgency, and terrorism [7]. The author 
analyzes today’s conflicts as representing a complex of associated 
elements: local social networks, global movements, traditional and 
postmodern cultures, local insurgents seeking autonomy, and a broad 
pan-Islamic campaign. 

Conflicts thus become a “complex hybrid of trends” that 
dilutes the distinction between “local” and “global” and thus 
exponentially amplifies and complicates the challenges in the 
operational environment. 

Journalist Frank G. Hoffman defines hybrid warfare as “any 
enemy that simultaneously and adaptively uses the complex 
combination of conventional weapons, irregular war, terrorism, and 
criminal behavior in the fighting space to achieve its political 
goals” [8]. 

Nathan Freier (Center for Strategic and International Studies) 
was one of the key people who initially defined hybrid warfare and 
involved four types of threats: (1) traditional; (2) irregular; (3) 
catastrophic terrorism and (4) destructive, which exploits technology 
to counter military superiority [9]. 

US military experts believe that both now and in the future, a 
potential adversary is likely to use hybrid specific tactics to counter 
military superiority, a complex approach in the form of a 
combination of conventional and asymmetric (irregular) warfare. 

Regarding the implications of the hybrid war on US forces, 
the Department of Defense officials believe it is necessary to counter 
threats that they might face. It could involve non-state potential 
opponents, sponsoring states, systems networks and computer 
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confederations, satellite attacks, portable surface-to-air missiles, 
improvised explosive devices, information operations, and mass 
media manipulation as well as chemical, biological, radiological, and 
nuclear weapons of mass destruction, and high-yield explosions 
(CBRNe). In their view, the phrase “hybrid conflict” is used to 
describe the growing complexity of the present and future conflicts 
and the nature of threats, which imposes the need for adaptability of 
forces operating in the current operational environment [10]. 

Hybrid threats occur where conventional, irregular, and 
asymmetric threats overlap in time and space. The conflict may 
involve participants ranging from individuals, groups, or states 
operating at the local, trans-national, or global levels. Such disputes 
may include acts of violence within communities, acts of terrorism, 
cyber-attacks, insurgency, crime, or disorderly conduct [11]. 

In the approach of American military theorists (based on 
aquired experiences in Afghanistan and Iraq), Hybrid Threat (HT) 
[12] expresses the combination of conventional military forces 
equipped with sophisticated weapons, complex systems and 
combined tactics with actions of irregular parties such as insurgents 
or criminal organizations. The combination of traditional and 
irregular, these forces’ ability to migrate and transform in both 
directions that result in unrestricted violence, directed against 
weaknesses, makes the hybrid threat extremely effective. To 
determine the “hybrid” character, these entities (military units, rebel 
factions, separatists, criminal groups, guerrillas, terrorists, insurgents, 
partisans) will cooperate in the context of fulfilling their separate 
interests. Therefore, it is considered that future conflicts cannot be 
viewed separately on different types of threats or challenges. Most 
likely, the armies must be able to deal simultaneously with all kinds 
of threats, to be able to operate successfully against all types of 
opponents, in complex conflicts, in all possible environments. 
According to the authors, their synthesis is the essence of hybrid 
war [13]. 
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Fig. 2. US Hybrid Approach [3, p. 156] 

Regarding the theory and practice of hybrid war, the Russian 
approach differs from the American one. In the Ukraine conflict, 
Russia applied a range of actions that resulted in the achievement of 
its political goals outside of a declared classical war. In February 
2013, Valeri Gherasimov, the Chief of General Staff of the Russian 
Armed Forces that time, wrote in an article published in the Russian 
defense journal VPK that war and peace are becoming increasingly 
mixed. Conflict methods have changed and now involve the 
widespread use of political, economic, information, humanitarian, 
and other non-military measures. He stated that all this could be 
supplemented by inciting the local population and using disguised 
armed forces [14]. In the light of events occured a year later, the 
Russian military official’s statement demonstrates the premeditation 
and mindful application of the hybrid actions that resulted in the 
urgent annexation of Crimea and the proclamation of Novorusia’s 
independence. General Gherasimov continued in his speech: “The 
rules of engagement have changed significantly. The use of non-
military methods to achieve political or strategic objectives has, in 
some cases, proved to be far more effective than the use of force. 
The widespread use of asymmetric means can help neutralize the 
military superiority of the enemy. This includes the use of special 
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forces and internal opposition to create a permanent front within an 
enemy state, as well as the impact of propaganda tools, forms, and 
methods that are continually being improved” [15]. 

Fig. 3. Russian Federation Approach [3, p. 157] 

Typology of risks and threats in hybrid conflicts. From the 
study of these attempts to explain and define hybrid war or conflict, 
we consider that this is a fighting strategy that includes both a 
multitude of different actors: state actors, non-state actors, sponsor 
states, but also dangers, risks, and multiple threats manifesting 
themselves in the physical environment, of a conventional nature 
(conventional military forces, in the legitimate service of the state), 
unconventional (nuclear forces, special operations forces, chemical, 
biological, radiological and nuclear weapons of mass destruction-
CBRN WMD and toxic industrial materials-TIMs, improvised 
explosive devices-IED) and asymmetric (guerrillas, insurgent, and 
separatist groups activated, terrorist and criminal organizations), as 
well as in the virtual cyber environment (informational). They are 
engaged in combat in a collaborative and coordinated manner, 
usually against a superior opponent in military forces and 
technologically. 
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When we refer to risks and threats in the context of the 
contemporary operational environment, defined as a system of 
systems in which each actor involved seeks to pursue their interests, 
in a hybrid conflict, we should also address issues from this 
perspective. The strategy adopted by a potential adversary is 
complicated, complete, and manifests itself in all the variables of the 
operational environment. It is a conglomeration of conditions, 
circumstances, and influences that affect the employment of 
capabilities and determine the commander’s decision [16].  

Regarding “hybrid threats”, they suggest those threats 
generated by an opponent capable of performing both classic and 
asymmetric actions. They are defined by simultaneous and 
coordinated use by a particular opponent to exploit vulnerabilities, by 
means located outside the legal framework or bellow the radar of 
traditional collective defence [17], making them challenging to 
anticipate. 

Once these vulnerabilities have been identified, the adversary 
will try to achieve its objectives by any means. It will use all the 
resources at its disposal, at the right place and time. It will intend to 
create effects on the vulnerable elements that, once affected, will 
produce the desired changes and, finally, the achievement of the 
proposed objectives. 

Depending on their nature, we can be broken down hybrid 
risks and threats into: 

a) Conventional (traditional capabilities, aggressive and
coherent military actions carried out in the physical terrestrial, air, or 
maritime environment as well as in cosmic space or underwater); 

b) Unconventional (Chemical, biological, radiological and
nuclear weapons of mass destruction-CBRN WMD; Special Forces; 
Geophysical/Ecological techniques for modifying environmental 
parameters for military purposes); 

c) Asymmetric (separatism, insurgency, guerrilla, terrorism,
and organized crime). 
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Fig. 4. Hybrid risks and threats [3, p. 61] 

The fusion of conventional, unconventional, and asymmetric 
risks and threats results in a new concept termed “hybrid”, which 
manifests itself in the contemporary operational environment and 
suggests complex information, decision-making, and development 
approaches. 

Depending on their environment, hybrid risks and threats can 
be a combination of: 

a) physical environment components (conventional,
unconventional, asymmetric); 

b) virtual (informational) environment components (Cyber;
Information operations-INFO OPS; Psychological operations-PSY 
OPS, Propaganda). 

The overlap of risks and threats in these plans and 
dimensions generates through overlapping and complementarity, a 
mosaic of particular complexity expressed in the literature in the 
combination “Hybrid Threats”. 
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Fig. 5. Dimensions of operational environment [3, p. 71] 

From the analysis of the specific characteristics of the risks 
and threats that manifest both in the physical space and those in the 
virtual environment, they can affect national, regional, or global 
security, leading to planning, preparation, and execution of hybrid 
military actions. 

Conclusions 
In conclusion, we appreciate that opponents of hybrid threats 

will face severe difficulties in identifying and separating the 
“problems set” specific to each type of threat. They will be forced to 
apply measures to achieve the economy of forces to cover more lines 
of operations. The hybrid opponent will continue to shift its efforts 
and continuously emphasize that any option is inappropriate. 

The world’s great military powers - such as the United 
States, the Russian Federation, or an international coalition of states - 
can momentarily easily impose their determination against a 
conventional opponent. However, the major challenge today and in 
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the foreseeable future is how the potential adversary will organize, 
adapt, and fight, develop unconventional and asymmetric capabilities 
and strategies, counterbalance, and achieve its strategic objectives. 

In hybrid conflicts, the typology of actions displays a shift 
from the regular, traditional to the unconventional, especially the 
asymmetric ones. These tend to generalize and manifest throughout 
the conflict and throughout its spectrum. 

Fig. 6. Incidence of operations that generate the hybrid nature of conflicts 
[3, p. 76] 

We acknowledge that hybrid threats represent the most 
significant operational risk in the near and medium-term. From this 
perspective, the armed forces must be prepared to carry out a wide 
range of missions in a joint and multinational context, in different 
regions, and in a complex and consequently uncertain operational 
environment. They will face various hybrid threats and simultaneous 
combinations of types of activities that will continuously change and 
adapt. 

This reality requires the anticipation, identification, and 
understanding of the objectives of a wide variety of actors with a role 
in resolving the conflict from the planning phase of the joint 
operation to integrate, coordinate and synchronize their effort.  
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Therefore, to be successful in the fight against a problematic 
hybrid opponent, in a multinational context, it is essential to use the 
entire range of tools, from political to military, economic, legislative, 
and informational to understand, identify, exploit its vulnerabilities 
and meet the objectives established. 

References 
1. Hoffman, F.G. (2007), Conflict in the 21st Century: The rise of

Hybrid Wars, Potomac Institute for Policy Studies, Virginia, SUA, available 
at: https://cutt.ly/Lk3Yflx (accessed 18 August 2020). 

2. Boulding, K.E. (1962), Conflict and defense: A general theory,
Harper and Row, New York, pp. 5, available at: https://cutt.ly/Uk3T0oJ 
(accessed 16 October 2013). 

3. Herciu, A. (2016), Conducerea şi întrebuinţarea forţelor
întrunite în conflictele hibride, “Carol Ist” National Defense University 
Publishing House, Bucharest. 

4. Şuştac, Z. and Ignat, C. (2008), Modalităţi alternative de
soluţionare a conflictelor (ADR), Editura Universitară, Bucharest, 16 p. 

5. Litera Internaţional Publishing House (2002), Noul dicţionar
explicativ al limbii române, available at: http://dexonline.ro/definitie/hibrid 
(accessed 6 November 2020). 

6. Nacu F. (2002), Marele dicţionar de neologisme, Speculum
Publishing House. 

7. Youtube (2010), The Accidental Guerrilla: Dr David Kilcullen
at ANU, June 09, available at https://cutt.ly/ck3ITfN (accessed 10 October 
2020). 

8. Hoffman, F.G. (2009), Hybrid vs. compound war, available at:
http://armedforcesjournal.com/hybrid-vs-compound-war/ (accessed at May 
16, 2013). 

9. Information (2013), available at: http://www.armed
forcesjournal.com/2009/10/4198658/ (accessed 16 May 2013). 

10. U.S. Government Accountability Office (2010), Report of
Hybrid Warfare, available at http://www.gao.gov/products/GAO-10-
1036R?source=ra (accessed 16 May 2013). 

11. NATO Standardization Agency (NSA) (2012), AJP-2(A) Allied
Joint Doctrine for Intelligence, Counter-Intelligence and Security, North 
Atlantic Treaty Organization, Draft, pp. 1-2. 



49 

12. Headquarters Department of the Army (2010), Training
Circular No. TC 7-100, Hybrid Threat, Washington DC. 

13. Cruceru, V. (2015), Războiul hibrid în gândirea militară
americană (monografie), “Carol I-st” National Defense University 
Publishing House, Bucharest, 28 p. 

14. Stan, A. (2014), Rusia a ridicat războiul la rang de artă,
available at: adev.ro/nb9y9f (accessed 30 March 2015). 

15. Gherasimov, V. (2013), “Tsennost nauki v predvidenii” [The
value of science in foresight], Voyenno-Promysblennz Karyer, No. 8(476), 
available at: http://www.vpk-news.ru/articles/14632 (accessed 2 April 
2014). 

16. NATO Standardization Agency (NSA) (2012), AAP-6, NATO
Glossary of Terms and Definitions, North Atlantic Treaty Organization, 
pp. 2-O-3. 

17. Reisinger, H. and Golts, A. (2014), Russias Hybrid Warfare –
Waging War below the Radar of Traditional Collective Defence, Research 
Paper, No. 105, November 2014, pp. 10. 



 50 

Pavlo Hrytsai 
Candidate of Military Sciences, Senior Researcher 
Chief of the Department of National Security  
and Defence Strategy of the National Defence University 
of Ukraine named after Ivan Cherniakhovskyi 
Kyiv, Ukraine 
https://orcid.org/0000-0002-1181-4523 

Serhii Mytchenko 
Postgraduate Student of the Department 
of National Security and Defence Strategy 
of the National Defence University of Ukraine 
named after Ivan Cherniakhovskyi 
Kyiv, Ukraine 
https://orcid.org/0000-0003-3711-2033 

DEVELOPMENT OF FORMS AND METHODS 
OF SYNERGY APPLICATION OF NON-MILITARY 

FORCES AND DEFENSE FORCES IN CRISIS 
SITUATIONS OF MILITARY NATURE 
IN CONDITIONS OF CONTERACTION 

OF HYBRID AGGRESSION 
The article considers the need for further development of forms 

and methods of synergistic [1] use of non-military forces and defense 
forces in military crisis situations in the context of counteracting hybrid 
aggression conducted by Russia against Ukraine. The current state of the 
legal framework for the use of defense forces is considered and the 
feasibility of developing and implementing new forms and methods of 
using non-military forces and defense forces in crisis situations of a 
military nature in terms of combating hybrid aggression is substantiated. 
The experience of NATO member states in introducing new forms and 
methods of counteracting hybrid aggression is taken into account. It is 
emphasized that the timely and high-quality application of the components 
of the defense forces, their training and application in military crisis 
situations should be carried out on the basis of certain situations, tasks 
and requirements for operational (combat, special) capabilities. 

Keywords: synergy, non-military forces, defense forces, 
counteraction to hybrid aggression, forms and methods, crisis situations. 
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Introduction 
Problem statement. Shifting the emphasis in military 

conflicts to the asymmetric use of military force by armed groups not 
provided by law, the integrated use of military and non-military tools 
(political, economic, informational and psychological, etc.) 
fundamentally changes the nature of armed struggle and makes new 
demands on military security [2]. Purely military tools become 
ancillary to achieving the military-strategic goals set by the 
aggressor. Prior to the armed conflict, the aggressor's main efforts 
were to destabilize the socio-political situation, provoke public 
dissatisfaction with the current government and incite separatist 
sentiments in society, and discredit the military-political leadership 
of the country against which aggressive actions are directed. 
Together, this creates the basis for the active and covert formation of 
the so-called resistance movement, the creation of special 
paramilitary units and their training in methods and techniques of 
resistance to the current government, including the use of weapons. 
The result is a violent state response to terrorist acts and 
provocations, including the use of force, which is presented by the 
aggressor at the international level as the suppression of democracy 
or the suppression of the rights and freedoms of citizens of certain 
regions or national minorities. The combination of different 
instruments (military and non-military), as a pretext for aggression 
against another state, determines its "hybrid" nature. The specific 
sequence of development of modern military conflict necessitates the 
definition of principles, forms and methods of integration of non-
military forces and defense forces of the state to counter armed 
aggression, which has a "hybrid" nature [3]. Thus, the hybrid war 
waged by the Russian Federation against Ukraine requires Ukraine to 
be able to counter emerging threats, and the system of public 
administration must be able to respond quickly. In view of this, the 
question arises about the development of new forms and methods of 
synergistic use of non-military forces and defense forces, and 
capabilities that need to be developed in the first place. 
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The analysis of recent researches and publications. The 
experience of resolving the armed conflict in eastern Ukraine shows 
that success in counteracting "hybrid" aggression becomes 
impossible without the integration of military and non-military forces 
and means of the state [4]. Purposeful, adaptive to the state, which is 
the object of aggression, the nature of military threats, based on a 
combination of military and non-military measures, is considered the 
main sign of their "hybridity" [5]. It is the purposeful nature and high 
dynamics of the transformation of threats that combine 
informational, socio-political, ideological, economic and military 
aspects of the impact on the enemy need careful preliminary study at 
the state level, with the development of appropriate measures to 
adequately counter, find new forms and ways confrontation and 
synergistic influence on the aggressor. 

Purpose of the report. On the basis of previous scientific 
research, requirements of guiding documents to update the search for 
new forms and ways of synergistic use of non-military forces and 
defense forces in crisis situations of military nature in counteracting 
hybrid aggression. 

Main part 
In modern conditions, the capabilities of the armed forces of 

the world's leading countries to collect, process and distribute 
information has increased significantly, which has become an 
important factor changing the rules of war in favor of widespread use 
of non-military tools to achieve strategic goals. This tool requires the 
use of political, economic, informational, humanitarian and other 
methods that intensify the protest mood of society and are combined 
with the undeclared use of military forces and means. The aggressor 
countries no longer rely on the classic invasion, but achieve their 
goals by a combination of special (subversive) operations, cyber 
attacks, carefully planned actions, synergistic methods and ways 
aimed at destabilizing the situation, disorganizing government and 
military control and supporting illegal armed groups. In such 
circumstances, the settlement of armed conflict is seen as a process 
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of orderly interaction of international structures responsible for 
maintaining international peace and security and components of the 
security and defense sector, which can be aimed at protecting 
national interests in order to take all possible actions and measures. 
or sequentially to solve the problems that led to its solution. In order 
to counteract the destructive pressure of the aggressor on Ukraine 
and to enforce the norms of international law and its own obligations, 
the doctrinal documents of the state [6] provide for “mutually 
coordinated use of political-diplomatic, informational and forceful 
instruments of the state”. Given the new, more varied and covert 
mechanism of armed conflict that the Russian Federation has 
demonstrated in unleashing armed aggression against Ukraine, the 
joint and mutually agreed use of military and non-military forces and 
means is a key condition for resolving it. This requirement is due not 
only to the desire to avoid duplication of tasks assigned to individual 
components of the security and defense sector for settlement, and the 
wasteful use of resources, but also to the fact that in the process of 
countering "hybrid" aggression changes the role and place of military 
means. The experience of resolving the armed conflict in eastern 
Ukraine has shown that success in combating "hybrid" aggression 
becomes impossible without the integration of military and non-
military forces and means of the state that must quickly, effectively 
and efficiently address aggression and have an effective opportunity 
to act ahead. 

Despite the declared [6] need to integrate the efforts (joint 
involvement) of the components of the security and defense sector, 
the organization of the integration process (integration technology) is 
not defined, which indicates the emergence of both scientific and 
organizational problems. That is why the definition of the purpose, 
forms and methods of integration of non-military and military forces 
and means of the security and defense sector to counter military 
threats that have signs of "hybridity" is relevant today. 

According to military analysts, the ratio of the contribution 
of military and non-military means to achieve military-political goals 
in the armed conflict has changed significantly in favor of the latter. 
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The contribution of military and non-military means also changes 
during the armed conflict in its stages [7]. This necessitates their 
prioritization and the development of practical recommendations for 
integrating the efforts of military and non-military actors in 
Ukraine’s security and defense sector to neutralize military threats 
that show signs of “hybridity”. And this, in turn, forces the state to 
develop new algorithms, forms and methods of synergistic use of 
non-military forces and defense forces, both in crisis situations of a 
military nature and in the initial stages of the hidden origin of 
conflict in countering hybrid aggression. 

The "hybridity" of the military threat is manifested in the 
hidden, purposeful, destructive and complex influences on the 
national security system of the state - a set of factors (intentions and 
actions) of both military and non-military, which are interrelated. 
That is why it is a question of integrating the efforts of military and 
non-military forces and means (formation of integrated counteraction 
potential) to prevent such threats [8]. The implementation of this 
counteraction is entrusted to the security and defense sector of 
Ukraine. 

Considering possible forms and methods of using non-
military and defense forces in different phases of aggravation, both at 
the beginning of the conflict and in military crisis situations, a 
synergistic approach should be introduced as more appropriate to 
combine the results of "hybrid" confrontation and obtain faster and 
more productive results. A synergistic approach is a cumulative 
effect, which consists in the fact that when two or more factors 
interact, their action significantly outweighs the effect of each 
individual component in the form of their simple sum. 

First, the integration of a synergistic approach as a 
purposeful unification of some actors for joint activities (purely 
organizational task) will have more effective results. 

Secondly, it is a joint activity of some entities with a 
corresponding common goal. 

Thus, the unification of subjects for national security 
normally already exists in the form of the security and defense 
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sector, it is considered a synergistic approach to the joint activities of 
its subjects, which is aimed at neutralizing military threats with signs 
of "hybridity". Such activities of the security and defense sector 
actors require the identification of the appropriate forms and methods 
inherent in the process of counteracting such threats. In the methods 
of integration are: 

– opportunities for forces and means that will be involved in
counteraction within the framework of integration efforts; 

– qualitative characteristics of personnel, which will be
responsible for the development of both a general strategy for 
countering the threat, and the development and implementation of 
tasks at the level of the security and defense sector. 

– To summarize the above, it is advisable to propose several
main ways of synergistic application (integration) of non-military 
forces and defense forces to counter military threats: 

– integration of defense forces and non-military forces and
means with priority given to non-force means with the use of force 
for support; 

– integration of defense forces and non-military forces and
means with priority given to non-force forces. 

It is clear that each of these methods of synergistic 
application can have many options for the composition of forces and 
means of the security and defense sector used, and the degree of their 
participation in countering the threat over time and scale. Further 
research into the use of non-military and defense forces, especially in 
military crises that show signs of "hybridity", requires further 
research. 

Regarding the forms of synergistic use of military and non-
military means to counter military threats with signs of "hybridity", it 
is proposed to adopt the military terms "operation" and 
"company" [3]. At the same time, the essence of the term "operation" 
is practically indistinguishable from that used in the art of war as 
"coordinated actions of disparate forces and means united by a single 
purpose." As for the "campaign", although this term is almost no 
longer used, but the features of the threats, which have a "hybrid" 



 56 

nature as the object of study and the complexity of counteracting it 
give grounds for its use. Thus, threats that have a "hybrid" nature are 
formed by many factors, the action of which is characterized by: 
scale; usually significant time limits; focus on various state 
institutions and entities, the functioning of which affects the state of 
defense of the state, etc. It is clear that an adequate response to such 
threats also requires significant time, involvement in counteracting a 
large number of actors in the security and defense sector (and not 
only), financial and material resources and is impossible as an 
operation that has a clear, timed nature. 

Conclusions 
Thus, in the author's view, the synergistic use of non-military 

and defense forces, especially in crisis situations of a military nature, 
will consist of a set of different types and areas of operations (actions 
and measures), united by a common strategic plan that corresponds 
to the classical understanding of the term. Given that military threats, 
especially those that have a "hybrid" nature (signs of "hybridity"), 
are formed by many different factors, the forms and methods of 
integration of defense forces and non-military forces and 
countermeasures can have a large number of options. For the 
practical implementation of certain forms and methods of integration 
of defense forces and non-military forces and countermeasures, it is 
advisable to have the concept of their integrated use taking into 
account the total synergy effect, as well as to continue research on 
forms and methods of synergistic use of non-military forces and 
defense forces during hybrid aggression. 
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SITUATIONAL CENTER AS AN ELEMENT 
OF THE STATE MANAGEMENT SYSTEM 
IN COUNTERACTING HYBRID THREATS 

Hybrid warfare is a combination of traditional and non-
traditional methods of warfare, which include the use of special forces, 
irregular armed groups, information warfare and propaganda, 
diplomatic measures, cyberattacks, economic pressure and more. Given 
the multi-vector nature of hybrid wars, it is advisable to take a 
comprehensive approach to building a system of management and 
coordination of efforts in all spheres of society and the state. 

Taking into account the experience of the world's leading 
countries in combating hybrid threats and in accordance with the tasks 
set by the governing documents of the state, it is advisable to build a 
state management system (coordination) of measures to combat hybrid 
threats based on a system of situational centers. 

Keywords: situation center, state management system, hybrid 
threats, security and defense sector, management and coordination. 

Introduction 
Problem statement. Modern international conflicts can no 

longer be assessed in terms of traditional approaches to hostilities, 
they can be described by one term - hybrid warfare. 

Hybrid warfare is a combination of traditional and non-
traditional methods of warfare, which include the use of special 
forces, irregular armed groups, support for internal unrest and 
separatist movements, information warfare and propaganda, 
diplomatic measures, cyberattacks, economic pressure and more. 

In the conditions of the emerging hybrid threats in the 
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countries of the world various variant actions on counteraction to it 
and search of ways of the international collective counteraction to 
hybrid aggression are worked out.  

According to the 2017 memorandum, the European Center 
for Combating Hybrid Threats was established in Helsinki (Finland) 
with the participation of the United States, France, Germany, 
Sweden, Poland, Finland, Latvia, and Lithuania. Which is an 
interstate, European Center for Combating Hybrid Threats - 
Cyberattacks, Propaganda and Disinformation [1].  

Speaking at the Cyber Defense Conference (Paris, 15 May 
2018), NATO Secretary General Jens Stoltenberg noted that today 
NATO has three key roles in cyberspace to make progress in the 
Alliance. It is necessary to act as a center for information exchange, 
training and expertise and to protect our networks [2]. 

As a result of the meeting of the Heads of State and 
Government who took part in the meeting of the North Atlantic 
Council (Brussels 11-12.07.2018), a Declaration was formed stating 
that “NATO countries have agreed on how to integrate sovereign 
cyber effects provided voluntarily by Allies, in Alliance operations and 
missions under strong political control. Reaffirming NATO’s defense 
mandate, we are committed to seizing the full range of capabilities, 
including cyber, to deter, protect and counter the full range of cyber 
threats, including those under the hybrid campaign [3].  

The realities of today convincingly prove the fact of waging 
a "hybrid war" against Ukraine, the main components of which are 
an information campaign (aimed at splitting Ukrainian society, 
destabilizing the socio-political situation, discrediting and 
discrediting the new Ukrainian government in the eyes of the 
international community) and special operations (sabotage and 
reconnaissance and the deployment of resistance movements) [4–7]. 

An extremely dangerous component of the “hybrid” war 
against Ukraine is aggression in cyberspace. 

Given the above, today the urgent task for Ukraine is: to 
improve the state system of government, which concerns the creation of 
mechanisms to counter the conduct of “hybrid war” against Ukraine. 
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The above is confirmed by the fact of the unpredictable 
occurrence of the Covid-19 pandemic in the world and the inability 
of even the world's leading countries to predict its occurrence in a 
timely manner, to work out adequate measures to localize and 
eliminate it as soon as possible. 

The analysis of recent researches and publications. 
Theoretical foundations of the phenomenon of “hybrid war” have 
been studied at various times by such world-class experts as F. 
Hoffman, J. McCwen, R. Wilkie, D. Kilkallen (USA), Martin van 
Creveld (Israel), Frank van Kappen (Netherlands). ) and others. 

In domestic science, the study of "hybrid warfare" and its 
theoretical and methodological foundations are devoted to V. 
Gorbulin, E. Magda, G. Lutsyshyna, Y. Klymchuk, G. Sytnyk, A. 
Slyusarenko, L. Smoly, G. Perepelytsia, B. Parahonsky, M. Trebin, 
G. Yavorska, O. Bazaluk, Y. Punda, Y. Radkovets, V. Telelym, M. 
Trebin, P. Shevchuk and others. 

Research on the formation and implementation of 
management decisions, the formation and development of public 
administration decision-making systems were carried out by the 
following specialists in public administration: O. Amosov, 
V. Bakumenko, A. Degtyar, N. Nyzhnyk, G. Pocheptsov, V. Rebkalo 
and others. 

V. Sytnyk and R. Marutyan considered the activity of the 
situation center as one of the tools of strategic state management in 
the sphere of national security. 

The above-mentioned studies do not consider the issues of 
building a system of management (coordination) of the state’s efforts 
to counter hybrid threats. 

Purpose of the report. Based on the analysis of measures 
taken by the world’s leading countries to combat hybrid threats and 
in accordance with the objectives set by the governing documents of 
the state proposed an approach to improve the quality of countering 
hybrid threats - building a state management system (coordination) 
of state efforts to combat hybrid threats. 
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Main part 
According to the Concept of Development of the Security 

and Defense Sector of Ukraine, approved by the Decree of the 
President of Ukraine of March 14, 2016 № 92/2016, it is determined 
that the main form of hybrid war against Ukraine is a combination of 
diverse and dynamic actions of regular Russian forces interacting 
with criminal armed groups. and criminal elements, whose activities 
are coordinated and carried out according to a single plan and plan 
with the active use of propaganda, sabotage, deliberate harm, 
sabotage and terror. 

In addition, the analytical structures of the European Union 
have identified such types and areas of threat as terrorism, 
cybersecurity, organized crime, maritime disputes, space, resource 
scarcity and covert operations [8]. 

An extremely dangerous component of the “hybrid war” 
against Ukraine is aggression in cyberspace. In particular, it is about 
mass attacks on the websites of authorities and state-owned 
companies, the war on social networks, which was launched by 
Russian “troll factories”, cyber espionage. On the Russian side, there 
are numerous hacker groups, such as “Sandworm”, “Cyberberkut”, 
“Octopus” (from the territory of the DNR) and others. It is obvious 
that Russian special services are behind them and direct their 
activities. (To counter Russian cyberexpansion, Ukrainian volunteers 
organized a group “Ukrainian Cyber Troops” in 2014. Ukrainian 
“Cyber Alliance” was also established (an association of 
FalconsFlame, Trinity, “Rukh8” and “CyberHunt”) CERT-UA 
(Computer Emergency Response Team of Ukraine) at the State 
Special Communications Service recorded 216 cyberattacks from 
outside (more than half of them - on government agencies) in 2014. In 
2015, the number of attacks increased 1.5 times Over the past three 
years, pro-Russian hackers have carried out massive attacks on 
government Internet portals and Internet resources of government 
agencies, including the websites of the Presidential Administration, the 
Cabinet of Ministers, and the State Special Communications Service, 
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and attacked portals of a number of regional state administrations [9]. 
As of today, the global trend of increasing the number of 

users of social information network services persists. In addition, 
research by Western experts notes that over the past ten years, users 
of social networks began to spend twice as much on social networks 
[10-12]. 

Experts have recognized the use of social networks, satellite 
TV channels and print media in Russia by Russian secret services in 
2014-2017 as a threat to the democratic structure of Western 
society [9]. 

Russia’s aggression on the Internet has caused very serious 
concern to the intelligence services of a number of countries around 
the world. US intelligence has accused Russia’s top leadership of 
organizing cyber-sabotage during the US election campaign. The 
danger of Russian intervention was stated by representatives of the 
intelligence services of Germany, the Czech Republic and other 
European countries [9]. 

In addition, leading US think tanks continued to study 
Russia’s experience of information campaigns during the “hybrid 
war” against Ukraine and the Kremlin’s efforts to undermine 
democratic institutions in Western countries. 

Defense Minister Annegret Kramp-Karrenbauer, speaking at 
a meeting of the Foreign Affairs and Subcommittee on Defense and 
Security of the European Parliament (July 14, 2020), stated that one 
of Germany’s priorities during its presidency of the Council of the 
European Union would be to analyze military and hybrid threats, in 
particular by Russia [14]. 

The analysis will be carried out by the EU Intelligence and 
Situation Center (EU INTCEN), the Member States of the European 
Union and their intelligence will provide their proposals and data for 
analysis [13–15]. 

The main principle of counteracting Russia’s information 
influence is the consolidation of efforts of all NATO countries, as 
well as the cooperation of the United States with European partners 
in order to create a “united front of counteraction”, which involves 
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the adoption of joint coordinated decisions. 
Given the multi-vector areas of creation of situational centers 

in Ukraine, which is reflected in a number of guiding documents, 
namely: 

– in accordance with the Decree of the President of Ukraine
of 26 May 2020 № 203/2020 “On the Annual National Program 
under the auspices of the NATO-Ukraine Commission for 2020”: 
creation of a network of situational centers of state bodies in the 
system of strategic communications; creation of a network of 
situational monitoring centers, risk analysis to prevent threats to 
critical infrastructure; building the capacity of situational centers of 
the security and defense sector of Ukraine, which is achieved by 
fulfilling the priority task of creating a system of situational centers 
of the defense sector for operational decision-making in the field of 
defense; 

– according to the Action Plan for Defense Reform for 2019-
2020, approved by the Minister of Defense of Ukraine on January 
23, 2019: the creation of a system of situational centers for the 
defense sector based on secure information and telecommunications 
systems may be a basis for building a national system network 
(system) of situation centers of the security and defense sector and 
local authorities under the general direction and coordination of the 
Main Situation Center of Ukraine in coordination of efforts with 
NATO and European Union countries. 

Conclusions 
Thus, based on the analysis of the world’s leading actions to 

combat hybrid threats, it is proposed to create a state management 
system (coordination) of efforts to combat hybrid threats based on a 
system (network) of situational centers under the general 
management and coordination of the Main Situational Center of 
Ukraine. 

In the future, research will focus on the development of: 
mechanisms for predicting the occurrence of hybrid threats and 
mechanisms (algorithms to do) to eliminate them within the 
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functioning of the system (network) of situational centers of the 
security and defense sector and local authorities; draft Concept of 
information support and integration of information resources to 
ensure the functioning of the system (network) of situational centers 
of the security and defense sector (defense forces) and local 
authorities. 
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THE ESSENCE OF INFORMATIONAL 
RESOURCES OF SECURITY SECTOR 

OF STATE DEFENSE 

Analysis of publications on the classification and the nature of 
"information resources." The relation between the components of the 
security sector and influence of national security. The necessity of 
creation of system of comprehensive protection of information resources 
of military sphere is definited. 
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Security and defense sector of the state. 

Introduction 
Problem statement. In the XXI century, the level of 

development and security of the information environment have 
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become the most important factors in all areas of national security. 
Its provision with the use of a well-formulated national information 
policy greatly contributes to the success of tasks in the political, 
military, economic, social and other spheres of state activity. At the 
same time, today no sphere (subject activity) of people can be 
effectively organized without the corresponding system of 
information support of this activity. To provide information support 
for a specific type of human activity, an appropriate information 
infrastructure is organized (created) [1]. Integral components of the 
information environment of Ukraine are information resources, 
information infrastructure and information technologies that are part 
of the national information potential. 

The analysis of recent research and publications. In well-
known publications, the number of works on the problem of 
highlighting the essence, classification, systematization of 
information resources is limited. The most fundamental is [2]. 

According to [3], a new post-industrial information society is 
born, in which knowledge (science) becomes a direct social 
(production) force. This is achieved through the information, more 
precisely, the dynamic mechanism of transformation of knowledge 
into information resources and the latter into material force. “The 
information society is a society, the structure, technical base and 
human potential of which are adapted for the optimal transformation 
of knowledge into information resources and processing it for the 
purpose of translation from passive forms (books, articles, patents, 
etc.) into active ones (models, algorithms, programs, projects, etc.) ”. 
But the creation of modern knowledge bases is of special importance 
for activating the information potential of society. Science (new 
knowledge) becomes a social force, embodied in the practical 
experience of the masses, as well as materializing in new technology, 
technologies, products and services. 

Purpose of the report is to substantiate the essence of 
information resources of the Security and Defense Sector of the state. 
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Main part 
National security of Ukraine has component of military 

security. As a component of national security, it also has appropriate 
subsystems (areas): political, economic, military, and so on. In view 
of this, it is important to establish the interdependencies between the 
components of the information environment of the security and 
defense sector of the state and the relevant areas of national security 
of the state, as shown in Fig. 1. 

Fig. 1. The relationship of the Security and Defense Sector of the state 
with the spheres of influence of national security of the state 

Protection of information resources is one of the priority 
tasks of national security of Ukraine, it is an important component of 
the state information policy. 

The current legislation does not establish a full legal 
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interpretation of the components of information resources. Criteria 
for assigning information resources to the category of state and non-
state are not defined. This situation has created and will continue to 
create difficulties in the formation of the system of national 
information resources, the management of this system, as well as in 
the legal registration of functions related to the possession and use of 
information resources. 

On the basis of information corrective support of material 
and energy processes in the society the basic streams of the heuristic 
information which needs processing and use arise. As for the 
incompleteness of information cycles, which cover only the stages of 
transmission, data collection, diagnosis, information, they become 
really clear only when correlated with the full dynamic process 
(cycle). Information as a message of some information has no 
independent value. Its value for the recipient is determined by the 
increase in his knowledge, correlated with a specific purpose, or, in 
the case of the final information result, the magnitude of the decrease 
in the entropy of the object under consideration. In the new 
information society, science acts directly as a productive force. The 
form of direct participation of knowledge produced by science in the 
production process is information, and the mechanism of effective 
interaction of scientific production is the information mechanism. 
That is, information resources are a necessary and essential 
intermediate link between knowledge (science) and action (material 
result), which cannot be left outside the theory of reproduction. 

Information resource in its definition has two inseparable 
components: formal-logical (informational) and semantic (cognitive). 
The first aspect of this fundamental concept, namely the formal-
logical side, is formed as a result of generalization of the practice of 
computerization and development of engineering knowledge. At the 
heart of the methods of using the presentation of knowledge, the first 
aspect of the concept of information resource - is mainly 
mathematical formalization and logical completeness. On the 
contrary, the cognitive approach is based on understanding the 
process of awareness of anything by a person, so the presentation of 
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knowledge in this case is characterized by expressiveness rather than 
mathematical sophistication and rigor. 

Thus, the information resource can be considered as a 
"symbiosis" of knowledge and information. 

The main feature of information processes is the mandatory 
interaction of three elements: sources, communication channels, 
recipients of messages. Shannon was the first to connect the 
information capacity of the signal to the communication medium. He 
also made the weight of the message dependent on the characteristics 
of the source, channel and receiver [5]. 

The transformation of knowledge into an information 
resource depends on the possibilities of their coding, distribution and 
transmission. 

The features of the information resource include: 
– information resource is practically inexhaustible, in process

of development of a society and intensification of process of use of 
knowledge their stocks - do not decrease, and on the contrary - grow; 

– information resource is used, it does not disappear, but is
preserved and even increased (due to the constructive transformation 
of the received messages, taking into account the experience, local 
conditions); 

– it is not independent and in itself has only potential
significance and, when combined with other resources, it manifests 
itself "kinetically" - as a driving force; the efficiency of its use is 
associated with non-primary (repeated) production of knowledge, 
information interaction allows to obtain new knowledge at a much 
lower cost compared to the cost of labor, energy, time for its direct 
generation; 

– information resources is a form of direct inclusion of
science, including theoretical research, in the productive forces; 

– there is an information resource as a result of not just
mental work, but its creative part. 

Mankind faces a huge problem in terms of its importance and 
complexity: to extract the maximum amount of information from the 
messages accumulated throughout history and turn it into an actively 
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functioning resource. It is a question of transformation of book 
descriptions and other scattered knowledge into operating programs 
and algorithms. This is part of the work on the formation of 
information resources. 

According to the importance of information resources are 
divided into strategic, operational, tactical [6]. 

Strategic information resources are resources that provide a 
permanent process of forming the nation's mentality as the most 
important factor in the sustainable progressive development of the 
country. Strategic IP should include transformed into easily 
accessible to many users, including in electronic form worldviews, 
cultural, historical, legal and other sections of humanities and 
fundamental natural sciences. In the military sphere, strategic 
information resources include military doctrine, laws governing 
military activities, and fundamental provisions of military security. 

Operational information resources are current business, 
commercial and other reference information that is focused on 
meeting daily needs in various areas of activity. For the military 
sphere - this is information of a military nature, which is obtained 
(obtained) or created during intelligence, information gathering, 
information work of headquarters and other information activities, as 
well as information circulating in automated military systems, 
through communication channels, in information systems. at various 
levels, including in technical intelligence systems – operational 
directives, reports, reports. 

Tactical information resources include applied scientific, 
technical, economic, environmental, demographic, and other 
knowledge that has been transformed into a resource and is needed to 
address current issues, such as current information or military 
security issues. In the military sphere, it is a set of basic provisions of 
operational art and tactics of military branches, it is military-applied 
knowledge obtained by cadets and students of military educational 
institutions, statutes, guidelines, etc. It is also mathematical and 
software for military information systems. 

The authors share the opinion of military experts [4] that in 
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the military sphere, the protection of information resources is the 
basis of the country's defense capabilities, directly related to 
information security of the security and defense sector. 

It is obvious that the essence of information security of 
Ukraine in the military sphere, the system-forming core of which is 
the information infrastructure of the Armed Forces of Ukraine and 
the Ministry of Defense of Ukraine is not the protection of 
information resources from various information influences. and 
defense of the state (protection of national interests of Ukraine from 
external threats, first of all, protection of state sovereignty, territorial 
integrity, inviolability of the state border and prevention of 
interference in internal affairs of Ukraine). 

In order to ensure information security in the military sphere, 
it is necessary to create and actively develop a single information 
space of Ukraine, its comprehensive protection against unauthorized 
access to available information resources and external destructive 
influence. 

To achieve an information advantage over the enemy, in 
accordance with [4], the formation, use and dissemination of 
information resources of the security and defense sector of the state 
is provided by: 

– subjects of the security and defense sector of the state,
effective functioning of the automated control system of the Armed 
Forces of Ukraine, databases of other subjects of the security and 
defense sector of the state; 

– creation of a base for simulation modeling of armed
struggle processes; 

– creation of a modern system of communication and data
exchange between all levels of military administration; 

– evolutionary creation of a set of interconnected monitoring
systems; 

– improvement of means of remote observation of the enemy;
– introduction of a system of formation and use of special

information resources for the purpose of active information pressure 
on the enemy through measures of operative masking, information 
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and psychological influence, disturbance of work of its information 
systems. 

Particular attention should be paid to the development of the 
theory of information operations and its implementation in the 
practice of further reform of the Armed Forces of Ukraine. 

Static information resources of the security and defense 
sector of the state - logistical, financial, personnel, medical. There is 
a need to create departmental and interdepartmental electronic 
libraries, an automated system for managing administrative and 
economic processes of the Armed Forces of Ukraine, establishing 
technical conditions and regulations for vertical-horizontal access to 
static information resources of security and defense sector. 

Since computer systems are now directly integrated into the 
information infrastructures of modern society, the means of 
protection must take into account modern forms of information 
presentation (hypertext, multimedia). This means that security 
systems must provide security at the level of information resources, 
not individual documents, files or messages. 

Conclusions 
As a result of the above to solve the problems of information 

security of the security and defense sector of the state it is proposed: 
1. To create a body for coordination of policies and measures

to ensure information security in the military sphere (with the 
function of interaction with certain entities of the security and 
defense sector of the state). The tasks of such a body will need to be 
based on a correct understanding of the total information resources in 
the military sphere, the mechanisms of its production and use, and 
the conceptual provisions that follow from this. 

2. To ensure the interaction in crisis situations of the
elements of the operational monitoring system, which are associated 
with the formation of a dynamic component of information 
resources. 

3. Focus efforts on the protection of information resources by
active or passive countermeasures, the possibility of restoring 
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information resources in case of influence of the opposing party, 
deepen the study of the properties of information resources of certain 
classes to improve the efficiency of their operation at all stages of 
their life cycle. 

4. Introduce and constantly improve the system of static
information resource of the sector of resource provision of subjects 
of the security and defense sector of the state. 

The above necessitates more thorough research to determine 
the needs of obtaining and using the necessary information resources 
of the security and defense sector of the state, namely: creation of 
elements of the information infrastructure of the military sphere, 
which produce the necessary information resources; development of 
means and processes of use of information resources; ensuring the 
protection of information resources. All this will be possible in the 
case of creating a system of comprehensive protection of information 
resources, justification of ways to create and develop which is, in 
particular, the task of research units of the Ministry of Defense of 
Ukraine. 
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HYBRID WAR OF RUSSIA AGAINST UKRAINE: 
LESSONS LEARNED FOR THE BLACK SEA 

REGION 

The armed aggression of the Russian Federation against 
Ukraine has actualized the paradigm of armed conflict and changed the 
security environment throughout Eastern and Central Europe and the 
Black Sea region. The Black Sea Region has a special priority among 
the objectives of Russia's expansion. This region is also very important 
for Ukraine. The report analyzes the military and political lessons 
learned of this aggression in the context of their consideration for the 
military educational process of Ukraine. 

Keywords: hybrid war; casus belli; performance of the armed 
forces; lessons learned. 

Introduction 
Problem statement. The annexation of Crimea by the 

Russian Federation together with the war in Donbass and a number 
of other frozen conflicts, surrounding the North Black Sea coast, 
have created a complex security problem that is difficult to resolve in 
the short term. This requires the increasing of resilience of the Black 
Sea region countries as the priority to deter aggressor. The military 
education performs a special mission in the training of the leader 
who have to be the core element of this resilience. 

The analysis of recent researches and publications. A huge 
range of publications is devoted to the problems of ensuring defence 
capability for the countering of hybrid warfare. Among the latest 
publications about the Russian Hybrid War against Ukraine it is 
worth to admit publication of James Sherr [1] and Mason Clark [2]. 
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Purpose of the report. The objective of the report is to draw 
attention to the lessons learned of Russia's hybrid war against 
Ukraine, both for our country and in a broader context of the Black 
Sea region. 

Main part 
Russia's annexation of Crimea changed Ukraine, the Black 

Sea region as well as it affected a world security. There are many 
speculators who claim that the annexation of Crimea is the same case 
as Kosovo one. It does not. The armed conflict in Kosovo was 
preceded by a long period of negotiations to resolve the existing 
contradictions. Russia till 2014 brought no official complaint against 
Ukraine regarding its treatment of Russian "compatriots" or other 
threats that could be a casus belli [1]. The Crimean annexation was 
carried out without plausible justification and without any effort to 
resolve the dispute, which did not exist. 

Therefore, Russia, not having a chance to use casus belli for 
aggression against Ukraine in 2014, chose a hybrid form of warfare, 
the methodology of which it tested quite well at the post-Soviet 
space. Since then, Russia has used all elements of a hybrid warfare 
and only military aggression it used since 2014. 

Russia's strategic goal is not limited by Ukraine, it is aimed 
at the Black Sea region and beyond. In this region Russia began to 
implement its policy of collecting "post-Soviet lands", and it belted 
by the conflicts the entire northern coast of the sea [4], figure 1. 

To achieve its strategic goals, Russia adapted its military 
theory and conducts armed forces as part of a hybrid war (HW), 
subordinating military activities to other operations. The occupation 
of Crimea became a classical example of HW. At the same time 
Russian military retains theoretical space for conventional warfare 
and does not insist that all conflicts in our time are "hybrid" in 
nature. They also argue that conventional war in the 21st century is 
unlikely due to technological change and the strategic balance of 
power [2]. 
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Fig. 1. Consequences of Russian aggression in the Black Sea region [7] 

Conducting HW in Ukraine, Syria and Libya, Russia is 
preparing for future wars with more powerful opponents. So why it is 
important for us to understand the goals of the Russian Federation, 
the forms and ways to achieve them, not just its capabilities. 

What lessons learned does Ukraine make and how they are 
useful for the Black Sea region countries? What warfare against a 
hybrid war should be? 

We will pay attention only to two areas: political and 
military. 

Russia's goal of HW is to destroy Ukraine as an independent 
state. Ukraine’s strategic goal is the restoring its territorial integrity 
and it is important now to assess real status of the war. The first 
political lesson-learned could be defined as: the hybrid war is going 
on … and it is difficult to predict its end, it is a long way for Ukraine 
to achieve its goal. Russia has only suspended the active phase of 
military aggression, and the other components of its HW are carrying 
out their tasks. For the Russian elite, the axiom "Ukraine will never 
be able to stand by itself" remains the basis of its policy [1].  

The second lesson-learned: we need to learn the forms and 
methods of aggressor’s actions, to develop a realistic strategy of 
symmetrical and asymmetrical actions in response, increase the 
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efficiency of crisis management. Not only the Defence and Security 
Sector, but the entire state counters the hybrid war. 

Third. Do not allow Russian "moles" to penetrate our 
society, our political system, defence and security structures. Today, 
Russia shifting its focus to political, social and economic destruction 
of Ukraine from inside. These "moles" are inside, they use political, 
administrative, economic ways to destroy our society.   

Fourth. It is impossible to pacify Russia. No country in the 
Black Sea region (especially a non-NATO ones) can consider itself 
safe from Russian aggression.  

Fifth. The victims of Russian aggression must develop and 
increase their own resilience in all possible ways in order to prevent 
and anticipate the crisis. 

Sixth. The Russian Federation is being implemented against 
Ukraine and other states in the region an integral state policy, which 
security, defence, and economic policy are subordinated to. The 
same holistic policy has to be directed towards Russia in respond. 

Seventh. All foreign economic projects of Russia are means 
to the goal of global influence on partners and selected victims. 
There are strong and the same time weak chains of its policy. The 
Russian endeavor to make harm for Ukraine has speeded up its 
activity to build the politically motivated gas-pipe routs for Europe 
bypassing Ukraine. Two strategic gas pipelines Turk Stream and 
Nord Stream II, figure 2, despite an economic profit for some 
countries, for Russia are unprofitable and impossible to yield a return 
in a long-term perspective [3]. Above all, the cost of their continental 
infrastructure, as Russian experts assess, are five-time more than 
underwater ones. 

Eighth. Awareness of the growing scale of threats in the 
region. Russia has multiplied and brought the existing challenges and 
threats behind of the Black Sea region closer to Eastern and Southern 
Europe. Russia's campaigns in Syria and Libya show that control of 
the Black Sea is becoming central to a broader strategy and it is 
another practical step towards dominance in the Eastern Europe, 
Caucasus, the Eastern Mediterranean and the Middle East. These 
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days we are witnesses of new development in Nagorno Karabakh and 
can conclude that not only Azerbaijan is celebrating victory there, 
but also Russia. 

Fig. 2. Russian energy pincer for Europe [10] 

Some thoughts about the military lessons learned. 
The first lesson - the new military reality requires the new 

thoughts. As a result of the annexation of Crimea, Russia gained a 
geostrategic advantage and strengthened its strategic position for 
further invasions. Russian “near abroad" looks in another way now. 
The military balance in the region and beyond has changed, and the 
level of militarization in Crimea, its scale and speed of military 
transformation are impressive [4; 5; 6]. 

Second. Russia will never hesitate to carry out armed 
aggression against neighbouring countries (as it was in 2014), as well 
as outside the Black Sea region. 

Third. Need to learn the experience of counteracting hybrid 
warfare. 

Fourth lesson learned and a task. We must daily conduct 
tough measures and operations to counter the enemy in Eastern 
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Ukraine and at the same time to protect national interests in the 
Black and Azov Seas. 

Conclusions 
Russia is trying to “force Ukraine into friendship” by 

military and hybrid means. Unfortunately, Russia discredited the idea 
of friendship and replaced it by the war. Finding a solution is not 
only a bilateral problem, but a regional or even global one, and it 
affects the security of the Black Sea region, the security of Eastern 
and Central Europe. The Minsk II agreement (February 2015) proves 
that it is not a road map, but a labyrinth. 

Ukraine will not surrender its independence, difficult 
Ukraine - Russia relations are inevitable. Under such conditions, 
achieving a just peace between them is a key goal in strengthening 
security and stability in Europe. The Black Sea region security knot 
is tight. It will not be resolved itself if Ukraine does not pursue a 
more effective strategy to deter Russia. 

Based on a said above, we can offer some initial 
recommendations. 

First. There is no magic formula that will secure an 
agreement with Russia on terms that Ukraine and the West can 
accept. The continued support of the international community and 
key security organizations for Ukraine, Georgia, and Moldova to 
develop their national defence capabilities is crucial to create 
conditions that reduce Russian pressure. 

Second. It is necessary to counter the aggressor wherever 
possible and where its interests are vulnerable. 

Thirdly. The unity of the Black Sea Region countries and the 
world's major security actors in countering Russian aggression is 
extremely important. Russia is doing its best to break it by relying on 
the fading memory and often limited attention of democratic 
societies. 

Fourth. Political and economic sanctions against the aggressor 
prove to be an effective tool of pressure on the aggressor state. 
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And last but not the least. Ukraine is convinced that it must 
strengthen its own resilience in order to consolidate the deterrence 
elements that have already been created during the six-year war 
against the aggressor within the country.  

In order to get resilience what are the priorities for 
educational institutions? 

To counter the enemy, it is necessary to solve three main 
tasks in the defence: 

• strengthening Ukraine's defence capabilities.
• collaborating with our partners, help them and get

assistance from them; 
• to be interoperable, both within the own defence security

sector and with our international partners. 
These tasks are performed by our servicemen, representatives 

of the security sector, the defence industry. They have to get a proper 
education. That is why the education becomes a priority and it is 
advisable to identify such preliminary four areas for it. 

1. To develop a modality of joint education for defence and
security specialists. All of them, in accordance with their positions, 
have to know the essence of HW, the principles of crisis 
management, new forms and methods of troops performance in order 
to implement the strategy to counter the aggressor. 

2. Review the content of the educational process in the
universities. We are doing a lot, we got a lot of experience, but we 
are still lagging behind today's requirements. 

3. To increase the efficiency of education for our officers
cadets and civilians we have: 

• to develop theory and practice of hybrid warfare, to
implement lessons-learned and exchange them among professionals; 

• to raise the professional level of the faculties;
• more effective use of our scientific and military

publications, journals; 
• to learn the experience of Russian hybrid warfare (from

their sources as well); 
• to put an attention to the libraries. Do not save on
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subscriptions of the foreign journals (also Russian military 
publications);  

• to educate the leaders. The developing of the leadership
courses in the National Defence University of Ukraine - is the right way. 

4. To educate of interoperability as a basis of effective
interaction. The main direction: English language training, education 
of NATO’s procedures and communication. It is a difficult task, but 
we are not pioneer in solving it. 
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INTERNAL COMMUNICATIONS IN THE ARMED 
FORCES OF UKRAINE IN COUNTERACTING 

HYBRID AGGRESSION IN THE ASPECT 
OF STRATEGIC COMMUNICATIONS 

Abstracts of the report describe internal communications in the 
Armed Forces of Ukraine in combating hybrid aggression in terms of 
strategic communications. The subject is theoretical and methodological 
principles, organizational features of internal communications in the 
Armed Forces of Ukraine in combating hybrid aggression. The object is 
strategic communications in the Armed Forces of Ukraine. The aim is to 
investigate the main problems of Internal Communications in the Armed 
Forces of Ukraine in counteracting hybrid aggression. To analyze and 
generalize the theoretical foundations of internal communications as an 
element of strategic communications in the Armed Forces of Ukraine. 

The following methods were used to achieve the goal and solve 
the research tasks: 

– theoretical: analysis, synthesis, classification and
generalization of domestic and foreign scientific literature - to 
determine the state of research of the problem of internal 
communications in the Armed Forces of Ukraine; method of system 
analysis - to determine the requirements for the level of professional 
training of specialists in moral and psychological support, the 
characteristics of the system of advanced training; systematization 
method - to characterize the concepts and definitions of the system of 
moral and psychological support; structural-functional, comparative-
analytical methods - for systematization of works on the research topic; 
methods of analysis, synthesis, induction, deduction - to structure 
developments and proposals for the theory and practice of internal 
communications as an element of strategic communications; 

– empirical: analysis and generalization of experience - to
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clarify the features of internal communications in the Armed Forces of 
Ukraine; comparison - to generalize and systematize the actual material 
on the content, organizational forms and methods of internal 
communications as an element of strategic communications. 

The research results are a description of the system of internal 
communications as an element of strategic communications in the 
Armed Forces of Ukraine; the organizational features of the system of 
internal communications as an element of strategic communications in 
the Armed Forces of Ukraine in counteracting hybrid aggression in the 
aspect of strategic communications are clarified. 

Keywords: internal communications, strategic communications, 
public administration. 

Introduction 
Society develops through communication between people. 

But man, as a social being, is formed in society. The human need for 
information is one of the most pressing. In the age of the digital 
society, the thesis "whoever manages information wins and 
succeeds" becomes important. The main factor influencing the 
achievement of success in a combat situation is the possession and 
management of commanders and personnel operational, reliable, 
truthful information in the part that concerns them [1]. So the 
question arises, how to increase the level of internal communications 
in the Armed Forces of Ukraine for a better understanding of the 
narratives of the strategic communications of the state? How will this 
affect the moral and psychological state (fighting spirit) of the staff? 

Problem statement. The report attempts to analyze the 
development of internal communications in the Armed Forces of 
Ukraine. How were internal communications organized in the Armed 
Forces of Ukraine during the period of counteraction to Russian 
aggression in the east of the country. What forms and methods were 
used? How much has the development of internal communications in 
the Armed Forces of Ukraine compared to party and political work in 
the military units of the Soviet Army? 

Purpose of the report is to find, improve, supplement or 
deepen already known approaches to internal communications as an 
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element of strategic communications in the Armed Forces of 
Ukraine. 

The analysis of recent research and publications. Internal 
communication is a part of management process, through which 
information is shared, collected and distributed, as to ensure 
employee understanding of the organization’s goals and objectives 
[2]. Internal communication plays a key role in keeping the 
employees informed about the organization’s plans, vision and ideas, 
but also encourages them to participate in the decision-making 
processes, as well as promotes employee feedback and peer learning. 
Traditionally, management transmits information to employees in the 
top-down fashion [2]. In recent decades, the role of internal 
communication has expanded, so that it now tends to be bottom-ip, 
i.e. feedback and inputs are collected from employees. It has been 
noted that internal communication has progressively become more 
horizontal, i.e. employees tend to communicate and share messages 
between themselves without any hierarchical consideration [2]. 

Other researchers note the positive consequences of internal 
communication, such as more effective changes and decision-
making, and higher engagement of employees, all of which leads to 
more productive work and less risk of failure and losses during the 
change processes [2].  

Some scholars also note the possible negative consequences 
of internal communication, which leave people feeling insecure 
about hierarchical structures, poor control of information flow, or 
insufficient time, devoted to explaining information to participants. 
All of this makes internal communication an important, yet 
challenging area to achieve effective change in an enterprise [2]. 

How do enthusiastic internal communication versus actual 
organizational practices impact employees’ perceptions of their 
organizational brand in a sector challenged by tough working 
conditions, negative publicity, and strongly criticized reforms? While 
previous studies and managerial practice do not uniformly answer 
this question, we can assume that the demanding conditions that 
characterize the public sector represent an interesting and unique 
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contextual setting for examining employees’ perceptions [3]. 
Thus, the issues of internal communications, although 

studied by scientists, but as an element of strategic communications 
in the Armed Forces of Ukraine need further study. 

Main part 
Specialists in internal communications in the military units 

of the Armed Forces of Ukraine since the beginning of the hybrid 
war between Ukraine and the Russian Federation can essentially be 
considered deputy commanders of military units (subdivisions) to 
work with personnel, and since 2016 - deputy commanders of 
military units (subdivisions) psychological support. But at the 
beginning of 2014, there was virtually no significant progress in the 
methods and forms of work on internal communications compared to 
the institution of “Comsorg” and deputy commanders for the 
political part of the Soviet Army. The same functions: informing, 
working with leaders, supporting military traditions; the same tools: 
wall and photo newspapers, newsletters, military and ideological 
training, plaques of honor, ethnographic rooms, etc. In 2014, the 
system of working with personnel was not fully ready to work in the 
conditions of hostilities, which had an impact at the initial stage of 
confrontation with the enemy in eastern Ukraine. 

Communication is the exchange of information between 
people and their associations in the process of interaction, activity 
and communication. Internal communications - is the management of 
the exchange of targeted information within the military unit 
(subdivisions): between individual servicemen, units, commanders 
and subordinates, and so on [1]. 

The process of communicating with different target 
audiences should be continuous, coordinated and carried out at the 
strategic, operational and tactical levels with the involvement of a 
large number of actors. 

At the strategic level, these are strategic communications that 
are of interest to many foreign and domestic scientists. Strategic 
communications are devoted to the study of experts both on the 
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transformation of the system of international relations under the 
influence of the communication factor, and on clarifying the 
mechanisms of international cooperation in a crisis.  

The founder of the concept of strategic communications is 
objectively considered to be the United States, where the first 
definition of “strategic communications” in the Pentagon documents 
appeared in the early XXI century, in 2006. In general, strategic 
communication is the process of supporting a country's foreign 
policy strategy to coordinate actions, messages, images and other 
forms of visualization designed to inform, influence the target 
audience and support foreign policy interests [4]. 

The relationship between national strategy and strategic 
communications can only be strategically important when clearly 
defined national goals, including nested intermediate or ancillary 
goals, are all the way to the operational and tactical levels [4].  

In general, it should be noted that the problem of strategic 
communications has become scientifically popular only in the last 
twenty years, although previously actively used mainly in the United 
States in military, scientific, political and commercial aspects. The 
effectiveness of this toolkit has provoked its spread to other aspects 
of public life in many countries: the United States, China, the EU and 
NATO in general, which use it to effectively implement domestic 
and foreign policy [5]. 

Most attention is paid to strategic communications in NATO, 
where this area has been institutionalized since 2007, is a separate 
unit was created - the Department of Strategic Communications. 
Subsequently, NATO singled out the area of strategic 
communications, which includes research, experience, and the 
development of communication and information technologies, which 
has contributed to the creation of the Center for Excellence in 
Strategic Communications (StratCom). StratCom has put into 
scientific use the definition of strategic communications used today 
as the coordinated and appropriate use of NATO's communications 
and capabilities to support Alliance policies, operations and 
activities, and to advance NATO's goals. And identifies the main 
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capabilities / components: public diplomacy, public relations, 
military public relations, information and psychological operations. 
The main goal of the subjects of strategic communications is to 
convince the target audience that NATO is open and transparent in 
its actions, an effective, cohesive and vital organization, without 
which global security is impossible [5, 14]. 

Strategic communications are interpreted as actions aimed at 
understanding and engaging the target audience to create, strengthen 
and maintain an enabling environment to achieve government goals, 
interests and policies by coordinating programs, plans and key 
messages. Strategic communications are also seen as a process of 
combining the perception of the audience and stakeholders with the 
results obtained during the implementation of planning policy [6]. 
Thus, strategic communications are a public activity that includes 
public relations, information operations, diplomatic events and other 
actions of players in the political arena to ensure the support of the 
foreign policy interests of the state. 

Strategic communications are, first of all: a systematic series 
of long-term and consistently interconnected actions carried out at 
the strategic, operational and tactical levels of management, which is 
aimed at achieving strategic goals; concerted actions, messages, 
insults and other forms of representation or interaction designed to 
inform, influence or persuade society in order to support national 
interests; a set of measures aimed at managing target audiences both 
within the country and abroad, etc. 

Military Standard 01.004.007, approved by the order of the 
Head of the Department of Standardization, Codification and 
Cataloging of the Ministry of Defence of Ukraine dated December 
20, 2017 No. 15 defines strategic communications as “coordinated 
and proper use of communication capabilities of the state - public 
diplomacy, public relations, military communications" languages, 
information and psychological operations, other subjects of 
information activities in order to implement measures aimed at 
promoting the goals of the state” [7].  

With the Russian Federation launching a hybrid war against 
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Ukraine, which manifested itself in the annexation of Crimea and the 
outbreak of hostilities in eastern Ukraine under the guise of the 
“Donetsk People's Republic” and “Luhansk People's Republic” 
terrorist groups, the lack of a strategic communications system 
became acute. At the initial stage of the “hybrid war”, all measures to 
influence the target audience were carried out unsystematically and 
only as a consequence of countering the influence of hostile media in 
the information environment, which led to failures in counteracting 
the negative disinformation of the enemy. Accordingly, there were 
violations of internal communications in the military units of the 
Armed Forces of Ukraine. The enemy's propaganda and 
dissemination of false information through the media and social 
networks had a significant impact on both the military and the 
citizens of Ukraine as a whole. The existing system of work with 
personnel in the Armed Forces of Ukraine at that time was not ready 
to act effectively during hostilities. In 2014-2015, during the Anti-
Terrorist Operation, there were cases when not only individual 
servicemen, but entire groups and even units sabotaged the 
implementation of certain tasks. 

To improve the state of affairs in the internal 
communications of the military units of the Armed Forces of Ukraine 
during the measures of moral and psychological support during the 
Anti-Terrorist Operation by the order of the General Staff of the 
Armed Forces of Ukraine dated December 03, 2015 No. 472 was 
approved the Program for establishing internal communications of 
the Armed Forces of Ukraine. Highly mobile groups of internal 
communications were created from among servicemen and 
employees of the Armed Forces of Ukraine, who underwent 
appropriate training and coaching. The group, which was tasked with 
assisting officials in maintaining and restoring the necessary morale 
(moral and psychological state) to provide information and 
psychological support, was named “Alpha”. Highly mobile internal 
communications group “Alpha” consisted of an inspector, an 
ideologist, a military chaplain and a military psychologist. The 
information obtained during the work of these groups in military 
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units through the Main Department of Moral and Psychological 
Support of the Armed Forces of Ukraine was provided personally to 
the Chief of the General Staff - Commander-in-Chief of the Armed 
Forces of Ukraine. Subsequently, the activities of highly mobile 
groups of internal communications were somewhat improved, the 
order of the General Staff of the Armed Forces of Ukraine dated 
December 22, 2018 No. 345 “On approval of the Instruction on the 
organization of highly mobile groups of internal communications in 
the Armed Forces of Ukraine”, and the order dated December 3, 
2015 No. 472 has expired [8]. 

During the combat use of the Armed Forces of Ukraine in 
the anti-terrorist operation in Luhansk and Donetsk oblasts, it 
became clear that such tools as a wall newspaper and military-
ideological training were obsolete. For platoon and company bases of 
brigades stretched along the front, timely proof of truthful 
information about the actions of the top political leadership of 
Ukraine and the Armed Forces of Ukraine proved to be problematic. 
The situation was significantly complicated by the fact that these 
units were in the zone of stable reception of television channels of 
“Donetsk People's Republic” and “Luhansk People's Republic” 
terrorist groups. There was a constant propaganda of the “Russian 
world”. Since 2016, the channel “Informing ATO soldiers” was 
created with the help of the Telegram messenger. There were 
initially connected deputy commanders of military units 
(subdivisions) for the moral and psychological support of military 
units, who performed tasks in the anti-terrorist operation. 
Subsequently, the deputy commanders of the military units for moral 
and psychological support disseminated information prepared by the 
Center for Moral and Psychological Support of the Armed Forces of 
Ukraine in their own groups and channels. Later, military officials 
were attached to this channel, who, being in the area of anti-terrorist 
operation tasks, had to conduct commander's briefings, starting with 
the branch commander. Now this channel continues to successfully 
disseminate the necessary information, has more than 1,000 users 
and is called “Informing the soldiers of the Joint Forces operation”. 
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This is a good example of successful changes in internal 
communications in the Armed Forces of Ukraine. 

The Order of the Ministry of Defence of Ukraine dated 
November 22, 2017 No. 612 approved the Concept of Strategic 
Communications of the Ministry of Defence of Ukraine and the 
Armed Forces of Ukraine. According to this order, internal 
communication is implemented by the Main Department of Moral 
and Psychological Support of the General Staff of the Armed Forces 
of Ukraine. The concept defines the activities for the preparation and 
implementation of strategic communications, other information 
activities are part of the activities of commanders (commanders), 
heads of military authorities at all levels. Commanders 
(commanders) and staffs of all levels are directly involved in the 
organization of actions in the information space in peacetime and in 
special periods, during the preparation and conduct of operations 
(combat operations). Each of the bodies of military management, 
depending on its powers, develops and plans measures and actions of 
subordinate troops (forces), which are united by a single plan of 
action in the information space [9].  

In order to improve the moral and psychological condition of 
the military units of the Armed Forces of Ukraine, the existing 
system of work with personnel at that time was revised. In 2016, in 
the Armed Forces of Ukraine, the bodies for work with personnel 
were transformed into bodies of moral and psychological support. 
The purpose and their main functions have acquired a new meaning. 
The main purpose of moral and psychological support for the 
training and use of the Armed Forces of Ukraine, as a type of 
comprehensive support, was determined - the formation, 
maintenance and restoration of moral and psychological condition of 
troops (forces) necessary for successful tasks. 

The Guidelines on Moral and Psychological Support of 
Training and Application of the Armed Forces of Ukraine, approved 
by the order of the General Staff of the Armed Forces of Ukraine on 
April 27, 2018, have been implemented in the activities of military 
administration bodies and military units. According to the Guidelines, 
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internal communication work is a direction of information and 
propaganda support and is implemented by: establishing a 
communication process, systematic and targeted propaganda (counter-
propaganda), ideological, informational, national-historical, military-
social work with personnel; coordination of pastoral care of 
servicemen; spreading a healthy lifestyle; participation in measures to 
protect against the negative information and psychological influence 
of the enemy; systematic analysis of actions taken; providing 
commanders of military units (subdivisions) and their deputies for 
moral and psychological support with applied methodological 
materials necessary for information work with personnel in the 
conditions of preparation and conduct of operations (combat 
operations); providing troops (forces) with periodicals, etc. [10].  

The direct executors of internal communication work in 
military units are commanders, staffs, deputy commanders for moral 
and psychological support at all levels. When carrying out measures 
of moral and psychological support, officials of military units are 
guided not only by the above Guidelines for moral and psychological 
support of training and use of the Armed Forces of Ukraine but also 
by the order of the General Staff of the Armed Forces of Ukraine 
from January 4, 2017 No. 4 in the Armed Forces of Ukraine. It was 
more detailed and revealed the content of such a component of moral 
and psychological support as information and propaganda support. 
The definition of internal communication work as a direction of 
information and propaganda support of military units (subdivisions), 
military educational institutions, establishments and organizations of 
the Armed Forces of Ukraine, carried out in the system of 
information work of military officials, commanders (chiefs) through 
a set of actions related to the processing and transmission of 
information to personnel through communication [11]. This order 
discloses the purpose, types, basic principles which should be 
followed by officials of military units of the Armed Forces of 
Ukraine in conducting internal communication work. 

On October 12, 2020, the Commander-in-Chief of the Armed 
Forces of Ukraine approved the Doctrine on Strategic 
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Communications of the Armed Forces of Ukraine, which provides 
the following definitions: “Internal audience - military and civilian 
personnel of the Armed Forces of Ukraine and their families 
(immediate environment). Internal communications - communicative 
activities aimed at the internal audience, which has a connection with 
the Armed Forces of Ukraine” [12]. 

The doctrine on strategic communications of the Armed 
Forces of Ukraine was developed by the working group of the 
Strategic Communications Department of the Office of the 
Commander-in-Chief of the Armed Forces of Ukraine and is intended 
for use by officials in military administration. It states: “Internal 
communications is a mandatory element of the system of strategic 
communications of the Armed Forces of Ukraine, the main purpose of 
which is to ensure effective exchange of targeted information within 
the military structure, organization, unit (subdivision), as well as 
between individual servicemen, units, commanders and subordinates, 
etc. Internal communications are the main motivating factor that 
influences success in a combat situation. Possession of operative, 
reliable, truthful information by commanders and personnel 
strengthens the moral and psychological condition of all personnel, 
promotes trust in the actions of the military leadership” [12]. 

The main tasks of internal communications in accordance 
with the Doctrine of Strategic Communications of the Armed Forces 
of Ukraine include: 

• satisfaction of information needs of personnel (in
particular through systematic commander's (combat) informing of 
personnel); 

• proving and explaining the goals and objectives of the
activity; 

• establishing two-way communication between
management and personnel (in particular, using the methodology of 
“After Action Review (AAR)”, the results of internal 
communications groups, etc.); 

• introduction and observance of military traditions;
• ensuring the leadership of servicemen;
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• improving the processes of objective information in
departments; 

• motivation of subordinates [12].
Internal communication work with the doctrine “Moral and 

psychological support of troops (forces) in joint operations”, 
approved by the Chief of the General Staff of the Armed Forces of 
Ukraine on October 27, 2020, is allocated as a separate component of 
moral support. Other components included: information support; 
national-patriotic work; culturological work, organization of leisure 
and recreation [13]. 

Internal communications are certain networks. The type of 
internal communication networks directly affects the efficiency, 
success and leadership of the commander (chief), the military unit 
(subdivision) as a whole [1]. 

The success of command, control and leadership depends on 
whether you have been able to establish effective internal 
communications in the subordinate military unit. The main rule of 
internal communications of a military leader is to establish trusting 
and loyal relations with subordinates (followers, comrades). 
Communications with personnel should work in all directions - 
vertically - from bottom to top, from top to bottom and horizontally. 
But the main result of this process should be the availability of 
feedback and awareness of people [1]. 

Conclusions 
Without effective internal communication work with 

personnel in the military unit, it is impossible to achieve high combat 
capability of the unit. For example, everyone in a unit can be an 
excellent marksman, operator, driver, cook, and so on, but without 
combat coherence, without teamwork, without well-established 
communication, a military unit will be ineffective and the unit will 
not be considered fully combat-ready. Each platoon or company 
separately can be quite capable, but without effective internal 
communication in the regiment or brigade, violations of 
communication between platoons and companies, the effectiveness 
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of combat use of the battalion or brigade falls sharply. 
Thanks to the experience of using the Armed Forces of 

Ukraine in repelling Russian aggression in the east, internal 
communications in the Armed Forces of Ukraine as an element of 
strategic communications have been further developed. The 
normative documents gave definitions of this work and its main 
tasks. The latest communication technologies with the help of social 
networks and messengers were introduced. 

The historical experience of wars and military conflicts 
shows that wars have always been won by those who could better 
coordinate and combine the command interaction of hundreds and 
thousands of armed soldiers in order to win even a much larger army. 
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Introduction 
Problem statement. In modern conditions, together with the 

classical methods of combat operations, stabilization actions 
(operations), which form the basis for the implementation of the 
concept of preventive defense, become especially important. Tasks to 
ensure the protection and defense of the state border, stop 
provocations, combat sabotage and reconnaissance groups (DRG) 
during participation in stabilization operations in accordance with the 
Concept of Development of the Security and Defense Sector of 
Ukraine are entrusted to units of the State Border Guard Service of 
Ukraine. Conditions of struggle against SRG differ in features of 
actions of the opponent and tasks of the parties, and accordingly by 
ways of their performance, that is tasks have elements of uncertainty. 

Their specificity is the lack of clearly defined methods of 
implementation. As a special purpose law enforcement unit, SBGS 
units and subdivisions are used both as security forces and as defense 
forces. That is additional uncertainty about their role and place in the 
fight against SRG and about determining their capabilities. 
Nevertheless, the SBGS governing bodies are obliged to determine 
the tasks of counteracting the SRG in accordance with the 
capabilities of subordinate units. 

That is, the problematic situation in the practice of deciding 
on the use of SBGS units in the fight against sabotage and 
reconnaissance groups is the objective need to reasonably determine 
the scope of tasks for border units and elements of duty in 
accordance with their capabilities and incomplete scientific and 
methodological apparatus for this management task. 

The model of actions of border units should provide an 
assessment of their capabilities and predict the effectiveness of 
actions in the system of anti-sabotage in the joint forces operation. 

The analysis of recent research and publications: The work 
of many scientists is devoted to the study of the problem of anti-
sabotage struggle by units of various departments. 

The authors [1] based on the analysis of the actions of 
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sabotage and reconnaissance forces determine their role in armed 
conflicts and the main forms and methods of application. 

The authors [2–3] developed a model of decision-making on 
the methods of action of the elements of the service-combat order of 
the state border guards with known values of their capabilities and 
the parameters of the situation. 

The application of methods of game theory to the choice of 
methods of action of troops and forces in armed conflicts is proposed 
by the authors of the articles [4–5]. 

The author [6] developed a model for determining the ability 
of border units to fire on entry-exit checkpoints. The technique can 
be used to assess the ability to perform fire tasks. 

The analysis of the existing scientific and methodological 
apparatus shows that it allows to solve some problems of 
substantiation of decisions on struggle against SRG, however does 
not provide an estimation of abilities of border units and service 
elements on the implementation of tasks in the system of anti-
sabotage struggle. This negatively affects the quality of decisions 
made and can lead to non-fulfillment of tasks and unjustified losses. 
This confirms the urgency of improving the scientific and 
methodological apparatus of substantiation of decisions on the use of 
border units in the system of anti-sabotage struggle. 

Рurpose of the article is defined as the development of a 
model of action of units of the State Border Guard Service of 
Ukraine in the system of anti-sabotage struggle in the operation of 
the joint forces. 

Main part 
One of the main trends influencing the military-political 

situation in the region around Ukraine, the creation and development 
of conflict situations is the spread of the practice of special operations, 
which are based on sabotage and reconnaissance operations. The 
enemy's sabotage and reconnaissance forces will act comprehensively, 
according to the general plan and plan for the entire depth of the 
territory of Ukraine. Security and defense forces must oppose this 
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system of subversive struggle with a systemic anti-sabotage struggle. 
Interagency groups in military situations will operate 
comprehensively, combining defense, special and law enforcement 
measures. This requires the development and application of non-
traditional methods of action and their combination. 

The SBGS is tasked with participating in the cessation of 
armed conflict at the state border and in the fight against terrorism; 
cessation of armed and other provocations at the state border; 
protection of the state border and sovereign rights of Ukraine in its 
exclusive (maritime) economic zone. 

The content of the anti-sabotage struggle as a separate type 
of military action has a high degree of uncertainty. First of all, these 
actions should ensure control of the conflict situation, maintenance 
of security and stability, creation of conditions for the termination of 
the conflict and prevention of its resumption. The SBGS has a 
significant role in such actions. 

To study the role, place and tasks of SBGS units and 
subdivisions in the anti-sabotage struggle system, the peculiarities of 
the nature and tactics of sabotage and reconnaissance groups, the 
content of tasks of military formations and law enforcement agencies 
in possible scenarios of the situation that may arise in stabilization 
operations, and factors determine the tasks and actions of border units. 

In the course of the aggression, the enemy intensifies throwing 
agents, emissaries of separatist and hostile structures, groups of 
psychological operations, and organizers of "guerrilla detachments" 
through the existing checkpoints and positions. Agent networks are 
being deconserved and new ones are being created, and gangs and 
detachments are being prepared for active action. The most probable 
channel of SOF penetration on the land sections of the border is 
considered to be illegal crossing in hard-to-reach areas and by air. 

The experience of hostilities shows that the main objects of 
reconnaissance and sabotage are: nuclear power plants, airfields, missile 
and artillery positions, radio and radio reconnaissance posts, regular 
means of covering the state border, bridges, etc. To ensure success, the 
enemy will seek to disrupt the regrouping and deployment of troops. 
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The main objects of SRG activity will be air defense units 
and subdivisions, EW, airfields and aviation landing sites, control 
points, communications, important areas, etc. Active counteraction to 
the penetration of sabotage and reconnaissance formations and 
groups across the state border into the areas of operational 
deployment of troops and the fight against them in border areas is the 
most important task of SBGS formations that have practical 
experience and preparation for such tasks. 

Existing forms of operational and service actions, tasks of 
SBGS formations are undergoing significant changes. One of the 
main elements of the SBGS's activities to combat SRG is the use of 
mobile units and combat reserve units. They are used to step up 
efforts to protect the state border. SBGS units take part in joint 
patrols, special operations (counter-sabotage, psychological, search, 
reconnaissance and combat operations, etc.). A particularly important 
role of SBGS units and subdivisions is assigned to conducting 
reconnaissance in order to expose the SRG when attempting to cross 
the state border. In order to counter the SRG, ground reconnaissance 
is intensified due to the existing observation towers, hidden posts 
that provide continuous monitoring of the border and the area to a 
depth of 15 km. Due to the SBGS units, the number of observation 
posts is growing by 40-50%, the number of reconnaissance groups is 
significantly increasing, and the ground radar reconnaissance zone is 
being strengthened. 

The participation of SBGS units and subdivisions in the anti-
sabotage struggle is determined by the following components of their 
capabilities: legally defined functions and tasks; spatial framework for 
action within controlled border areas (CBA); focus on training to 
counter small groups of the enemy; a combination of law enforcement 
and military functions; knowledge of the area and work with the local 
population, conducting operational and investigative activities; 
availability of continuous reconnaissance of the state border line and 
the CRC strip; ability to perform tasks by small separate units and 
border guards; ability to carry out activities of different directions: 
regime; stabilization and combat. The developed model is based on the 
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assessment of the capabilities of SBGS units and elements of official 
order to perform reconnaissance, identification and participation in the 
destruction (capture) of SRG, taking into account the conditions and 
factors that determine the system of anti-sabotage and reconnaissance 
groups (DRG). The main indicator of the effectiveness of actions 
during their planning and preparation is the degree of influence of the 
created (achieved) capabilities (properties) on the ability of units to 
perform tasks, and the results of actions: change of conditions, 
methods of action and freedom of action of the enemy or their troops). 
Evaluation and selection of the required projected result of the actions 
of border units is carried out using the method of analysis of 
hierarchies. The quality of decisions is assessed by indicators of 
suitability and acceptability. 

Based on the results of the study of the peculiarities of the use 
of SBGS units in the anti-sabotage struggle system, the improvement 
of the scientific and methodological apparatus is based on the model of 
SRG reconnaissance when trying to cross the state border and move 
within the controlled border area, the model of SRG identification time 
of search and detention (neutralization) of SRG.  

The SRG reconnaissance model when attempting to cross the 
state border and move within a controlled border area is based on an 
assessment of the intelligence capabilities of units and elements of 
the official order. Methods of operational and tactical calculations 
are used to assess the ability. 

The SRG identification model is based on the procedures of 
analysis of SRG reconnaissance features and formation of a 
taxonomic indicator of the ratio of detected objects to SRG. 

The model of the choice of modes of action of the elements of 
the official order includes the model of search, the model of fire 
confrontation, the model of the choice of the variant of modes of action. 

The model of choosing a variant of methods of action is 
based on the use of the matrix method, the method of analysis of 
hierarchies and the game method. The model allows you to form and 
choose ways of action as a set of appropriate tactics that are able to 
implement elements of the order. 
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Conclusions 
The developed comprehensive model of actions of SBGS 

units in the anti-sabotage struggle system allows to study the 
capabilities of border units and elements of official order, 
substantiate tasks and methods of their implementation, predict the 
effectiveness of actions and can be used in the decision support 
system of the head of the state border guard. 
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SOME ISSUES OF PLANNING THE DEFENSE  
OF THE STATE TAKING INTO ACCOUNT SYSTEM 
FEATURES OF MODERN MILITARY CONFLICTS 

Based on the existing approaches to the planning of defense 
states, taking into account historical experience, studying the course of 
origin and identification of local wars and armed conflicts of today, the 
peculiarities of today's conditions for which defense planning is carried 
out are analyzed. There is an obvious need to revise conceptual 
approaches to defense planning that take into account the conditions of 
a hybrid war against Ukraine. The aggression of the Russian Federation 
against Ukraine showed that our country was not ready to adequately 
respond to the threats in the military sphere and other modern 
challenges, which forced the top military and political leadership to 
reconsider approaches to the formation and implementation of defense 
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policy in general and the planning process. defense of Ukraine in time. 
Thus, understanding the experience of confrontation with the 

Russian Federation in a hybrid war, clarifying the priorities for further 
improvement of the process of state defense planning is an urgent task. 

Keywords: defense planning, hybrid war, hybrid threats, 
military conflict, defense, defense plan. 

Introduction 
Problem statement. In modern military conflicts, there is an 

increasing tendency when the goal of the aggressor states is not the 
physical destruction of the enemy or the infrastructure of the state, but 
the complete subordination of the leadership and elite of the country-
victim of their will. This is achieved through the use of various 
technologies and means of influence. They are increasingly based on 
non-standard or so-called hybrid actions, which include measures of 
both a military nature and measures without the use of military force. 
The Russian Federation has long been actively implementing "hybrid 
methods" in the interests of achieving its military-strategic goals in 
various regions of the world, such as Ukraine, Moldova, Georgia, 
Libya, Syria, Venezuela, Belarus and others. 

Today, Ukraine's security and defense sector faces the task 
of rethinking Ukraine's defense planning process. This is the first 
time that a comprehensive approach to defense planning in Ukraine, 
covering most areas of the state's life, has been introduced. The 
starting point of this process was the adoption of the Law of Ukraine 
"On Amendments to the Law of Ukraine" On Defense of Ukraine 
"on the organization of national defense", which, inter alia, provides 
for the development and approval of Ukraine's defense plan [1]. 
Immediately after the beginning of this process, a number of 
conceptual problems arose - what should be the content of this 
process; how it should combine issues of generation and use of 
forces that public authorities should participate in it. But it is obvious 
that the formation of new approaches to Ukraine's defense planning 
is required, which will ensure the ability to successfully resist 
external aggression against Ukraine. 
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The analysis of recent researches and publications. The 
problem of transition to a new format of state defense planning is 
new, it is still insufficiently studied and needs further study and 
discussion. Among the latest publications on the topic of state 
defense planning can be noted articles by R.I. Tymoshenko [2], 
A.M. Sirotenko [3], in which they analyze the features of modern 
conditions under which state defense planning should be carried out 
and set out views on the development of solving this problem. 

Purpose of the report. The aim of the article is to study the 
content of the concept of state defense planning, taking into account 
the trends of modern armed struggle and the interaction of public 
authorities. 

Main part 
The nature of the conflict in which Ukraine is involved 

differs sharply from the classic armed struggle and war waged within 
the framework of international humanitarian law. The peculiarity of 
this conflict is its hybrid nature. 

According to experts, the hybrid war that Russia has 
unleashed and is waging against Ukraine is a long-term factor 
influencing Ukrainian political, economic, military, informational, 
social and other spheres of the state’s life. As a result of hybrid 
actions, the Russian Federation has distorted the systems of global 
and regional security and international law. Almost all international 
security guarantees for Ukraine, provided by the Budapest 
Memorandum signed by Russia, were neglected by the latter [4]. 
Almost all scholars unanimously state that under such conditions in 
early 2014, Ukraine's national security system was not ready to 
defend against a new type of aggression conducted by the Russian 
Federation. The management of Ukraine's security and defense 
forces, their preparation for concerted joint action, intelligence, 
counterintelligence, logistics and financial support proved to be 
weak, excessively bureaucratic and did not meet the requirements of 
the time. It can also be stated that the influence of international 
organizations, such as the UN and the OSCE, on the policy and 
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actions of the Russian Federation as an aggressor country is 
declining today and is clearly insufficient to stop its aggressive 
policy towards some countries in the post-Soviet space. 

In turn, in response to the Russian Federation's aggression 
against Georgia in 2008, some Western countries sharply criticized 
the NATO bloc for not having enough forms of interstate 
confrontation to deter Russia. It was then that NATO adopted the 
theory of a "comprehensive approach", which provides for the 
impact on the enemy with the widespread use of diplomatic, 
economic, political, military, legal and other non-violent instruments. 
All these measures are primarily aimed at "rocking" the economy of 
the aggressor state, inflicting huge economic losses on it, restricting 
foreign policy activities and forcing it to abandon further aggressive 
actions, and so on. 

Such actions are different from the classic forms of armed 
struggle and in themselves they are not military. However, their 
essence lies in the hidden influence aimed at inciting internal 
contradictions in the enemy state, or the use of the so-called "third 
force". 

In this regard, the information confrontation comes to the 
fore. With his help there was an opportunity to destroy the 
foundations of statehood, to solve military-political problems to 
change the ruling regime in the country. Falsification, substitution of 
information or its distortion - these are the most effective ways of 
conducting information confrontation. In his speech at the Academy 
of Military Sciences of the Russian Federation in February 2016, 
Chief of the General Staff of the Russian Armed Forces General 
Gerasimov identified information confrontation and increased 
information influence as a priority in the activities of the Armed 
Forces of the Russian Federation [5]. Thus, the massive influence on 
the minds of Ukrainian citizens through television and the global 
Internet contributed to the spread of separatist movements and pro-
Russian sentiments among the population of Eastern Ukraine and the 
Autonomous Republic of Crimea, which led to armed conflict 
between Ukraine and the Russian Federation and temporary 
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occupation of Donetsk and Luhansk regions and the Autonomous 
Republic of Crimea. 

Classical wars of the twentieth century usually consisted of 
80% violence and 20% propaganda. Modern wars, for the most part, 
consist of 80-90% of propaganda and 10-20% of violence. The effect 
of informational influence can be comparable to the results of large-
scale use of troops and forces. Such an illustrative example is the 
annexation in the spring of 2014 by the Russian Federation of part of 
Ukraine, namely the Autonomous Republic of Crimea. 

The peculiarity of the conflict in this case is that the leadership 
and the population of the victim state (in our case - Ukraine), under the 
influence of information pressure are not immediately aware of what is 
happening. The emergence of confrontation at the initial stage is not 
perceived by the masses as a war, as there are no clear signs of 
external aggression. Moreover, it (confrontation) is presented in 
propaganda materials as a desire to avoid war. 

Uncertain attempts by the political leadership of the victim 
of hybrid aggression to stabilize the situation in the country often 
fail. In the absence of external aggression within the state, "peaceful" 
rallies, demonstrations and anti-government actions of opposition 
forces suddenly begin. All these signs took place in 2014 at the 
initial phase of the Russian Federation's aggression against Ukraine. 
At that time, the government was put in a very difficult situation. 
There seemed to be no war as such, and how it was necessary to 
react to the "peaceful" actions of one's own people was sometimes 
very difficult to determine. 

According to the further scenario of the military conflict, 
there was a covert external invasion, which involved detachments of 
trained mercenaries and the formation of private military companies, 
units of the Armed Forces, Special Operations and Intelligence 
Forces of the Russian Federation, criminal elements and more. 

The use of indirect actions and methods of modern warfare 
allows to achieve the necessary military results, such as 
demoralization of the enemy, causing him economic, political and 
territorial damage without the explicit use of their armed forces. 
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The experience of state defense during the events of the first 
half of 2014 and the anti-terrorist operation shows that to ensure the 
armed defense of Ukraine it is advisable to carry out planning that 
would cover the full range of state measures in all spheres of its life 
and mobilize all human, material -technical resources and spiritual 
forces of the state [2]. 

In their article [3] the authors give the following definition of 
defense planning and its purpose - is an integral part of the system of 
state strategic planning in the field of defense, which defines the 
goals, objectives, directions and complex of political, economic, 
social, military, scientific, scientific and technical, informational, 
legal, organizational, other measures and actions of the subjects of 
state defense to prepare the state for defense, its protection in case of 
armed aggression or armed conflict. The purpose of defense planning 
is to combine the efforts and capabilities of the executive branch, 
other state bodies, state resources to ensure the defense of Ukraine, 
armed defense of its independence, territorial integrity and other 
national interests. The main document that reflects the results of 
defense planning should be the defense plan of Ukraine. 

Under such conditions, it is obvious that there is a need to 
reconsider conceptual approaches to state defense planning, which will 
take into account the conditions of a hybrid war against Ukraine [6], 
taking into account the characteristics of modern military conflicts. 

Characteristic features and peculiarities of modern military 
conflicts are: 

– comprehensive (according to a single plan and plan)
application of political, economic, informational and other measures 
of military and non-military nature; 

– formation and use of protest potential of the population and
special operations forces based on military force; 

– mass use of high-tech weapons systems, electronic warfare,
unmanned aerial vehicles and autonomous naval vehicles, controlled 
robotic weapons and military equipment; 

– influence on the enemy on all depth of its territory
simultaneously both in classical geographical dimensions, and in 
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information, cybernetic and cognitive; 
– damage to critical infrastructure as a priority;
– the beginning of hostilities (inflicting missile, missile and

air strikes) without visible signs of advance training; 
– changing the logic of the organization of the space of

hostilities; 
– expanding the range of actors in armed conflict - increasing

the share of irregular armed groups and private military companies; 
– point impact on the centers of gravity of the enemy;
– the design of the operation is formed on the basis of a

system approach - the enemy is seen as a system, critical elements 
are affected and vital relationships are destroyed [7]. 

However, these characteristics and features of modern military 
conflicts are not properly taken into account in current legislation. On 
the one hand, in accordance with the Law of Ukraine "On Defense of 
Ukraine" [1], Ukraine's defense is based on the readiness and ability of 
public authorities, all components of the security and defense sector, 
local government, unified civil defense, national economy to transfer, if 
necessary, from peace to martial law and repulse of armed aggression, 
elimination of armed conflict, as well as the readiness of the population 
and the territory of the state for defense. In this interpretation, defense is 
considered only in the plane of repelling armed aggression, which is 
only one component of modern conflict. On the other hand, the main 
feature of the security environment of today is the confrontation of states 
in four main areas - political, financial, economic, energy; information, 
internal security and military confrontation [8]. 

The core of modern concepts of defense is the idea of involving 
all citizens and all spheres of public life in the country's defense (Whole 
governmental approach), namely: political, economic, social, scientific, 
scientific and technical, informational, legal, etc. Many countries have 
adopted official concepts of public, total defense. These doctrinal 
guidelines implement such recognized democracies as: Austria, 
Norway, Switzerland, Sweden, Finland. As a rule, the concepts of 
defense are based on the need to educate citizens in readiness to repel 
aggression, defend the country and defend the values of their society. 
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Conclusions 
Summing up, we can say that the development and 

implementation of new approaches to state defense planning, taking 
into account all the factors inherent in modern military conflicts, will 
allow to unite into one whole (in a system with stable links between 
the subjects of defense planning state) the activities of all public 
authorities to ensure military security, preparation for defense and 
repulse of armed aggression against Ukraine, if any.  

Areas of further research should identify ways to improve 
the process of state defense planning in order to achieve the required 
level of defense capability of Ukraine in all areas defined by law. 
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DECISION OF MILITARY COMMAND 
ON IMPLEMENTATION OF PSYCHOLOGICAL 

AND INFORMATION OPERATIONS 
DURING HYBRID WAR 

The article focuses on the development of a functional model of 
the decision support system by the military command during information 
and psychological operations in hybrid war using the IDEF0 
methodology. The proposed process model of the activities of military 
command regarding the use of automated control methods of 
information and psychological operations allows making this activity 
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transparent, manageable, and predictable. It will ensure the successful 
achievement of planned goals in hybrid war. Such model can serve as 
the basis for creating the quality control system in accordance with the 
requirements of existing world standards. 

Keywords: decision support system, functional model, 
information and psychological operations, hybrid war, military 
command, IDEF0 standard. 

Introduction 
Problem statement. In the modern world, the unique mean 

for warfare is hybrid war or a colour revolution that differs from 
other conflicts. Along with the use of military force and various 
forms of economic forcing the enemy, the capabilities of modern 
information technologies are widely used. Information systems and 
technologies for influencing the enemy reached a new qualitative and 
quantitative level. It gives information weapons spatial scale, 
threatening relevance and special speed of development. 

It requires new approaches to organize the activities of 
military command, organizing and planning the information and 
psychological influence on the enemy troops and population [1–2]. 

At present, information and psychological operations provide 
joint actions of the Armed Forces of Ukraine with units and subunits 
of other ministries and departments. In this regard, during 
implementation of measures by the military command, system of 
interaction between the information space of the Armed Forces of 
Ukraine and networks of other law enforcement agencies and 
networks of public authorities is needed in the context of hybrid war. 

The analysis of recent researches and publications. 
Scientific researches show that for the effective control of troops in 
hybrid war, it is necessary to reduce the time for information 
activities of administration to 15-20% and free up time for creative 
and organizational activities to 80-85%. It’s possible to realize it 
with new information technologies. The problems and shortcomings 
in the activities of the military command in decision exist not only in 
the military sphere. This issue is very relevant for most enterprises, 
both in Ukraine and around the world. Many works are focused on 
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the problem of improving the activity of at the level of chiefs. The 
theoretical analysis of the work of various scientific works showed 
that the problem of this time is considered unsolved [1-5]. 

The purpose of this article is the research of the functional 
model of the military command activities involved in the process of 
organizing the information and psychological influence in the control 
cycle using a set of automation means. 

Main part 
For the exchange of information between institutions of 

various departments and also between different countries, auditors 
and experts of countries, it is possible to use the IDEF0 methodology 
as a single language. Using the IDEF0 methodology, a functional 
model is created. It contains the processes and functions of the 
system, information flows and resource components. This model 
have the necessary depth of decomposition, to the description of 
actions that are performed by individual specialists at specific 
workplaces, indicating the conditions of implementation and the list 
of resources used. The use of the mechanism of formalized 
description of the control of the military command involved in the 
process of organizing the information and psychological influence 
will automate their control functions through software and hardware 
implementation.  

A model based on the IDEF0 methodology can be used as 
information resource to obtain relevant information at all levels of 
the hierarchy. 

The description of control processes has several advantages 
in the form of functional models as follows: 

– model is a kind of a personnel control program (experts,
military command), it determines who performs certain functions; 

– model determines material flows and workflow and allows
to set the rules for the exchange of the results of various processes; 

– model is a methodological basis for the construction of
applied software systems; 

– model can be used as a training simulator system;
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– model is convenient mean of analysis, suitable for finding
ways to improve the organization and control of processes [6]. 

The general idea of the process can be described in terms of 
inputs, outputs, controls and mechanisms for the implementation of 
functions and tasks, represented by functional diagrams of the IDEF0 
standard. The IDEF0 standard is a set of graphic modules. The focus 
is on the object subordination and logical relationship. The 
description of the process looks like a black box with inputs, outputs, 
control and mechanisms. It is detailed to the required level [7]. 

According to the IDEF0 standard, each function block must 
have at least one control and output interface. 

Each functional block is characterized by the conversion of 
input (resources necessary for the implementation of the process) to 
output (result, process products).  

Process resource is material, technical, energy, human, 
information and so on. The process is carried out using a specific 
mechanism guided by a specific person. Function blocks are 
connected by lines and arrows, reflecting the connection between 
them. The technology of using IDEF0 structural analysis involves the 
development of context (A0) and decomposition (A1, A2) diagrams. 

The decomposition principle is used to divide a complex 
process into its components. The process detail level is determined 
directly by the developer of the model.  

Decomposition allows to structure the system model in the 
form of hierarchical structure of individual diagrams that makes it 
less overloaded and easier to understand. 

To connect the subsystems with each other the internal 
arrows are used that exit one action and enter another. There are five 
types of internal arrows in IDEF0: 

– communication on the output-input, when the output of
higher action is directed to the input of lower; 

– communication control (output-control), when the output
of the highest action is directed to the control of the lower; 

– feedback on output-input, when the output below the action
is directed to the input higher; 

– feedback on output-control feedback, when the output
below the action is directed to the higher control; 
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– output-mechanism, when the output of one action is
directed to the mechanism of another one. 

The existing standard requires the creation and support of 
appropriate definitions, keywords that should characterize the object 
captured by this element for each of the elements of IDEF0 
diagrams. This set is a glossary and a reflection of its contents. 
Glossary supplementing the graphic language, providing the 
diagrams with the necessary additional information and the 
possibility of qualitative understanding of the processes occurring in 
the control cycle. Decision process by the military command on the 
implementation of the informational and psychological operations in 
hybrid war can be represented by functional schemes of the IDEF0 
standard (Fig. 1). 

Function Block

Output
Control 

Input

Mechanism

Fig. 1. Function block in the IDEF0 diagram 

The name of the high-level process (hyperprocess) shows the 
general purpose of such work and in accordance with the 
requirements of the standard [6] can be formulated as “The activities 
of military command in the application of automated control 
methods for information and psychological operations”.  

The A-0 context diagram of this hyperprocess in the IDEF0 
notation is shown in Fig. 2 

The inputs of the hyperprocess are the information that came 
from the analysis of priori data obtained from: 

– policy documents;
– print media;
– from entertaining, scientific and analytical periodicals

(newspapers, magazines, almanacs), literature (children's, art, 
scientific, special and encyclopedic), brochures; 
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– leaflets, posters, “billboards” and so on;
– various informational and journalistic messages

(broadcasting); 
– television (news, analytical and entertainment programs,

cartoons and movies, talk shows, advertising and so on); 
– Internet;
– video games and other information sources, with or

without influence. 

Decision by the military command on 
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Fig. 2. Context diagram of the hyperprocess of the activities of the military 
command for the application of automated control methods of 
information and psychological influence measures 

The input information includes data obtained from the 
experience in solving similar problems that are stored in the system 
in databases and data on available resources. In this case, the 
decision process is governed by established rules, regulatory and 
policy documents. 
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As a result of activities as a result of this process, we will 
have a solution in the form of scenario and plan for organizing the 
information and psychological influence and the results of control. 

A certain process is implemented using such mechanisms as: 
experts, management (military command), personnel, hardware 
(automated equipment, PC, information display facilities), methods 
and algorithms necessary for calculations, formalized document 
templates, resources and servers. 

The purpose of this process is to organize and plan the 
information and psychological influence for the enemy troops and 
population. 

The model is being developed from the point of view of 
military command. 

The decision process by the military command on the 
implementation of information and psychological operations 
measures in hybrid war includes three sequential and interrelated 
stages: organization of headquarters work planning (selection of an 
expert group, determination of criteria), development and approval of 
the information and psychological influence scenario, development 
of an information and psychological influence organization plan. 
Therefore, the hyperprocess of the activities of the military command 
in applying the methods of automated control of the informational 
and psychological influence includes three main macro-processes: 
organization of information and psychological influence planning 
(A1), development and approval of information and psychological 
influence scenario (A2), development of information and 
psychological influence organization plan (A3). 

The content of the selected subprocesses is revealed by the 
decomposition diagrams of the second level. When constructing 
them, all “inputs” and “outputs” of the previous diagram are taken 
into consideration, as well as the internal “inputs” and “outputs” are 
specified. 

The context diagram of the military command activities on 
the application of methods of the automated control of informational 
and psychological operations measures gives a general idea of it.  
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The construction of decomposition diagrams of several lower 
levels allows to present its component fragments in more detail and 
to model their interconnections. When constructing them, all the 
“inputs” and “outputs” of the previous diagram were taken into 
consideration, as well as the internal “inputs” and “outputs” were 
refined (Fig. 3). 

The subdiagram A0, which shows these processes in the 
IDEF0 notation, is shown in Fig. 3. 
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Fig. 3. Diagram of the second level of the functional model of the military 
command activity on the application of automated control methods of 
information and psychological operations 

The outputs of the process are the contol actions of the 
military command (plans, instructions, previous orders, information 
and psychological influence scenario) to achieve the intended goal 
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through perfect work using methods of automated control of 
informational and psychological operations. 

The result of the A1 process is the provision of the necessary 
information in the form of planning documentation (time calculation, 
data for the formation of scenario, resource calculation) of A2 block 
(stage 2) to ensure activity.  

The main result of A2 process is the information and 
psychological influence scenario. Other results are:  

– no decision message;
– updated database of expert solutions;
– error messages;
– rules editing requests;
– updated database about influence objects.
The main A3 result is the military command decision to 

conduct information and psychological operations and control results. 
The control for this process and for others processes is the 

regulatory documents and rules. 
The mechanisms for the implementation of this and other 

processes are military command officers, experts, technical means, 
automated equipment, PCs, servers, information display means, 
formalized document templates, algorithms and methods of 
information processing. 

The proposed functional model of the activities of the 
military command for the application of automated control methods 
of information and psychological operations is constructed on the 
basis of the AS IS model and in the future a transition to the TO - BE 
model is possible. It is the key to the automation of the "correct", 
improved processes.  

It is known that more than 65% of the time spent on 
inefficient document control is also present in this scheme, and a 
large number of duplicate works, especially at the stage of setting 
tasks for subordinates. 

The AS IS model allows to systematize the processes taking 
place at the moment. On the basis of this, bottlenecks in the 
organization of interacting processes are found, the need for certain 
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changes in the existing structure is determined [4]. 
Accordingly, the less it takes to develop and approve the 

plan of information and psychological influence, the less is time 
component of the control cycle. 

In addition, now the software environment, used to describe 
the methodology according to the IDEF0 standard, allow to develop 
formalized documents. This procedure will reduce planning time by 
several times, by reducing unnecessary workflow, duplicate work, 
planning time. 

Conclusions 
The proposed model of the activities of the military 

command on the application of the methods of automated control of 
information and psychological operations measures allows to make 
this activity transparent controlled and predictable. It will ensure the 
successful achievement of planned goals in hybrid war.  

Such model should serve as the basis for military command 
control system in accordance with the requirements of existing world 
standards. 

Further outlook is the study of the next step in modeling 
information processes in the activities of the military command, at 
the synthesis stage, the creation of a model of control activity of the 
military command for the application of the methods of automated 
control of information and psychological operations measures “TO-
BE”. It will be the basis for information reengineering processes in 
the future. 
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MORAL AND PSYCHOLOGICAL CONDITION 
OF THE PERSONNEL OF THE ARMED FORCES 

OF UKRAINE AS AN IMPORTANT FACTOR 
OF STATE SECURITY 

The national security of each country in the world is mostly based 
on the readiness of its citizens to defend their homeland. Therefore, the 
analysis of moral and psychological support (MPS) in the Armed Forces 
of Ukraine is extremely important. One of the main problems of the moral 
and psychological state of modern Ukrainian servicemen is their 
considerable “amorphousness” from the world outlook aspect, which 
forms a significant security risk under conditions of the today hybrid 
Ukrainian–Russian war. The authors of this report try to formulate 
modern requirements for MPS of the servicemen and methods of 
improvement of moral and psychological properties of the latter. 

Keywords: moral and psychological support; world outlook of 
the personnel; modern requirements for the psychological state in the 
Armed Forces. 

Introduction 
Problem statement. The Armed Forces of Ukraine are at 

present in a process of active formation of relations with the armies 
of other leading countries of the world, which obviously affects the 
world outlook of the personnel. Therefore, proper understanding and 
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active support of this process are extremely important [1]. 
The analysis of recent research and publications. 

Numerous publications have been devoted to a problem of the moral 
and psychological state of the personnel of the Armed Forces of 
Ukraine. Among these articles, the following should be highlighted: 

– those describing the basis of this problem from the aspect
of the public management [2]; 

– attempts to subject the problem to the scientific analysis
[3–4]; 

– some publications can be considered as actual explorations
taking into account, in particular, the experience of Ukrainian–
Russian war and other hybrid military conflicts [5–7]. 

Purpose of the report. The main idea of our report is to 
formulate the realistic viewpoints on the problem of personal 
worldview of today Ukrainian officers and to propose some 
innovations within the field of psychology training. 

State security is determined to a considerable extent by the 
loyalty of the citizens to their state and interest of these people to the 
development of their country.  

With the beginning of the hybrid Ukrainian–Russian war, 
which is in fact the war of Ukraine for its independence, a significant 
proportion of the Ukrainian society has been largely concentrated 
around the Ukrainian national idea. A considerable military 
experience in this war has been already stored, which is highly 
important for the formation of an adequate qualitative level of the 
modern Armed Forces of Ukraine. 

Nonetheless, it is not a secret that the nowaday Ukrainian 
officers are in many cases carriers of old/archaic views and ways of 
perceiving the external information. This, in our opinion, is related to 
certain shocking events of disruption of the Soviet society and a 
necessity for a conscious abandonment of the typically-Soviet way of 
thinking and the world outlook in favor of the movement towards 
specifically Ukrainian views on history and social organization, with 
the emphasis on a concept of the personal freedom. From this aspect, 
such transformation may be much easier for young officers of the 
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Armed Forces of Ukraine in this respect. Nonetheless, they, in our 
opinion, often face the lack of clear guidelines that can reliably form 
the worldview of a young serviceman. 

Among typical negative features of a former Soviet officer, 
there are in many cases the following:  

– attempts to “hide himself in the bushes” in the case of an
acute/dangerous situation; 

– preference for making of his own career instead of growth
due to the professional actions; 

– neglecting of the real needs of the subordinate personnel;
– propensity for the “window dressing” and false reporting

instead of real practical results and achievements. 
Thus, while the Soviet system of moral and psychological 

upbringing/education of servicemen was, on the first glance, powerful 
and well-developed, it appeared practically meaningless and powerless 
when it has met real challenges of contemporary problems. 

As it became at present known, the Soviet system was 
mostly ruined by the action of the following factors: 

– total lies in both big and small matters, this, at a certain
stage, becomes the inner essence of the man; 

– a conscious refusal to fight for his own human dignity due
to the obvious futility of the respective efforts; 

– as a consequence, a surge in crime (theft in particular),
alcoholism, and drug addiction among the personnel. 

It is quite obvious that the Armed Forces of Ukraine are a 
part of our society with all its deficiencies; at the same time, they 
must ensure the security of the Ukrainian State. Can a person without 
high-quality moral principles be a true defender of the Homeland? Of 
course no. 

Therefore, both officers of the Armed Forces and the entire 
society are facing a vital and responsible task of creating such an 
ideological pattern that would provide support and desire of the 
personnel to continuously progress from both professional and 
personal aspects. 

There is an idea that a professional serviceman does not have 
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to be a convinced patriot. The centuries-old experience of our 
country and other countries, however, demonstrates that, without 
deep and conscious patriotic feelings, the actions of any officer or 
soldier are not effective enough. It should be taken into account that 
military service, even within a peacetime, is associated with constant 
separation from the family and relatives, a significant restriction of 
what is allowed or not, and the need for round-the-clock self-control, 
and these limitations cannot be psychologically overcome without 
feelings of strong real strong patriotism. 

In addition, certain situations under conditions of a military 
conflict can be strongly life-threatening, and each serviceman in a 
particular situation should answer to himself whether a real risk is 
expedient or not and select an algorithm for his adequate actions. 

Main part 
Let's try to formulate the main mental properties of a 

professional soldier during a combat: 
– ability to concentrate on the actual combat mission by

voluntarily subjugating all secondary thoughts; 
– ability to navigate in a fast-modified dangerous

environment; 
– ability to suppress and control the fear of death;
– ability to control his subdivision in a difficult situation and

to give adequate expedient commands. 
What should be put in the first place in the modern Armed 

Forces when forming an optimum state of consciousness and 
psychological stability? In our opinion, this is must be the following: 

– to cultivate obligatory deep patriotic feelings in each
serviceman. In this process, it is expedient and necessary to study real 
(not Russia-edited) history of Ukraine, to describe in details 
successful, as well as unsuccessful (negative experience) actions of the 
Armed Forces under contemporary conditions and those of Cossacks 
and troops of the Kyivan Rus’. Different categories of the personnel 
should obtain the opportunities for both simplified acquaintance with 
historical information (excursions, movies, concerts, etc.) and in-depth 
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studying of history (based on the works of famous Ukrainian and 
world classics of history, philosophy, and martial arts); 

– to carefully but insistently remove modern Russian
pseudoculture from everyday use by the personnel. Unfortunately, 
this aspect is, as a rule, ignored; 

– to pay much more attention, time, and efforts in training
the personnel for professional duties (specialized military and 
general physical training, competitions, etc.) At present, as we can 
see, only single subdivisions are trained properly; in many cases, this 
is in many cases mostly transformed in a show (including special 
trainings for NATO visitors); 

– to introduce a specialized obligatory course of combat
psychology; this field should be raised to the appropriate practical 
level. It should be taken into account that, in combat situations, the 
personnel is under strong stress-inducing conditions; therefore, the 
servicemen should be able to adequately enter and leave the state of 
war-related stress. 

In order to formulate adequate requirements for moral and 
psychological education and support of the servicemen under modern 
conditions, we should, first, try to briefly classify the features of the 
existing moral and psychological support (MPS): 

– there is too much dependence on the existing former
regulations provided by many commanders and their deputies. It 
should be noted that a term “zampolit” is still widely used in the 
Armed Forces of Ukraine, although this is a clear relic of the past; 

– a majority of modern MPS deputy commanders of the
subdivisions do not fully correspond to their positions. Such officers 
are, of course, able to “talk about life” with the solders, communicate 
with them in an informal mode (e.g., tell a good anecdote) trying to 
support the mood of the staff (sometimes successfully). Such officers 
of the “old hardening,” however, frequently do not meet modern 
requirements for deputy commanders of the combat units. They are 
not able to raise patriotic feelings, have a limited knowledge about 
quite real achievements of Ukraine in the modern world and in the 
actual hybrid Ukrainian–Russian war; 



 128 

– lack of clear specification of the responsibilities of MPS
officers. Indeed, let us ask a question: Is an MPS officer a “factory of 
papers” related to investigations of various incidents and to means of 
visual agitation, or he is a specialist capable of urgent visiting of the 
firing position and of really supporting and inspiring the combatants? 

The main idea of our report is to transfer the support of the 
moral and psychological state of modern servicemen from a purely 
bureaucratic category to a field of providing scientifically based 
high-quality moral state of the servicemen who are teached for best 
examples of the martial art. 

In this case, modern specialists in MPS should, in our 
opinion, be able to do the following: 

– to understand the deep psychological levers of personnel
behavior. What motivates a person to be included to military service? 
Occasional factors (like procuring of more or less satisfactory salary 
and possibilities for impunity alcohol use) or the opportunity to feel 
himself as a real defender of his family and country? 

– to be able to convey to the people a positive point of vision
in problematic situations. Such a skill requires, of course, a certain 
volume of life experience in MPS officers and the involvement of 
immediate commanders; 

– to be able to resist “aggressive alcoholism” and to maintain
a stable working condition in their units for a long time. 

It is not a secret that, in military subdivisions, certain 
“animal” and “prison” instincts are manifested; sometimes there is a 
clear desire of the personnel to find a “flock leader” among 
themselves. Such an approach, obviously, sharply simplifies for 
other members of the “flock” their approach to own behavior: it is 
not necessary to defend the personal opinion, but only to obey a 
somebody’s will. Such situation, however, induces a great danger of 
the complete loss of normal control over the subdivision.  

Based on the above, we would like to propose certain 
measures that can help to bring modern moral and psychological 
support to the required level: 

– various trainings with simulations of difficult real combat
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conditions should be developed and widely introduced into practice; 
such trainings will help the personnel to adequately estimate their 
combat abilities. Thus, the state of mind of the personnel is 
considered as such a parameter, which can be effectively and 
permanently trained and developed; 

– the informational methodology for mental trainings of
psychological relief based on contacts with trained professional 
psychologists should be created. This is expected to provide some 
progress in prevention of alcoholism and depressions in the 
personnel; 

– an appropriate informational base for moral and
psychological support including manuals, videos, etc. should be 
formed; 

– special trainings for concentration of the willpower should
be carried out. 

As a result, we can expect that the Armed Forces of Ukraine 
will get modern highly motivated servicemen, the specialists who 
will be able to defend and justify their own opinions and to perform 
their military duty consciously and adequately. 

All the above mentioned substantiates the need for a 
practical and scientific approach in the formation of the moral and 
psychological support of the personnel. Among other aspects, this 
makes necessary the involvement of military experts of our country 
and other states. This process requires integration of: 

– practical experience of the activity of subdivisions in the
contemporary hybrid Ukrainian-Russian war; 

– results of detail analysis of the actions of units in other
today hybrid conflicts in the world; 

– a professional excursion into the history of competitions of
Ukraine and other countries for their independence, which will open 
the “secrets” of successful hostilities. 

Let us analyze the main factors that motivate the servicemen 
to serve on the basis of a contract with the Armed Forces of Ukraine: 

– provision of stable financial supply;
– broad opportunities for the carrier progress;
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– sustainable pension provision;
– a possibility for obtaining higher education.
These are the factors that mainly affect the “overall” staff. If 

we talk about the officers (and especially about the MPS specialists), 
this category of military men should be individuals with a rigid 
“state” psychological position, to whom the idea of building of our 
strong state is not an empty sound. 

Let’s try to formulate certain criteria for such state of 
thinking: 

– active attention to the development of our country within
the medium and long terms; 

– the ability to subjugate their own private interests to
general interests of the society; 

– the ability to inform people about “global” issues in a most
popular, but correct manner, i.e., “in simple words.” 

As we can see, features of the modern state of thinking of 
Ukrainian officers should be crucially different from those presented 
in the “Code of the Communism Builder,” on which the former 
zampolits were focused on for years and decades. The absolutely 
artificial nature of this “Code” did not interfere with its being as a 
general official obligatory doctrine. 

In the modern Ukrainian society, an analogous doctrine for 
the maintenance of MPS has not been formed and, because of quite 
understandable considerations, it cannot and should not be formed. 
Nonetheless, many of contemporary Ukrainian citizens sense a 
nostalgia for the “old days,” despite complete absurdity of these 
sensations. In our opinion, this is due to the fact that the past Soviet 
era gave ordinary citizens a feeling of the certain “core,” despite the 
entire artificiality of such a feeling. 

Conclusions 
One of the important tasks for the modern Ukrainian society 

is to create a real high-quality state-oriented ideology that would be 
able to involve the most broad strata of the Ukrainian society having 
very different views in the active public life. 
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These are urgent issues for today officers, including the MPS 
specialists, and these issues should be successfully resolved at both 
global and “domestic” levels. Thus, transformation of the MPS 
specialists is an important factor in maintaining the proper combat 
conditions of all, with no exceptions, units of the Armed Forces of 
Ukraine. Raising the MPS to a highly successful current level is an 
extremely important task, as has been shown in our report. 
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Introduction 
Problem statement. “Hybrid” aggression of Russian 

Federation (RF) against Ukraine using various conventional and 
unconventional tools for pressing Ukraine, forcing it to change 
strategic choice and current state structure is a serious challenge for 
national security. Fighting against hybrid threats and revealing 
hybrid attacks, especially at early stages are more comprehensive. 
Enhancement of fighting methods, including information and 
communication ones, use of modern scientific methods form a real 
problem. Considering controversial opinions of scientists and 
practitioners concerning use of strategic communications (SC) in 
fighting against hybrid aggression, it is worth to define SC place, 
aim, scope, and features, develop recommendations for integrated 
use of SC technologies and reflexive control in fighting against 
hybrid aggression [10].  

The analysis of recent researches and publications. Modern 
fighting strategies based on information weapons as one of key 
deterrence factors are considered in works of one of military 
theoreticians F. Hoffman [1], Jim Mattis, former US DOD Secretary, 
M. Kaldor, professor of London School of Economics, works of 
RAND Corporation and foreign researchers [2]. The SC issue is also 
discussed in national documents of defense planning and national 
scientists studies [9–11]. 

Purpose of the report. To define SC place, aim, scope, and 
features, develop recommendations for the integrated use of SC 
technologies and modern theory and control methods in fighting 
against hybrid aggression. 

Main part 
The “strategic communications” term consists of two words. 

The “strategic” word means top political level communications, 
society, and international audience. The “communications” word 
means national values and capabilities aimed at improving national 
strategic stance compared to the adversary’s stance. The 
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“communications” word means both the dialog and “top-down” 
information activities. 

The “strategic communications” at modern stage of society 
development underline the significance of integration of all tools of 
influence on particular people, target audiences, and country. 
Meanwhile, the issue of SC influence on decision-making and 
control processes within “hybrid” warfare is still unresolved. 

For the first time the issue of SC development in Ukraine 
was raised after the beginning of the Russian aggression in 2014 
within NATO Wales Summit decisions. The Alliance provided 
advisory, practical, and technical support, including there was 
initiated the project of development of national strategic 
communications centre and situation centers with critical state 
authorities.  

In order to enhance the activities related to SC 
implementation within “hybrid” aggression the NATO standards are 
used for development of SC policy, planning, and implementation at 
all levels. 

The “strategic communications” term agreed with NATO 
terminology is currently officially used in the Ukrainian law after use 
in Military Doctrine of Ukraine where the SC means “coordinated 
and appropriate use of the state communicative capabilities such as 
public diplomacy, public affairs, military relations, information and 
psychological operations and actions aimed at state aims promotion”. 

Particular aspects of SC use in fighting against “hybrid” 
aggression are considered in national defense planning documents. 
One of priorities of fighting against “hybrid” aggression is 
continuous improvement of legislative and normative SC documents. 
The RF “hybrid” approach makes the information sphere as the key 
fighting field. 

Ukraine faces the newest information cognitive technologies 
aimed at stirring up national and religious hatred, propaganda of 
aggressive warfare, coup d’état or infringement of sovereignty and 
territorial integrity of Ukraine. Special units of RF armed forces 
deployed in Donetsk and Luhansk oblasts within information and 
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psychological operations [9]. 
According to RF officials, the “hybrid” aggression is aimed 

at establishing external control and total control over state 
administration when the dominant agent (aggressor, group of states, 
transnational corporation, syndicate) forms necessary and 
appropriate conditions for domination over the object (aggression 
object, social group, society) in order to control fully and totally the 
sovereignty and territory, other important, but vital signs, except for 
capitulation of the armed forces [5]. Thus, the Russian view of 
modern warfare is based on the idea that the main battlespace is the 
mind and, as a result, new-generation wars are to be dominated by 
information and psychological warfare, in order to achieve 
superiority in troops and weapons control, morally and 
psychologically depressing the enemy’s armed forces personnel and 
civil population [6]. One element of Russian resurgence that 
captivates Western defense circles is the emergence of new 
generation warfare [8]. SC play the key role in achieving the 
“hybrid” aggression aim, which key tool is information, 
comprehensive armed actions are the support element. 

The control system tasks in “hybrid” aggression are in saving 
and change of aggression object state according to the defined 
strategy. Usually, this task is realized through the feedback, i.e. 
information on the aggression object state, external environment 
influence on it, and results of “hybrid” actions (guiding teams). 
Accordingly, the control structures involved in the “hybrid” 
aggression exist due to information flows. If the flow is insufficient 
for decision-making, the information is non-qualitative and obsolete, 
the control processes are ineffective. Thus, the control effectiveness 
during the “hybrid” aggression depends on information quality and 
the key element is feedback channels between the aggressor and the 
aggression object which are used for coordination of all involved 
structures. 

The feedback principle means the necessary element such as 
information exchange, thus, control within “hybrid” aggression 
means information process with feedback. Otherwise, the feedback 
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can be considered as potential channel of reflexive control. These 
channels are strategically important.  

The reflexive control based on theoretical developments of 
V. Lefebvre specifies the effective use of comprehensive tools 
permitting to influence the adversary’s decision-making favorable 
for other party as a result of formation of certain situations or 
demonstrations of potential threats [4]. According to V. Lefebvre, the 
reflexive control means the “process when of one of the parties 
provides the other party with the decision-making basis” [5]. So, the 
feedback communications substitute the adversary’s motivation 
factors in order to force him to take unfavorable decisions. 

Thus, the applicable aspects of the reflexive control are 
strategically important, are the effective tool of the “hybrid” 
aggression and SC, could have advantages compared to conventional 
tools. Using behavioral stereotypes, psychological aspects, personal 
data on team members (biographical data, traditions, etc.), the 
reflexive control enables to increase chances to achieve victory, 
meanwhile, this tactics includes adversary’s detailed and qualitative 
information, which is received due to appropriate digital capabilities 
and software. The reflexive control tools include actions aimed at 
target intellectual forms and methods of the armed aggression except 
for the traditional terms such as camouflage (at all levels); 
disinformation, provocations, attention reflection; formation of tense 
information flow which processing requires resources; cognitive 
dissonance with decision-making function blocking; adversary’s 
resources exhausting for solving unimportant tasks or fake threats; 
stimulating contradictions in allies’ environment; psychological 
pressure, etc. 

While fighting against the “hybrid” aggression the SC is 
deemed to be activity which is coordinated at strategic (military 
political) control level and aimed at controlling the decision-making 
processes both within country (country group) and outside it to 
achieve the victory. For this purpose SC fulfill to main functions 
such as internal – ensure communications with conflict subjects; 
external – communications with external environment. 
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The external communications ensures fighting system 
resilience, the internal communications which is related to military 
conflict control ensures permanent relation between control agents 
and objects raising the information importance. The absence of 
reliable information results in stagnation of control structure which 
works in inertial manner and ineffectively causing the collapse of the 
whole system. 

Thus, the most important element of the fighting against the 
“hybrid” aggression is the communications process i.e. direct relation 
and feedback among all agents [7]. 

The adversary takes the necessary decision by changing the 
perception. Perception means the active process forming, not fixing 
the reality. While taking decisions the adversary uses information on 
conflict region, own troops and other party troops, and their combat 
capabilities. Based on SC technologies the influence on channels of 
information reception and messages content are ensured. The 
adversary uses the up-to-date optimization methods and searches the 
best solution. However, this solution would not be the best one 
chosen by us. In order to take own best solution it is necessary to 
know how the adversary forms the solution based on information 
which is deemed to be true. The SC ensures functioning of national 
system of strategic, defense, and operative planning, as well as 
reduction of effectiveness of the adversary’s operative planning 
system. 

When the decision-making process is targeted, it is necessary 
to ensure security of own strategic and operative function. 
Information, cultural, structural, and normative deficiencies in 
decision-making process on national security could threaten the 
country’s security in fighting against the “hybrid” attacks. 

Considering this fact, it is possible to define the following 
three main SC tasks within fighting against “hybrid” aggression: 
adversary’s demoralization, legitimization of own actions in the 
population eyes, mobilization of target groups, and support of own 
political elite. In order to solve the SC tasks it is additionally 
necessary to forecast the adversary’s behavior, imitate his decisions 
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depending on conditions, and choose the most effective information 
influence, this influence channels. 

In order to use effectively SC technologies and reflexive 
control in fighting against “hybrid” aggression we propose to use the 
complex of the following activities: 

• to focus SC efforts on conflict control;
• to define the responsible authority on SC planning and use;
• to develop plan of SC use where the aim, capabilities

evaluation, frameworks, target audiences, information transfer 
channels, information provision methods, messages structure and 
orientation, media relations, asymmetric communications, and 
expected results should be specified; 

• to ensure the use of all electronic communications –
e-outlets (magazines, newspapers, and information agencies), social 
media (Facebook, Instagram, Twitter, and etc.), messengers 
(Telegram, Viber), blogs, and mobile communication; 

• to develop dialog among conflict parties by ensuring
equal information production and consumption by the conflict parties 
to develop messages depending on situation and audiences, as well 
as initiate conflict control; 

• to consider the frames of traditional media;
• to implement activities against information interception

and processing by the adversary in order to negative change and 
spread in social media and traditional media; 

• to ensure permanent monitoring of new media;
• to develop and implement automated monitoring system

of new media, social media, other messages and information 
accumulation; 

• to consider impossibility of total control of information
spread through new media; 

• to ensure influence on adversary’s decision-making and
control process through narratives replacement; 

• to ensure synchronization and structuring of all output SC
information processes, exclude differences in facts assessment criteria; 
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• to ensure SC influence on service members and other
combatants, civilians in the conflict region, and civil-military 
relations; 

• to take the appropriate place in the process of
development of national security strategy as mechanism of aim and 
actions relation; 

• to develop national concept of fighting against “hybrid”
warfare, its understanding and perception by target audiences; and 

• to develop the single universal approach to SC within
“hybrid” aggression by business and marketing rules. 

The use of SC technologies within information warfare is an 
important resource of the “hybrid” warfare. The SC effectiveness 
defines the victory possibility during “hybrid” aggression. 

Conclusions 
The strategic communications are the integral element of the 

national security of Ukraine within RF “hybrid” aggression, 
propaganda, and disinformation about Ukraine in media and social 
media. 

The military political misbalance of forces around Ukraine, 
ineffectiveness of the international law rules, economic, political, 
and military problems result in necessity to enhance the state SC 
system. The SC opportune and effective enhancement is vital in 
prevention of current challenges and threats to national security of 
Ukraine, their revealing, and response to them. 
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A High Mobility Internal Communications Groups Project has 

been implemented with support of US and Ukrainian partners as part of 
implementation of the strategic communications concept in the UAF to 
introduce new technologies of internal communications in Joint Forces 
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in the course of combat missions. It is proved that the organization of 
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Introduction 
Problem statement. Internal communications are an important 

component of the strategic communications system. Internal 
communications help personnel understand the military-political and 
operational-tactical situation and feel involved in the implementation 
of the overall operation plan. There is information exchange both from 
commanders to subordinate personnel and in the opposite direction 
within the framework of internal communications. According to the 
JFO experience, the lack of reliable information creates vacuum filled 
by the enemy. The information exchange process includes 
accumulation, structuring and processing of data used for informed 
decision-making. Insufficient effectiveness of internal 
communications leads to risks of ineffective decisions as well as 
misunderstanding between tactical and operational levels which can 
have serious consequences for strategic communications and success 
of the overall operation. That is why internal communications are very 
important during planning and conducting of any military operation, 
and their associated problems always remain relevant. 

The analysis of recent researches and publications. 
According to NATO standards [1], internal communications are one 
of the crucial components of the strategic communications system. 
Internal communication is a line of information and propaganda 
support of military units (elements), military educational institutions, 
establishments and organizations of the Armed Forces of Ukraine 
performed within the system of information work by officials of 
military administration bodies and commanders (chiefs) through a set 
of actions related to processing and transmitting information to 
personnel through conversations [2]. 

A High Mobility Internal Communications Groups Project 
has been implemented with support of US and Ukrainian partners as 
part of implementation of the strategic communications concept in 
the UAF [3] to introduce new technologies of internal 
communications in Joint Forces units [4]. The project involved 
logistical and expert assistance from the US partners, NGO “Spirit of 
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America” and Ukrainian NGO “Initsiatyva Ye +” [5]. 
Purpose of the report is to determine the effectiveness of 

internal communications in the headquarters and units of the Allied 
Forces in the context of hybrid aggression. 

Main part 
High mobility internal communication groups (hereinafter – 

the Groups) are freelance groups of experts in moral and 
psychological support, social and legal protection, representatives of 
religious (public) organizations and creative community who are 
assigned to assist commanders of military units in establishing 
communication processes, providing prompt psychological help to 
the personnel, and carrying out socio-legal and cultural work. The 
Groups aim to establish internal communications in UAF military 
units (elements) as a component of effective C2 activities and 
leadership of commanders (chiefs) of all levels to achieve the 
appropriate level of motivation and loyalty of personnel and facilitate 
the military units (elements) to perform their assigned tasks. The 
Groups performed tasks in UAF operational and tactical groupings 
with a rotation period of 15–45 days. 

Within the project, the Groups were divided according to the 
following lines: “Alpha” – ideological and moral support of military 
personnel, “Charlie” – prompt psychological assistance (support) to 
the personnel, “Delta” – socio-legal work, and “Omega” – 
administration and coordination of project processes. 

The “Alpha” group consisted of the following specialists 
trained on special trainings: an inspector (a military communicator 
who underwent special training), a psychologist, a priest, and an 
information specialist (ideologist). 

The Group aimed to establish communications within 
military units, especially between units and brigade headquarters. 
The “Alpha” Group had the following key tasks [6]: 

• to assist commanders of the military units in establishing a
system of internal communications with personnel; 

• to introduce new internal communications technologies in
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practice of combat activities; 
• to organize feedback;
• to help the commanders promptly solve issues of daily

and combat activities of the JF units. 
Being provided with modern off-road vehicles, the Group 

significantly increased coverage of the personnel and units. Priority 
attention was given to the personnel of platoon and company bases 
of the first line of defense. In addition to helping the Group to 
achieve its planned objectives, such an approach helped increase 
personnel morale. 

The Group have studied how internal communications 
influence the level of authority and leadership of commanders. 
Methods of “Action analysis”, “Commander’s information”, 
“Situational leadership”, assessment of moral and psychological 
condition of the personnel and determining influence of the relevant 
commander’s activities on this condition were used in the research. 

The research examined the following issues: internal 
communications process, internal communications characteristics, 
internal communications information, its classification, media, 
internal communications organization models, internal 
communications means, their advantages and disadvantages, internal 
communications tools, internal communications feedback, ways to 
solve problems and implement new technologies of internal 
communications [7]. 

According to the NATO standards, several organization 
models of internal communications can be used [8]. 

According to the first model, internal communications 
mobile groups (special headquarters elements) shall be established. 
This option is used in strategic and operational level headquarters. 
Such location of internal communications specialists guarantees 
effective supervision over strategic communications at the strategic 
level. 

The second model envisages establishment of a position of 
the Deputy Chief of Staff for Internal Communications and relevant 
subdivisions responsible for organizing internal communications, 
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analyzing information from the media, liaising with the media to 
disseminate necessary narratives and messages, directing and 
coordinating information and psychological operations, civil-military 
cooperation operations, and influencing important VIPs. 

The third model envisages a position of the JF Deputy 
Commander for Internal Communications responsible for organizing 
all internal communications during the entire period of operations. 

In each model, a person in charge of internal 
communications has direct access to the JF commander. 

As far as internal communications are crucial in countering 
aggressive information influences, it is advisable to significantly 
strengthen the role of strategic communications elements in the C2 
system. Thus, it is sufficient to use the first model at the strategic level 
(in the General Staff of the Armed Forces of Ukraine) to create an 
appropriate military-political level narrative and ensure that the 
internal communications strategy is reflected in operation planning. At 
the operational level (Headquarters Joint Operations, operations 
commands), it is advisable to choose the second model with 
establishment of a deputy chief of staff position who would arrange 
internal communications, information operations, psychological 
operations and civil-military cooperation. As far as concentration, 
coordination and synchronization of all efforts is crucial to create 
favorable conditions for JF tasks (or subsequent operations) and 
persuade target audiences, introduction of a special deputy commander 
position in a troops (forces) headquarters in the area of the operation 
will allow to achieve even greater centralization of communication 
management. Therefore, the third model shall be used. 

A system or organizational tools as well as personal 
commander’s efficiency tools shall be used to form internal 
communications. However, the most effective and frequently used 
internal communications tools are: meetings (32%), information 
messages (26%), informal communications (17%), a corporate 
website or a Facebook page (14%), and printed publications (11%). 
Such a tool as “open door policy” should also be highlighted. This 
concept is taken from the practice of the armed forces of NATO 
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member countries and means that any serviceman can address 
commanders of various levels with any question. From internal 
communications perspective, it relates to building an additional 
feedback channel independent of the C2 hierarchy. This is extremely 
important for making decisions about the use of units. 

Internal communications feedback is organized and formed 
through informal events, open door policy and evaluation reports. It 
is difficult to manage the feedback process, especially its informal 
part. Therefore, it is possible to provide only general advices that can 
help achieve more effective communications in case they are 
adjusted to a particular unit, or rather to servicemen of this unit. 

While arranging feedback, it is necessary to take into account 
servicemen’s character traits, their interests, hobbies and aspirations. 
The “open door” policy helps partially solve the internal 
communications information reliability issue: the serviceman can report 
his proposals, difficulties and dissatisfaction himself bypassing the 
intermediate C2 levels. Servicemen evaluation reports are an effective 
mechanism of internal communications. It gathers information about 
each serviceman’s character and other factors that influence his 
behavior, hence, a communication process he is involved. 

Let us consider ways to solve problems and implement new 
effective internal communications technologies. The Group 
examined internal communications in JF headquarters and units, 
opinions of their chiefs and commanders and made some conclusions 
about how to solve problems and implement new effective internal 
communications technologies. The Group has defined the following 
key practices to consider: 

• to constantly struggle for your actions to be perceived as
legitimate, worthy of trust and support, to ensure necessary 
influence, to act actively, proactively and quickly; 

• to understand the operational environment where actions
take place, the audience and the content of senior command’s 
directives, to support actions with internal communications tools; 

• to assign personnel responsible for assisting the commander
in developing a communication strategy and synchronizing with 
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strategic communications activities to achieve synergy; 
• to use opportunities of training in internal

communications, informing and influencing not only on those who 
are directly involved in communications, information operations, and 
organizes contacts with influential players in the operation area, but 
also on those who use forces and means against the enemy; 

• to continuously review and analyze operational
environment and important audiences to keep internal 
communications correct and effective [9]. 

Servicemen of some units do not understand the extent of 
their influence on the course of the operation under the conditions of 
the interaction-related formed difficulties. From the perspective of 
tools, such problems can be solved through the following measures: 
clear prescription of responsibilities, ensuring openness and 
transparency of internal relations, management control, eliminating 
information duplication at the organizational level, training in 
internal communications, and assistance in building the internal 
communications system. 

This refers more to measures for implementation of internal 
communications standards adopted in the armed forces of NATO 
member countries. These measures are carried out within internal 
communications system which, on one hand, depend on personal 
effectiveness of a commander, and, on the other hand, is a system 
management tool. 

The work of the Group in the UAF headquarters and units 
performing tasks in the JFO area allowed to: 

• promptly identify problematic issues in JF units and take
appropriate measures; 

• stabilize moral and psychological condition of the
personnel; 

• collect (together with the JF Headquarters Experience
Generalization Department) practical information about various 
issues of the use of troops (forces); 

• organize prompt informing the leadership of the Armed
Forces of Ukraine about the situation in the JFO area (informing the 



 148 

military leadership about potential risks that may adversely affect the 
accomplishment of combat tasks). 

In the course of the Group’s work, the command staff of 
brigades and each unit analyzed actions taken, commander’s 
(combat, targeted) informing, priority of incentives, and situational 
leadership. The above mentioned methods were methodologically 
supported with recommendations on how to increase their 
effectiveness. A number of consultations on social and legal issues 
were provided to servicemen of combat units. The personnel, the 
level of authority and leadership of brigade commanders and their 
deputies were assessed. 

Conclusions 
Thus, the tasks accomplished by the high mobility groups 

allowed creating an effective system of internal communications 
between commanders and personnel, to maintain and restore moral 
and psychological condition of units and their psychological 
readiness to perform combat tasks. Arrangement of constant 
feedback from the headquarters and units, obtaining objective 
information by the UAF leadership, identification and prompt 
resolution of problematic issues that adversely affect the moral and 
psychological condition of personnel were the most effective part of 
the accomplished work. 
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THE POPULATION MOVEMENTS 
IN THE HYBRID WAR CONCEPTS 

The article examines the issue of use the population movements 
as the instrument of the hybrid influence. The author studied some of the 
well-known concepts of contemporary conflicts and identified the 
peculiarities and the main characteristics of the population movements 
for the policy actor to be interested in using them. The author points out 
that the current level of technological development increases the 
opportunity for the adversary to control and direct population 
movements and, therefore, to use them as a destructive instrument in the 
hybrid war context. The article substantiates the necessity to constantly 
monitor the population movements in order to identify if they are going 
to be used by the policy actor as a hybrid influence instrument and, 
accordingly, the necessity to address the issue while preparing the 
security and defence sector specialists. 

Keywords: hybrid war concepts, instrument of hybrid influence, 
population movements, directed migration processes, coflictogenity. 

Introduction 
Problem statement. The graduate transition from the 

understanding of war purely as a violent military conflict caused the 
emergence of the modern wars concepts as well as the scientific 
search for the modern wars means and instruments. The combination 
of military and non-military means and the blurred line between the 
war and peace substantiated the use of the word “hybrid” related to 
this sort of conflicts. As the instruments of the hybrid warfare we can 
regard the phenomena, processes and the algorithm of actions that 
are used to change the characteristics of the object and the course of 
actions. Considering the state as the object of hybrid influence we 

https://%D0%BErcid.org/0000-0002-4143-5671
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can treat, for example, its political destabilization, the deteriorating 
economic situation, the loss of social coherence as the changes in its 
characteristics that makes the balance of power the beneficial one for 
the foreign policy actor. 

The analysis of recent researches and publications. Though 
there are numerous case-studies of the use of population movements 
and, particularly, the migration processes we can mention only a few 
that study the issue of using them as a policy instrument [1–3]. We can 
also state the lack of studies that examine the following aspects: the 
preconditions for the external influence on the international processes 
of the population movements; how the political actor’s directing of the 
migration processes with the aim of their further use as a destructive 
policy instrument can be identified and prevented [4; p. 143].  

Purpose of the report is to identify the principal 
characteristics of the population movements that turn them into the 
attractive hybrid warfare instrument. 

Main part 
Having studied some of the most well-known concepts of the 

contemporary foreign policy confrontation we identified the 
principal methods and instruments for the hybrid influence, than we 
identified the population-related ones: 

The use of political refugees for propaganda purposes in the 
concept of Political Warfare by G. Kennan [5]; 

Riddance to the active segment of population in the concept 
of Mutiny-War by E. Messner [6]; 

The psychological and informational pressure on the 
population; causing the tension and turmoil among the population in 
the Forth-Generation Warfare [7]; 

The political control over the excluded or displaced 
population; the intimidation and the violence towards the population; 
the expulsion of the population with the inappropriate identity in the 
concept of the New Wars by M. Kaldor [8]; 

The preparation of the population to the participation in the 
unrests, protests, etc. in the Hybrid War concept by V. Gorbulin [9]; 
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In the context of the above-mentioned concepts the 
population movement seems to be reasonable for the policy actor if: 
1) local population defies the external influence; 2) newly
immigrated population can be turned into the source of 
conflictogenity. The important feature of the population movements 
like the directed migration cannot bear the conflict potential at the 
first glance; however they can be used to achieve the necessary 
strategic results, to gain the foreign policy advantage in order to 
achieve the hybrid war objectives. 

As a whole we can define two main characteristics of the 
population movements that explain the policy actor’s interest in their 
use as a hybrid warfare instrument: 

1) Their effectiveness that means that the actor by using the
population movements can change the status of the target country 
and made it to change its policy according to the geopolitical 
interests of the actor; 

2) To be used as the hybrid warfare instruments the
population movements must be controlled and directed by the policy 
actor. Given the peculiarities of the hybrid influence such as its non-
obvious nature, the foreign policy actor has to control and direct the 
population movements in a hidden way or to pretend having the 
noble motivation.  

The international migration processes as the example of the 
population movements can be used as the hybrid war instruments both 
due to their effectiveness and their ability to be controlled and directed.  

Their effectiveness was demonstrated by the political, 
demographic, economic, social consequences of international migration 
for the states over the centuries. In contemporary world the migration 
has obtained the unprecedented scale, there isn’t any country excluded 
from the process of the global population movement.  

In the context of the hybrid warfare we can consider the 
possibility of use the population movements first of all with the aim 
to worsen the conditions of functioning and development of the 
target country, to weaken its political and socio-economic situation 
and, subsequently, to take control of the country. For instance it can 
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be achieved by concentrating in the certain country or region the 
number of people who, being controlled by the actor will be able to 
contribute to the achievement of the actor’s destructive goals. 

However, the second condition for the international 
migration to be used as the hybrid influence instrument has emerged 
fairly recently, along with the rapid development of the information 
technologies and the access of the general public to Internet all over 
the world together with the technologies of the mass consciousness 
manipulation. The interested foreign policy actors have obtained the 
opportunity to encourage people to migrate, influence on their choice 
as for the direction of migration and on the behaviour of both 
migrants and locals. Besides it can be possible for the actor to 
influence on the number of migrants and the migrants with certain 
age, occupations and/or ethnic, religious identity, etc. For example 
one of the essential effects of directed migration in the hybrid war 
context can be the increasing the conflictogenity level of society, the 
formation of the protest potential and, respectively, further 
destabilization of the country from the inside. 

Conclusions 
Given the growing opportunities of directing the 

international migration processes as well as the population 
movements as a whole we must expect the raising possibility of their 
use as the hybrid warfare instrument. It forces us to take that fact into 
account when studying the national defence and security policy 
issues, inter alia the population movements must be constantly 
monitored with a view to their possible destructive effect on the state 
and the possibility of them to be directed by the adversary actor in its 
aggressive foreign policy objectives. It is also necessary to work out 
the set of measures to prevent such destructive use of the population 
movements. Accordingly, this new role and peculiarities of the 
popular movements must be properly addressed while preparing the 
security and defence sector specialists. 
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HISTORICAL PERIODIZATION 
OF ARMED AGGRESSION OF THE RUSSIAN 

FEDERATION AGAINST UKRAINE (2014–2020) 

The processed array of sources and literature makes it possible 
to reproduce with a high degree of probability the actual course of 
major events in chronological order and highlight the key milestones of 
the Russian-Ukrainian armed confrontation at the beginning of the 21th 
century. According to the nature of hostilities, military-political results 
and consequences the armed aggression of the Russian Federation 
against Ukraine in 2014–2020 is divided into initial and three that differ 
qualitatively in purpose, nature and content of combat (special) actions. 
The authors prove that it was the aggression of Russian Federation that 
caused the armed conflict in the East of Ukraine. Ukraine has used the 
forces of the security and defence sector to repel and deter this 
aggression. The form of their application from April 14, 2014 to April 30, 
2018 was an anti-terrorist operation, and after – the Joint Forces 
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Operation. This provided a basis for further research into the armed 
conflict in the East of Ukraine to provide a clear understanding of the 
nature and essence of Russia’s hybrid war against Ukraine, to analyse 
its evolution, and, moreover, to summarize the experience of countering 
hybrid threats in the military sphere. 

Keywords: “hybrid war”, armed aggression of Russian 
Federation against Ukraine, military action, political and military 
strategy, Armed Forces of Ukraine, Armed Forces of the Russian 
Federation, illegal armed formations, periodization. 

Introduction 
Problem statement. At the beginning of the XXI century, the 

Russian Federation (hereinafter – RF), strengthening the 
authoritarian regime and strengthening its military potential, began to 
claim the status of a world power, one of the main centres of global 
influence on international relations and the modern world order. 
Remarks such as that not the idea of territorial integrity and 
constitutional order should be in the epicentre of the formation of the 
modern Russian nation but the “millennial Russian civilization 
project” have become more and more common. 

In Russia, much attention is paid to the development of 
theory and practice of hybrid forms and methods of pressure on other 
states. Hybrid warfare is conducted comprehensively. Its main 
components are: ideological, informational, military, socio-political, 
diplomatic, economic and terrorist. In a series of “frozen conflicts” 
(Nagorno-Karabakh, Transnistria, Abkhazia, South Ossetia), the 
aggressor – Russia and Kremlin-led local collaborators ‒ followed a 
similar scenario, but the methods of hybrid action were constantly 
improved. A common feature of such a “war” is the “blurring” of the 
features of the armed conflict and the involvement of various non-
military forces and means, which fundamentally distinguishes it from 
war in the classical sense. 

In early 2014, Euromaidan demonstrated that Russia was 
losing control of Ukraine. Under these conditions, the military-
political leadership of the RF resorted to armed aggression which was 
a planned mean of forcible subjugation of Ukraine. Crimea became the 
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first object of aggression of the RF against Ukraine. The armed 
aggression of the RF against Ukraine has shown that its conduct is 
largely a departure from traditional forms and methods of warfare. 
Military experts from different countries emphasize that Russian 
aggression is of a hybrid nature. 

The military-historical analysis of the Russian armed 
aggression of a hybrid nature, which began against Ukraine in 2014, 
envisages a number of successive research stages. The ordering of 
knowledge about the historical process begins with a chronological 
fixation and description of the events of the past. Based on a reliable 
and complete historical chronicle of events related to the aggression 
of the RF and applying scientific methodology it is possible to 
identify not only causal relationships, but also to determine the 
factors due to which these relationships acquire new stable qualities 
and become objective laws. 

Military-historical science considers periodization as one of 
the methods of studying military conflicts [6; 19; 21; 35; 44]. The 
essence of this method is the division of wars and armed conflicts into 
certain time intervals (periods, phases, stages), which differ 
qualitatively in military-political goals, nature and content of 
hostilities. The boundaries of the period are determined by events that 
mark turning points in military conflicts. Each period covers a 
certain number of military campaigns and operations. It is important 
to note that the planning and conduct of operations is carried out 
according to their objectives. In turn, in military history research, 
while describing operations that have already taken place, they are 
usually divided into stages. In the Western European military-
historical literature, the terms “phase” and “stage” are actively used 
to periodize historical processes, in particular, to denote the 
substructural components of the period. 

Military experts use different types of periodization of 
military conflicts, in particular, distinguish between strategic and 
historical periodization. Strategic periodization is established during 
the planning of the war and implemented during its development. 
This involves the division of the war into several successive parts 
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(campaigns), in each of which certain objectives are achieved by one 
or another composition of the armed forces. At the same time, 
military historians use periodization which divides the war according 
to the actual course depending on the results achieved. Historical 
periodization is determined by the sequence of actions, each time 
period of which has its own name according to its content. 

The analysis of recent research and publications. A number 
of studies, diversed in scope and form, have already been devoted to 
the periodization of the Russian armed aggression against Ukraine, 
the armed conflict in the East of Ukraine, and the anti-terrorist 
operation / Joint Forces operation [1–5; 7–9; 11; 16–17; 22–25; 36–
41; 51; 53]. 

In the project by “Information Resistance” group named “The 
Invasion of Ukraine: Chronicle of Russian Aggression” [17], the 
events of the armed conflict are presented through the author's analysis 
of Russian aggression in 2014‒2016, which is conditionally divided 
into 11 stages. Because the book appeals to a wide audience, the 
periodization of the armed conflict is more popular than scientific. 

A Ukrainian national historian Pavlo Guy-Nizhnik divides the 
events of the Russian-Ukrainian armed conflict into five periods in his 
scientific work “War in the East of Ukraine: the first phase (March 1 ‒ 
August 24, 2014)”. In their formulation, the author tries to use the 
style of large-scale periodization of big wars (“position war”, “frail 
war”), but instead of using military terminology he fails to avoid the 
use of literature cliches (like “Front without resistance”, “Minsk trap”, 
“Norman odds”, etc.) [10]. 

Volodymyr Vilk’s work “Periodization of the Russo-
Ukrainian Hybrid War: 2014–2017” [45], despite its stated name, 
defines only the periodization of the so-called information-
psychological war of the Russian Federation against Ukraine in 2013–
2015. 

Representative of Lviv Military History School, Doctor of 
Historical Sciences, O. M. Kutska divides the anti-terrorist operation 
in two periods within which she allocates 14 stages “in order to 
identify and isolate indirect changes in studying the experience of 
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using the Armed Forces and other paramilitary formations of 
Ukraine (emphasized by us because the term is not precise) within 
the framework of anti-terrorist operation in 2014–2018” [20]. 
However, the Lviv researcher does not explain many of her 
approaches, in particular: why he determines the gap between the 
second (21.5 – 6.7.2014) and third (7.7.2014) stages of the 
manoeuvring period (emphasized by us) and does not take into 
account that the beginning of active actions of the anti-terrorist 
operation forces accounts for
1 July 2014 – in accordance with the decision of the Supreme 
Commander of the Armed Forces of Ukraine. The place of the 
Debaltsevo operation (February 2015) in the periodization remains 
unclear. The author indicates the date of completion of the ATO ‒ 
23.02.2018. In fact, a large-scale anti-terrorist operation in some 
areas of Donetsk and Luhansk oblasts lasted from April 14, 2014 to 
April 30, 2018. On that day, the format the anti-terrorist operation in 
the East of Ukraine was changed for the Joint Forces Operation. 

Scientists of the Central Research Institute of the Armed 
Forces of Ukraine proposed another version of the periodization of 
the anti-terrorist operation dividing it into stages [12–15; 38; 52]. 
This approach seems appropriate because the periodization of 
transactions is carried out as described above in stages. However, if 
we analyse the armed conflict or war in general and seek to 
emphasize its significance for Ukrainian society and the international 
community, in our opinion, it is appropriate to divide the time in 
history, when the Russian aggression against Ukraine continued, into 
periods. 

Purpose of the report is to offer a version of the periodization 
of the Russian armed aggression against Ukraine in 2014–2020, to 
structure the accumulated factual material and create a basis for further 
scientific research to study this phenomenon to have a clear 
understanding of the nature and essence of Russia's hybrid war against 
Ukraine, to analyse its evolution and, finally, to generalize the 
experience of counteracting hybrid warfare in the military sphere. 
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Main part 
The Scientific Centre for Military History of Ivan 

Cherniakhovskyi National Defence University of Ukraine worked 
out the scientific and journalistic publication “White Book of the 
Anti-Terrorist Operation in the East of Ukraine (2014–2016)” [43]. 
The cooperative involvement of various structures of the security and 
defence sector made it possible to comprehensively explore the role 
and place of the Ukrainian defence forces in counteracting the 
aggressor [46–50]. The authors carried out a historical periodization 
of the armed conflict in the East of Ukraine, dividing it into major 
periods and distinguishing in them the stages that are qualitatively 
different in purpose, nature and content of hostilities. The authors 
covered the actual course of the major events in chronological order 
and highlighted the key milestones of the Russian-Ukrainian armed 
confrontation at the beginning of 21st century. The periodization of 
the armed conflict in the East of Ukraine was agreed by the General 
Staff of the Armed Forces of Ukraine and approved by the Minister 
of Defense of Ukraine. The English-language version of the book 
was presented at the NATO-Ukraine Partnership and Collective 
Security Committee meeting held at Alliance Headquarters in 
November 2017. The materials of the White Book of the ATO, 
including the historical periodization of the ATO, have been 
approved by representatives of NATO countries and taken into 
account in the coverage of the events of the armed conflict in the 
East of Ukraine. However, this version of periodization of the armed 
conflict in the East of Ukraine was not complete enough as it was 
limited by the events of 2016. 

At the request of the Administration of the President of 
Ukraine, specialists of the Military History Research Center prepared 
information and reference materials on the chronology of events in 
2014–2019 that took place in the Autonomous Republic of Crimea 
and during the ATO/JFO in the East of Ukraine [52]. Relevant 
materials [18] were sent to the education authorities, educational 
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institutions for use in lessons of Ukrainian history, as well as during 
the organization and conduct of patriotic educational activities. 

The authors of this report participated in the development of 
the historical periodization of the anti-terrorist operation in East of 
Ukraine, certified in February 2020 by the Copyright Registration 
Certificate of the Ministry of Economy, Trade and Agriculture of 
Ukraine (No. 96155, registration date 18.02.2020). 

Merging all the developments, we propose such a version of 
the periodization of the Russian armed aggression against Ukraine in 
2014–2020. 

The initial period of the Russian armed aggression 
Occupation by the Russian Federation of the Autonomous Republic 
of Crimea. Demonstration actions to deploy groups of troops (forces) 
on the borders. destabilization of the situation by the Russian special 
services in the Eastern and Southern regions of Ukraine (February 20 – 
early April 2014) [12]. 

I period of the armed conflict in the East of Ukraine. 
Overcoming the “hybrid aggression”. The active engagement of the 
ATO forces in the liberation of Donetsk and Lugansk regions from 
the Russian terrorist groups. Holding off the Russian troops invasion 
(beginning of April – September 5, 2014). 

• The first stage. Employment of the armed conflict in the
East of Ukraine by the intelligence services of the Russian 
Federation (April – June 2014). 

• The second stage. Liberation of the territory of the East of
Ukraine from Russian terrorist cells (July 1 – August 24, 2014). 

• The third stage. The invasion of the Russian Armed Forces
military units on the territory of the Donetsk and Luhansk regions of 
Ukraine (August 25 – September 5, 2014). 

II period of the armed conflict in the East of Ukraine. 
Conflict localization in certain districts of Donetsk and Luhansk 
oblasts (September 5, 2014 – April 30, 2018). 

• The Fourth Stage. Stabilization of the Confrontation Line
in the East of Ukraine (September 5, 2014 – January 14, 2015). 
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• The Fifth Stage. Repulse of the Second Offensive of the
Russian Occupation Forces (January 15 – February 20, 2015). 

• The Sixth Stage. Strengthening the Defence Line in East of
Ukraine (February 21, 2015 ‒ September 20, 2016). 

• The Seventh Stage. Breeding of forces and means of
warring parties (from September 21, 2016 ‒ November 2017). 

• The Eighth Stage. Improvement of troops (forces)
command and control system. Completion of anti-terrorist operation 
(November 2017 ‒ April 2018). 

III period of the armed conflict in the East of Ukraine 
Conduct of Joint Force Operation (from April 30, 2018).  

The use of the Joint Forces in the third period was 
characterized by a transition to predominantly defensive actions; was 
determined by the requirements for the withdrawal of heavy weapons 
from the line of demarcation and the creation of security zones, by 
stable retention by the joint forces of certain areas, boundaries and 
positions, a slow advance of Ukrainian subunits deep into the 
territory and taking control of certain settlements of the so-called 
“grey zone” without violating the Minsk agreements. 

Conclusions 
The armed aggression of the Russian Federation against 

Ukraine has had devastating effects on European and global security. 
At the same time, the aggression testified that the application of the 
forces was largely a departure from the traditional forms and 
methods of warfare and had elements of a “hybrid” nature. 

The armed aggression of the RF led to the occupation of the 
Crimea, and to an armed conflict in the East of Ukraine [26–34]. To 
counteract and deter this aggression, the Ukraine has deployed the 
security and defence sector forces. From April 14, 2014 the form of 
application of the security and defence forces was the anti-terrorist 
operation (ATO), and from April 30, 2014 it is the Joint Force 
Operation (JFO). 

The events of 2014‒2020 became the most serious exam for 
the existence of Ukrainian state. In this tumultuous time of trials, 
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military personnel of the Armed Forces of Ukraine, other military 
formations, representatives of law enforcement and volunteer 
formations displayed personal courage and heroism in the defence of 
the state sovereignty and territorial integrity of Ukraine, selfless 
service to the Ukrainian people. 

Ukraine’s experience of battling “hybrid” aggression in the 
military sphere needs a comprehensive study. 

The military-historical analysis made in the report is the 
basis for further scientific research to study the armed aggression of 
the RF against Ukraine in order to have a clear understanding of the 
nature and essence of Russia's “hybrid” war, analyse its evolution 
and finally summarize the experience of countering “hybrid” military 
aggression in the military sphere, investigate the peculiarities of the 
military units (sub-units) employment in a “hybrid” type of conflict. 
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CIVIL-MILITARY COOPERATION 
OF THE ARMED FORCES OF UKRAINE  

IN COUNTERING THE HYBRID RUSSIAN 
AGGRESSION IN THE JOINT FORCES OPERATION 

This research look at tasks of forces and means of civil-military 
cooperation (CIMIC) of the Armed Forces of Ukraine (AFU) in 
countering the hybrid Russian aggression against Ukraine. The aim of 
this report is defining priority tasks of AFU CIMIC organizational 
structures in the sphere of countering the hybrid Russian aggression 
against Ukraine in the Joint Forces (JF) operation.  

To achieve this goal and solve problems, there were used 
generalization and analysis of personal experience of one of the authors 
serving in the AFU CIMIC group in the zone of anti-terrorist operation 
(ATO) in 2015, information and analytical materials from open and 
electronic (Internet) sources on practical activities of AFU CIMIC 
forces in the zone of ATO / Joint Forces operation (JFO) in Donetsk and 
Luhansk regions. 

The main results of the report are recommendations to the 
military authorities and scientific and pedagogical communities on 
counteraction to the hybrid aggression of Russia against Ukraine by the 
forces and means of the AFU CIMIC. 

Conclusions and scope. The priority tasks of the AFU CIMIC in 
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counteracting Russia's hybrid aggression against Ukraine are 
protection of civilians, creation of conditions for sustainable social and 
economic development of the region, building the potential of synergy of 
civil-military cooperation between the Joint Forces and state and local 
authorities, interaction with international humanitarian organizations. 

Keywords: Russian hybrid aggression against Ukraine, Joint 
Forces operation, counteraction, civil environment, civil-military 
cooperation. 

Introduction 
Problem statement. Countering Russia's hybrid aggression is 

an integral part of ensuring Ukraine's national security. One of the 
areas of counteraction was the introduction of a comprehensive 
NATO approach to planning and conducting military operations, 
which involves building a system of working with the civil 
environment in the operation zone. This function in the Armed 
Forces of Ukraine is assigned to the structures of civil-military 
cooperation of the Armed Forces of Ukraine. Therefore, research is 
needed in the field of combating hybrid aggression by the forces and 
means of the AFU CIMIC. 

The analysis of recent researches and publications. The 
formation of the AFU CIMIC was considered in the context of 
studies of the participation of the Armed Forces of Ukraine in 
international peacekeeping and security operations in Iraq, Bosnia 
and Herzegovina, Kosovo, Afghanistan, Somalia, Rwanda and Haiti. 

Recently, a number of publications has appeared on the 
problematic issues of functioning the AFU CIMIC in Eastern 
Ukraine in the conditions of a hybrid war. These are, in particular, 
materials of scientific and practical conferences on “Actual problems 
of interaction between civil society and the Armed Forces of 
Ukraine”, “Ukrainian society in war: current challenges and 
prospects for peace”, separate publications by I. Shopina, 
I. Koropatnik, M. Ozhevan, O. Nozdrachov, O. Milchenko, 
P. Tkachuk, M. Seredenko and others. 

Scientific achievements of the above authors, as well as the 
results of the analysis of the current regulatory framework of the UN, 
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NATO and some western countries (USA, Canada, Denmark, 
Sweden), domestic and foreign public administration practices of the 
CIMIC have allowed to resume its institutionalization in Ukraine 
since 2014. 

However, issues related to the counteractionby the forces and 
means of the AFU CIMIC to the hybrid aggression of Russia against 
Ukraine remain unexplored. 

Purpose of the report is to determine tasks of the AFU 
CIMICforces in the field of counteracting hybrid aggression of 
Russia in the JF operation zone. 

Main part 
The practical implementation of the CIMIC in the UAF 

coincided with the beginning of the Anti-Terrorist Operation in 
certain districts of Donetsk and Luhansk regions (CDDLR). At that 
point, the need for civil-military cooperation as a continuous process 
of supporting and supplying the military forces, establishing liaison 
with local authorities, partial coordination and involvement of 
international organizations in the most humanitarian-sensitive areas 
of the operation became quite obvious. 

Having analyzed how the ATO tasks had been accomplished 
in the first month of the operation, one can see a critical situation in 
establishing cooperation between commanders of the UAF units, 
other security and defense sector components, local self-governing 
authorities and the local population: negative attitude of the locals to 
the UAF presence, hindering their movement in the operation area, 
self-removal of the local authorities from performing their functional 
duties, inability or unwillingness of the law enforcement agencies 
(police, territorial bodies of the SSU, and SESU units) to perform 
tasks assigned by their functional duties [1]. 

Due to this, the UAF General Staff decided to establish 
CIMIC groups that would purposefully build up cooperation with the 
civilian population and local authoritiesin the territories where 
Ukrainian military units were located using the experience of 
participating in various peacekeeping operations. The first UAF 
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CIMIC unit consisting of two groups began its work in the Anti-
Terrorist Operation zone on May, 2014 [2]. 

The first CIMIC unit was assigned with three tasks: 
– to organize liaison with the civil sector, law enforcement

agencies and UAF units; 
– to assist the civilian population (to create conditions for

obtaining humanitarian aid by educational, medical and social 
institutions, to involve charitable public organizations in 
rehabilitation of victims of terrorist acts, and to restore the destroyed 
infrastructure); 

– to assist commanders of the UAF units in accomplishing
the assigned tasks. 

Taking into account the experience gained by the CIMIC 
structures at all governance levels in the period from 2014 to 2019, 
we propose the following meaning of the term “civil-military 
cooperation”: CIMIC is a set of actions carried out by the UAF and 
other defense forces components, synchronized on aim, objectives, 
location and time to liaise with local public authorities, self-
governments, public associations and other legal entities and 
individuals in order to provide favorable conditions for military 
commanders, military formations and units to perform their assigned 
tasks using military and non-military means. 

The content of the CIMIC in the UAF has national 
connotation in contrast to the CIMIC in international peacekeeping 
and security operations. The CIMIC was established according to the 
international experience of coordination between military units and 
the civilian population, in particular during peacekeeping operations 
under the auspices of the UN and other international security 
organizations. At the same time, the current situation in Ukraine has 
its own peculiarities which were taken into account during CIMIC 
development and choosing its strategic lines of action. 

Ukrainian situation has the following peculiarities: 
– liaison with the civilian environment is being established

under conditions of strong informational influence of the aggressor 
state on the local population. At the same time, aggressor state 
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participation in the war is being firmly denied despite a number of 
irrefutable evidence. The other party is being accused of the 
aggressor’s own crimes and the international humanitarian law is 
being ignored [3]; 

– no language barrier between military and civilians,
common historical mentality of the parties involved, knowledge by 
the military of cultural features of the region, common legal field 
acts for the military as well as for the civilians; 

– better coordination between the military and
representatives of other ministries, departments at the state and 
regional levels; 

– performing the assigned tasks by the CIMIC structures in
the ATO / JFO area in the 30-50-kilometer zone along the 
demarcation line [4, p. 15], including within the demarcation 
(combat) line at the depth of company’s area of responsibility, and in 
the “gray zone”, if necessary; 

– a part of the humanitarian tasks (restoration of critical
infrastructure, humanitarian demining, participation in patriotic 
education of the civilian population) are performed by the CIMIC 
structures together with state structures in accordance with their 
functional purpose; 

– no financial and material resources in the UAF CIMIC
structures. Therefore, resources of international organizations, 
NGOs, volunteer organizations, charitable foundations, and 
government agencies should be actively attracted to implement 
CIMIC projects. 

The UAF CIMIC system development. The CIMIC system 
means a set of interconnected entities (bodies, forces, and means) of 
the UAF and other military formations and civil environment 
entities, as well as technologies of influencing them to prepare 
conditions for the troops (forces) to successfully perform their tasks. 

In 2014, after the liberation of certain territories of Donetsk 
and Luhansk regions from terrorist militants, there were settlements 
where local authorities were either discredited or lacking. This 
created preconditions for a humanitarian catastrophe. So, it was 
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decided to increase the number of CIMIC groups, diversify military 
specialties of the UAF personnel involved in the groups, expand 
activities to other sectors of the ATO zone and create the UAF 
CIMIC system according to the NATO standards with due account 
for the peculiarities of the Russian-Ukrainian conflict. 

The CIMIC structure includes both in-service and 
temporarily units of the UAF CIMIC. It has been implementing in 
the general structure of the UAF and in the ATO areas in Donetsk 
and Luhansk regions since 2015 [5]. 

Joint CIMIC centers, CIMIC groups in brigades, and CIMIC 
operational groups operate at the tactical level of the CIMIC system. 
All CIMIC units must follow a consistent and coordinated approach 
to CIMIC activities and plans. 

The CIMIC Directorate of the UAF was established in 
January 2015 in accordance with the decision of the Chief of the 
UAF General Staff [6]. It focused on the following lines: 

– forming a conceptual basis of the UAF CIMIC activities;
– defining functions and tasks of CIMIC organizational

structures; 
– development of UAF CIMIC capabilities adequate to the

needs of the UAF. 
The regulatory framework for the UAF CIMIC activities had 

been elaborated in a very short time. 
At the same time, efforts to develop UAF CIMIC forces and 

means (establishment of UAF CIMIC units, their equipping and 
professional training) were undertaken. CIMIC groups, CIMIC 
departments, CIMIC coordination groups, and UAF CIMIC Joint 
Centers were defined as the main structural elements of the UAF 
CIMIC. 

Measures to join the CIMIC to international military 
cooperation activities (in particular, the “Partnership for Peace” 
program, the Plan and Review Process to achieve the objective 
G1105 “CIMIC Capabilities” of the Operational Capabilities 
Concept and the Assessment and Feedback Program) were taken. 

The activity of the CIMIC structures was regulated in order 
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to include them into the UAF C2 system: the report forms on civilian 
environment assessment at all levels of military administration were 
elaborated, and the CIMIC units were included in the UAF strategic 
communications system. 

The system of information support of the UAF CIMIC was 
being improved. A “Civil-Military Cooperation” group has been 
created on Facebook, where the results of the work of the CIMIC 
groups in the ATO zone (photos, articles, and videos) are 
periodically presented. Liaisons with Ukrainian NGOs and volunteer 
organizations were established in order to coordinate their assistance 
to UAF servicemen and military units [7]. 

The CIMIC units expanded the field of their functional 
activities. Based on the order of the Cabinet of Ministers of Ukraine 
“On the Measures to Immortalize the Memory of the Defenders of 
Ukraine until 2020”, the CIMIC was tasked with finding and 
exhuming the bodies of the dead servicemen of the UAF, law 
enforcement agencies and other military formations within the 
framework of the humanitarian project “Evacuation 200” [8]. From 
September 3, 2014 to December 2019, CIMIC search teams 
evacuated 1791 bodies (remains) of the dead servicemen of the UAF, 
law enforcement agencies and other military formations from the 
ATO area (including 262 from the temporarily uncontrolled territory) 
[9]. In this regard, the UAF CIMIC Directorate has established 
cooperation and is continuously working with the International 
Committee of the Red Cross in Ukraine. 

Information and psychological support of families of 
servicemen who went missing (died) during the ATO (combat 
operations) is carried out on the basis of the directive of the UAF GS 
No. D-8 of February 22, 2016 “On the Organization of Work with 
Families of Missing (Killed) Servicemen of the Armed Forces of 
Ukraine” [10]. 

An important area of improving the CIMIC organizational 
structure as a component of the security and defense sector is to 
bring the UAF CIMIC system to NATO type J-structures within the 
transformation of military administration bodies. This will allow the 



175 

CIMIC system to gain additional capabilities in promoting 
democratic civilian control and legal regime of martial law. The 
CIMIC influence has been expanded due to the organization of 
CIMIC groups within the National Guard of Ukraine and the State 
Border Guard Service of Ukraine [11]. 

Activities of the CIMIC units in the ATO / JFO zone. After 
reaching the Minsk Agreements [12], the events in the East of 
Ukraine became less intense, the struggle moved to softer methods of 
waging the undeclared war. This means that the conflict in the East 
of Ukraine is not a classical military confrontation. There is a 
struggle to form a pro-Ukrainian worldview of the residents of 
Donbas in which the CIMIC groups are in a leading position. 
Therefore, the activities of the UAF CIMIC in the area of 
accomplishing measures on ensuring national security and defense, 
repulse and deter the armed aggression in the Donetsk and Luhansk 
regions have some peculiarities due to the organization of interaction 
with defense forces components and civilian environment under the 
hybrid aggression. 

The key task of opponents in a hybrid war is to turn the 
civilian population to their side. A striking example of this is the 
“humanitarian convoys” and the “compulsory passportization of 
Ukraine citizens” by the Russian Federation in the temporarily 
occupied territories of the certain districts of Donetsk and Luhansk 
regions (CDDLR). The first step towards neutralizing this action was 
the instruction of the President of Ukraine to develop a program that 
will motivate young people from the occupied territories to keep 
Ukrainian citizenship [13]. The CIMIC structural units efforts in 
conducting socially oriented projects to counteract the adverse 
informational influence of Russian propaganda and their 
participation in information operations deserve special attention. 

Under the conditions of countering the hybrid aggression, 
UAF CIMIC activities started to change in 2018, after the Law of 
Ukraine “On the Peculiarities of the State Policy to Ensure Ukraine’s 
State Sovereignty in the Temporarily Occupied Territories in 
Donetsk and Luhansk Regions” [14] had been adopted and the JFO 
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had been launched. The transition to measures to ensure national 
security and defense, repulse and deter armed aggression of the 
Russian Federation required changes in the UAF CIMIC policy. In 
particular, protecting civilians is the top priority of the Joint Forces 
Command in the humanitarian sphere during the military operation 
in the East of Ukraine. 

This requires to form new lines of UAF CIMIC activities in 
countering hybrid aggression. To this end, a system for preventing 
casualties [15] among the civilian population has been established, 
efforts in national-patriotic education, mine awareness and restoration 
of regional critical infrastructure have been intensified, and the 
humanitarian “Aid East” initiative has been launched in 2018. 

Infrastructure restoration is an important line of 
operationsfor CIMIC. UAF CIMIC groups helped organize 
restoration of gas supply in Maryinsky district, electricity supply in 
Krasnohorivka, duplication of the electrical line from Maryinka to 
Novomykolayivka and many other important projects to restore vital 
infrastructure [1]. 

A humanitarian initiative of the Joint Forces Command 
“Help East” was recognized as an important component of the Joint 
Forces’ activities. It is a multidisciplinary multifaceted program of 
targeted actions to help Donbas civilians. UAH 5.8 million assistance 
to medical and social protection establishments has been provided 
under this project. The number of measures to restore housings, 
critical infrastructure and social facilities in the areas adjacent to the 
contact line in Donetsk and Luhansk regions is growing. 

The UAF CIMIC groups are tasked with coordinating 
demining activities in the territories liberated from the terrorists. 
Since the beginning of the armed conflict in Donbas, sappers found 
and neutralized 253,716 explosive devices with the coordination 
assistance of the CIMIC. Demining teams cleared about 4,030 
hectares of land and 1,356 kilometers of roads. Today there are about 
40 demining  groups in the JFO area. Generally, UAF representatives 
perform tasks on the first line of defense, SESU sappers work on the 
second and third lines, and the State Special Transport Service is 
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engaged in demining railway tracks. Representatives of the Armed 
Forces of Ukraine are also involved in the humanitarian demining of 
the Donbas territory [16]. 

In addition to the UAF and SESU units, international and/or 
non-governmental organizations may be involved in demining 
activities. In particular, the HALO Trust, the Danish Demining 
Group (DDG) and the ‟Fondation Suisse de Déminageˮ(FSD) as 
well as national non-governmental operators “Demining Solutions” 
and “Demining Team from Ukraine” were involved in the JFO. This 
implies that CIMIC officials (mainly from the CIMIC Joint Center) 
were actively involved in coordination of these activities. 

The CIMIC has been entrusted with some tasks (related to 
the principles and norms of international human rights and 
international humanitarian law concerning civilians) which cannot be 
solved by its forces and means alone. Such tasks require a 
comprehensive interagency approach and are entrusted to various 
military units (services), public authorities, government structures, 
international and/or non-governmental organizations, etc. These 
tasks, aimed at protecting victims of the armed conflict, include: 

– protection of civilians;
– protection of women during armed conflicts and in post-

conflict periods; 
– protection of children during armed conflicts;
– protection of the cultural heritage [4, p. 119].
Liaisons with educational establishments and participation in 

military-patriotic education of children and youth, participation in 
providing certain administrative services to local people may be 
additional tasks of the CIMIC Joint Center. 

Military-patriotic education of youth and local population 
means participation in arranging lessons of courage and measures for 
military-patriotic education of youth in a spirit of readiness to defend 
their homeland. 

The UAF CIMIC worked out guidelines[4, p. 37] on civilian 
environment monitoring and analysis. Such NATO methods as 
passport of the settlement, PMESII-PT-analysis, ASCOPE-analysis, 

http://www.fsd.ch/content/view/93/194/
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ASCOPE-3D-analysis, SWOT-analysis, PMESII-ASCOPE-analysis, 
link analysis, PMESII-SWOT-analysis, ASCOPE-SWOT-analysis, 
PMESII-ASCOPE-SWOT-analysis, and civilian environment 
express assessment have been adapted to the needs of the UAF 
CIMIC. The attitude of the civilian population towards the UAF is 
assessed according to “threatening – unfavorable – favorable” scale. 

CIMIC servicemen work both in the “gray zone” and along 
the contact line. Besides, CIMIC groups are making considerable 
efforts to release Ukrainian servicemen from captivity.  

Liaisons with international and/or non-governmental 
organizations operating in the East of Ukraine have been 
strengthened. The interests of these organizations include functions 
of controlling ceasefire, monitoring of respecting human rights, 
supporting internally displaced persons (IDPs) from the occupied 
territories, and providing humanitarian aid. 

The UAF CIMIC Directorate deals with problems of IDPs in 
the closest cooperation with the UN Office of the High 
Commissioner for Refugees. The Office of the UN High 
Commissioner for Human Rights has focused its activities in Ukraine 
on documenting human rights violations during the military conflict 
in Donbas and handing them over to the International Criminal 
Court. Cooperation with the International Committee of the Red 
Cross has begun as early as in 2014 in the formsof first aid exercises 
and direct assistance to civilians. As the next step, the Memorandum 
of Cooperation and Mutual Understanding was signed in 2017. And 
representatives of the Red Cross practiced a deployment of a transit 
camp for evacuees as part of joint exercises already in 2018. 

The international NGO “Center for Civilians in Conflict” 
(CIVIC Center) is implementing “Building Capabilities to Protect 
Civilians in the East of Ukraine” project [17]. It helps establish and 
implement a system of collecting and analyzing information about 
the hostility damage to civilians, train servicemen in preventing 
civilian casualties and promote formation of state policy on 
protecting civilians in the conflict. It was also agreed that the 
Ukrainian side would be able to study the world practices in 
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development and implementation of systems and processes to protect 
civilians in operations under conflict conditions according to NATO 
standards as well as adopted in international peacekeeping missions. 

Conclusions 
Ukraine is countering Russian hybrid aggression through a 

set of measures covering all spheres of national life. The UAF civil-
military cooperation system created according to NATO standards is 
one of the entities that counter the aggression. 

The main tool for countering the hybrid aggression is 
arrangement of interaction between the UAF CIMIC structures (and 
other defense forces components) and the civilian environment in the 
area were measures on ensuring national security and defense, 
repulse and deterrence of the armed aggression in Donetsk and 
Luhansk regions are being performed. To achieve this, coordination 
groups, search teams, CIMIC groups and joint CIMIC centers work 
in the JFO zone. 

The UAF CIMIC conducts the most effective activities in the 
military, information and humanitarian spheres. 

The UAF CIMIC military forces monitor the civilian 
environment in the operation area, assess the attitude of the civilian 
population to the UAF. The CIMIC forces are also tasked with 
finding and exhuming the bodies of the dead servicemen of the UAF, 
law enforcement agencies and other military formations within the 
framework of the humanitarian project “Evacuation 200”. 
Information and psychological support of families of servicemen 
who went missing (died) during the ATO (combat operations) is 
carried out. 

The UAF CIMIC forces are involved in strategic 
communication activities, organize communication with the media, 
participate in socially oriented projects to counter adverse 
information influence of Russian propaganda and information 
operations, and maintain a “Civil-Military Cooperation” page on 
Facebook. 

The JFO Command humanitarian priorities are: protecting 
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civilians, creating conditions for sustainable social and economic 
development of the region, building the potential of civil-military 
cooperation between the Joint Forces, state and local authorities, and 
interacting with international humanitarian organizations. These 
objectives are being achieved through the implementation of “Help 
East” project, which is a multidisciplinary and multifaceted program 
of targeted actions to help civilians in Donetsk and Luhansk regions. 

The UAF CIMIC groups are tasked with coordinating 
activities of public authorities, special law enforcement agencies, 
international humanitarian organizations in the field of mine 
awareness, delivery of humanitarian goods, and restoration of critical 
infrastructure (power grids, gas pipelines, water supply systems, and 
housing repairs). 

Interaction between the CIMIC groups and international 
organizations working in the East of Ukraine helps protect the civilian 
population. These organizations perform functions on controlling 
ceasefire, monitoring respect for human rights, supporting IDPs from 
the occupied territories, humanitarian aid, and monitoring compliance 
with international humanitarian law. The Office of the UN High 
Commissioner for Refugees, the International Committee of the Red 
Cross, and the “International Center for Civilians in Conflict” (CIVIC) 
are the most influential among these organizations. 
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INFORMMATION SECURITY IN THE COURSE 
OF COUNTERACTING HYBRID AGGRESSION 

The publication is devoted to outlining a general approach to 
understanding the theoretical foundations of information security of the 
state, in particular in the military sphere. Legislative axiomatics is given 
as a basis for theoretical provisions of information security of Ukraine, 
including its components - cybersecurity (cyber defense), state 
communications. In the course of research such methods as analysis, 
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system approach, axiomatic approach, logical approach, comparison, 
generalization were used. The implementation of these research results 
will allow to respond most adequately to "hybrid" threats of an 
informational nature, including in cyberspace. 

Keywords: “hybrid” aggression, military sphere, information 
security of the state, cybersecurity, cyber defense, state communications. 

Introduction 
Problem statement. One of the main conclusions of Russia's 

“hybrid” war with Ukraine is the conclusion that the role of its 
information component has multiplied. The consequence of this is 
the need for immediate and priority building of the relevant 
capabilities of the Defense Forces of Ukraine to strengthen the 
information security of the state in the military sphere in all its 
components. A significant part of the necessary measures for this is 
provided by the legislation of Ukraine. In this regard, the Ministry of 
Defense of Ukraine is tasked with countering special information 
operations directed against the Armed Forces of Ukraine and other 
military formations (Doctrine of Information Security of Ukraine, 
2017 [1]). In addition, it is responsible for repelling military 
aggression in cyberspace (cyberdefense), military cooperation with 
NATO and other defense actors to ensure the security of cyberspace 
and joint protection against cyberthreats (Cybersecurity Strategy of 
Ukraine [2], Law of Ukraine “On the basic principles of 
cybersecurity in Ukraine” [3]). The implementation of these tasks is 
detailed in the relevant regulatory and planning documents of the 
national and departmental level. 

At the same time, despite the ongoing organizational and 
executive measures, countering aggressive information actions by 
Russia, as an integral part of the ways to wage a “hybrid” war with 
Ukraine, must become more effective. The main condition for this 
should be the presence of a developed theoretical basis for information 
security of the state, in particular in the military sphere. However, 
there is no stable theory on this issue today. This unfortunate situation 
is a problem that needs to be addressed immediately. 
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The analysis of resent researches and publications. The 
current state of the problem of information security, in particular in 
Ukraine, is characterized by active attempts to develop appropriate 
theoretical foundations. This is evidenced by numerous publications 
in scientific journals. Among domestic scientists and specialists this 
problem is paid attention to in the works of O. Yudin, V. Bogush, 
V. Gorbulin, M. Bychenok, V. Petryk, V. Ostroukhov, 
M. Prysyazhnyuk, V. Tolubko, I. Rusnak, V. Telelym [4–8] and 
others. These works cover the socio-legal aspects of information 
security, the protection of the information space of Ukraine, provide 
a number of definitions in this subject area. And in the military 
sphere the peculiarities of ensuring the information security of the 
state in the context of counteracting information wars are outlined or 
the evolution of forms and methods of modern information struggle 
is described. 

At the same time, despite the significant number of 
professional publications, the issue of information security of the 
state, in particular, in the military sphere, at the system level in 
Ukraine is still not properly addressed. There is no common 
understanding of the basic terminological categories of this subject 
area. This is detrimental to the creation of an adequate regulatory 
framework, which negatively affects both theoretical generalizations 
and practical actions. In this regard, the basic element of 
counteracting the “hybrid” aggression of Russia against Ukraine 
today is the task of counteracting information aggression. In turn, 
this complex task requires a systematic understanding of the 
theoretical foundations of information security of the state, including 
its components – cybersecurity, including cyber defense, strategic 
communications, etc., primarily in the military sphere. 

The first attempts to consider the topic of information 
security of the state from the standpoint of a systematic approach 
were made in the works of P. Snitsarenko and co-authorship [9–11], 
including in the military sphere. In these works it is determined that 
ensuring the information security of the state, in particular in the 
military sphere, is a systemic problem that needs to be solved in a 
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complex, without separating one component from another. 
Thus, the question of determining the essence of information 

security of the state, in particular in the military sphere, including the 
role and place of cybersecurity (cyberdefense), strategic 
communications, etc. in modern conditions of counteracting “hybrid” 
aggression, remains insufficiently covered, therefore, it is relevant 
for research. 

Purpose of the report. The purpose of the publication is to 
determine from the standpoint of a systematic approach to the 
essence of information security of the state, in particular in the 
military sphere, as well as cybersecurity (cyberdefense), strategic 
communications, etc. in modern conditions of “hybrid” aggression. 

Main part 
A provision from Article 17 of the Constitution of Ukraine 

states: “…to ensure [Ukrainian] economic and informational security 
are the most important functions of the State and a matter of concern 
for all the Ukrainian people.” This provision is fundamental to 
ensuring information security of Ukraine in any sphere of life, 
including in the military domain. Note that that this requirement is 
placed on a par with the protection of Ukraine’s sovereignty and 
territorial integrity and ensuring state economic security, which means 
the highest state priority. Moreover, the Constitution of Ukraine does 
not mention anything else regarding the information sphere. Therefore, 
this provision regarding Ukrainian information sphere should be 
considered and perceived as the first and key legislative axiom. 

Considering the first legislative axiom for the information 
sphere of Ukraine, there must be a legislative understanding 
(interpretation) of the essence of state information security. It should 
be emphasized that the Ukrainian legislative field does not contain a 
framework law on the state information security. However, the 
legislation defines the essence of information security in the “body” of 
the non-framework Law of Ukraine “On Basic Principles for the 
Development of an Information-Oriented Society in Ukraine for 
2007 – 2015” in this edition. 
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Information security shall be the state of security for vitally 
important interests of the individual, the society and the state which 
shall prevent the causing of damages through: 

– incomplete, untimely and unauthentic information that is
being used; 

– negative information impact;
– negative consequences of using information technologies;
– unauthorized dissemination and utilization of information, as

well as the breach of integrity, confidentiality, accessibility, and 
availability of information. 

There is no other interpretation, denial or clarification of 
information security in other legislative acts of Ukraine which relate to 
the information sphere and came into force after this law. Therefore, it 
can be perceived as the next (second) legislative axiom for the 
Ukrainian information sphere despite some minor inconsistencies in its 
definition. 

This second legislative axiom details the first constitutional 
axiom and corresponds to the systematic approach principle. This 
legislative wording concerning the essence of information security 
may be further clarified (at least, the damage may be caused by both 
“untimely” and “absent” information, i.e., information which is 
impossible of obtain in an urgent need), but in general, the wording is 
quite clear, generalized and balanced. 

The second axiom carries a number of fundamental 
corollaries. 

Corollary 1 of the second axiom. Cybersecurity is information 
security in the digital information resources domain. Therefore, the 
artificial (administrative) separation of information security and 
cybersecurity contradicts the Constitution of Ukraine and logic of all 
information processes, violates the notional principle of systematicity 
(the state or quality of being systematic), and, therefore, cannot be 
accepted in both theory and practice. Unfortunately, this systematic 
methodological error exists in international and national regulations. 
This negatively impacts, in particular, the development of national 
information legislation with further distortion of cybersecurity theory 
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and practice. This methodological error shall be corrected. 
Corollary 2 of the second axiom. Threats to Ukrainian 

information security (regardless of their origin and form of 
implementation: information aggression, intentional manipulative and 
criminal information actions, mechanical destruction, information 
incapacity, unprofessional actions or official inaction) are becoming 
obvious. If materialized, they may harm a person, the society or the 
state. That is, these are such threats: 

– incomplete, untimely and unauthentic information that is
being used; 

– negative information impact;
– negative consequences of using information technologies;
– unauthorized dissemination and utilization of information, as

well as the breach of integrity, confidentiality, accessibility, and 
availability of information. 

Note that the National Security Strategy of Ukraine as of the 
end of 2019 states otherwise. Paragraph 3.6 defines the following 
threats to information security: 

– information warfare against Ukraine;
– no state communication policy;
– insufficient level of media culture of the society.
This does not correspond to the above-mentioned legislative 

definition of the essence of information security (i.e., axiom 2 and its 
corollary) and violates the systematic approach principle. Such a 
strategic narrative can only supplement the above list of threats with 
the exception of the “information warfare” item as politicized and non-
specific in terms of information component itself. 

Corollary 3 of the second axiom. Ensuring Ukrainian 
information security (including in the cyberspace, because the 
cyberspace is an integral part of the entire information domain) is also 
a very obvious process (as countering unprofitability) and stipulates 
implementation of preventive measures against harm due to the 
following factors: 

– incomplete, untimely and unauthentic information that is
being used; 
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– negative information impact;
– negative consequences of using information technologies;
– unauthorized dissemination and utilization of information, as

well as the breach of integrity, confidentiality, and availability of 
information. 

The situation is complicated by additional factors: 
– absence of a state communication policy;
– insufficient level of media culture of the society.
The strategic nature of such precautionary measures has been 

highlighted in the same Law of Ukraine “On Basic Principles for the 
Development of an Information-Oriented Society in Ukraine for 2007 
– 2015”, which defines the way of solving the information security
problem. Let us define the third legislative axiom based on 
this provision. 

Information security in Ukraine (solving the information 
security problem) shall be ensured through: 

– establishment of a fully functional state information
infrastructure and ensuring protection of its critical elements; 

– improving state bodies’ coordination in identifying, assessing
and predicting information security threats, preventing such threats, 
ensuring recovery, and international cooperation on these matters; 

– improving the regulatory framework on ensuring
information security, including protection of information resources, 
countering negative information impact and computer crime, 
protection of personal data as well as law enforcement activities in the 
information sphere. 

These provisions should also be supplemented with the 
following: development of a system of state communications: 
strategic, governmental, and crisis (as a condition for introduction of a 
mechanism for successful implementation of a holistic state 
communication policy to neutralize one of the current information 
security threats). 

In our opinion, the above legislative axioms and their 
corollaries establish the fundamentals underpinning any activity 
aimed at ensuring Ukrainian information security, in particular, in 
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the cyberspace. First of all, it is about laying the theoretical 
foundations of this constitutional direction of activity as a guarantee 
of taking adequate practical measures and the establishment of an 
effective nation-wide system and its components, in particular a 
military component. This requirement is extremely relevant in the 
context of the current resistance to Russian information aggression as 
a basic factor of a hybrid war against Ukraine. 

Currently, Ukraine's defense forces are holding back the main 
burden of Russian aggression in the hybrid war against Ukraine, so it 
is important to consider information security in the military sphere, 
relying on the above axiomatics. 

Conclusions 
1. The lack of a stable theory to ensure the information

security of the state, including in the military sphere, harms the 
creation of an adequate regulatory framework, which negatively 
affects the practical actions. Therefore, the priority task to combat 
aggressive information influence is the need for a systematic 
understanding of the theoretical foundations of information security 
of the state. 

Counteracting the aggressive information influence of 
Russia, as an integral part of the ways of waging a “hybrid” war with 
Ukraine, can become more effective if there is a developed 
theoretical basis for information security of the state, in particular in 
the military sphere. 

2. Legislative axiomatics, as well as its obvious
consequences, should lay the foundation for any activity aimed at 
ensuring information security of Ukraine, including in cyberspace, in 
particular in the military sphere. First of all, it concerns the formation 
of the theoretical foundations of this constitutional direction of 
activity as a guarantee of adequate practical measures. 

3. In accordance with the provisions of the legislation of
Ukraine and the developed theory, the solution to the problem of 
information security of the state, which will respond most adequately 
to “hybrid” threats of information nature (including in cyberspace), 
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should be: 
– creation of a fully functional information infrastructure of

the state and ensuring the protection of its critical elements; 
– increasing the level of coordination of the activities of state

bodies in identifying, assessing and forecasting threats to information 
security, preventing such threats and ensuring the elimination of their 
consequences, the implementation of international cooperation on 
these issues; 

– improvement of the regulatory framework for information
security, including protection of information resources, counteraction 
to negative information influence and computer crime, protection of 
personal data, as well as law enforcement activities in the 
information sphere; 

– development of the system of state communications –
strategic, governmental, crisis as a condition for the implementation 
of a holistic communication policy of the state. 
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THE FEATURES OF INFORMATION 
OPERATIONS COMMITED DURING 

THE RUSSIAN-GEORGIAN WAR IN AUGUST 2008 

The report analyzes practical examples of information 
operations conducted by the Russian Federation during the Russian-
Georgian military conflict in August 2008. The purpose is to cover the 
main components of information operations (computer network 
operations, electronic warfare, military deception, operational security, 
psychological operations) in order to support the kinetic operations of 
the parties during the conflict. It is possible to draw conclusions about 
careful information preparation of the Russian Federation for war, 
active carrying out of multifaceted anti-Georgian information "throw-
ins", its struggle for control of information space for reception of 
geopolitical advantages. 

Keywords: Russian-Georgian war of August 2008, information 
operations, Russian aggression, post-Soviet space, geopolitics, hybrid war. 

Introduction 
Problem statement. The main goal of the Russian Federation 

is military-political dominance in the post-Soviet space, which is 
achieved through the using of the "concept of a strong state" in 
foreign policy towards Georgia, which is implemented through the 
creation of "buffer zones" and "zones of instability"; redistribution of 
influence spheres; splitting existing and preventing the creation of 
new unions. In August 2008, regular military units of the Russian 
Armed Forces invaded Georgia, carrying out an act of aggression in 
accordance with international law.  

The analysis of recent researches and publications. To the 
Russian-Georgian August 2008 war topic are devoted the following 
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works: A. Cohen & R. Hamilton [1] "The Russian Military and the 
Georgia War: Lessons and Implications", P. Shakarian [2] "The 2008 
Russian Cyber Campaign Against Georgia", T. Thomas [3] "The 
Bear Went Through the Mountain:  Russia Appraises its Five-Day 
War in South Ossetia", R. McDermott [4] "Russia’s Conventional 
Armed Forces and the Georgian War", A. Nicolle [5] "Russia’s 
Rapid Reaction: But Short War Shows Lack of Modern Systems", 
S. Cornell, N. Nilsson, J. Popjanevski [6] "Russian’s War in Georgia: 
Causes and Implications for Georgia and the World",  E. Lucas [7] 
"The New Cold War: Putin's Russia and the Threat to the West", 
J. Rogoza [8] "Russian Propaganda War: Media as a Long - and 
Short-range Weapon", D. Hollis [9] "Cyberwar Case Study: Georgia 
2008".  

Purpose of the report is to analyze the information support 
of the Russia’s invasion into Georgia in August 2008 and to reveal 
each component of information operations. 

Main part 

Tensions between Russia and Georgia began long before the 
2008 Russian-Georgian war. The motivating factor was the election 
of pro-Western President Mikhail Saakashvili in 2004, under whose 
leadership Georgia applied to join NATO. Although the South 
Ossetia is located on Georgian territory, it is ruled by Russian-
backed separatists whose main goal is to split Georgia and establish 
Russian control over the strategically important South Caucasus [1]. 

Even before the official start of the conflict on August 8, 2008, 
began the information struggle for who, when and how started the war. 
The conflict was initiated by the Russian Federation, which managed 
to gain a partial advantage through the use of more resources. The 
international community has condemned Russia for its aggression 
against Georgia, but part of the responsibility for the start of hostilities 
lies with the then Georgian government. During the war, both sides 
used tactics that included the main components of information 
operations (computer network operations, electronic warfare, military 
deception, operational security, psychological operations). 
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Computer network operations. The Russian-Georgian war of 
2008 is a particularly interesting example of computer network 
operations. Some of the events that have taken place give a unique 
insight into Russia's strategic and tactical operations, and show 
security vulnerabilities and initiatives to protect computer networks. 

On August 7, at the same time as units of the Russian Armed 
Forces crossing the border, a cyber attack (which had Russia’s trace) 
was carried out against Georgia. Several Georgian servers and 
Internet traffic were seized and relocated. On July 20, a first cyber 
attack was carried out, blocking President Saakashvili's website for 
24 hours [10]. 

Russia's actions in cyberspace continued during the 
following days of the war and became the first large-scale 
coordinated cyber attack to take place in parallel with a conventional 
military offensive. The targets of the cyber attack were the websites 
of the government, financial, business institutions and the Georgian 
media. The main purpose of the cyber attack was to support the 
Russian invasion into Georgia. The Georgian government's ability to 
resist Russian invasion was thwarted; communication between the 
government and the public has deteriorated; many payments and 
financial transactions have been suspended; there was confusion 
about the development of the situation; the Georgian government's 
efforts to disseminate information about the invasion were thwarted; 
the government was deprived of many sources of information; it 
became more difficult to inform the outside world about what was 
happening, reducing the chances of receiving outside help [2]. 

Russian cyber-attacks have been carefully prepared in 
advance. This is described in a report on developments published by 
the US-CCU. In particular, it was noted that during the cyber-attacks 
no stage of reconnaissance or mapping was envisaged, and means 
were used directly to disrupt the work of websites, which indicates 
the previous training [9]. 

Attacks of the "first phase" of the DDOS attack (distributed 
denial of service) were carried out by botnets and were aimed at 
news and government websites. This strategy of coordination 
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allowed Russia to effectively block the lines of communication 
between the Georgian government and the population, deprived of 
the ability to communicate within the country and with the outside 
world during hostilities [2]. This continued throughout the period of 
the Russian offensive. After the introduction of Russian troops into 
Georgia, the "second phase" began, with attacks targeting a number 
of government, educational, financial, and media sites. 

In response, the Georgian side moved websites to the 
"blogosphere" under the shield google.com, and also used the 
website of the President of Poland, which allowed to manage the 
work of websites and helped to communicate with the outside world. 
Cyber-attacks were conducted at 30-minute intervals, beginning at 
about 5:15 p.m. on August 8 and ending at about 12:45 a.m. on 
August 11, when Russia announced a ceasefire. 

Electronic warfare. It is worth noting the inconsistency of 
standards, imperfection and inefficiency of  Russia’s electronic warfare 
during hostilities. It involves the use of electromagnetic and directed 
energy to control the electromagnetic spectrum or enemy attack and 
includes three main components: electronic attack, electronic protection 
and electronic warfare support. The weakness of Russian units has been 
electronic protection, which creates the safe use of the electronic 
spectrum by friendly forces. The command and control of the Russian 
forces was disorganized due to poor communication. The predominant 
capabilities of Georgian communications and electronic warfare units 
have muffled Russian communications and Russian units used less 
secure communications (mobile phones). As an example, the 
commander of the 58th Army Anatoly Khrulyov used a satellite phone 
borrowed from a journalist to communicate with units, and was later 
injured as Georgian guidance systems detected and destroyed Russian 
radio and mobile phone signals [3]. 

Another weakness of the Russian Armed Forces was the 
support of electronic warfare: due to the lack of space and electronic 
intelligence data, they did not have accurate locations of Georgian 
units and used outdated topographic maps. Russian operations were 
complicated by the lack of satellite targeting to support the artillery, as 
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in August 2008 the grouping of satellites of the Russian GLONASS 
navigation system had not yet been completed and the deployed forces 
were not provided with receivers. Obsolete equipment of the self-
recognition system (identification friend-or-foe) was also used, which 
led to numerous losses due to friendly fire on their units [4]. 

Russian electronic attacks were also unsuccessful in 
suppressing the enemy's air defense system: Georgian air defense 
systems destroyed four Russian aircraft (a TU-22M3 strategic 
bomber and three SU-25 attack aircraft). Russian forces failed to 
achieve complete dominance in the air, and its ground forces 
suffered from Georgian air strikes with SA-8 and SA-11 (ground-to-
air) missiles. Also, the Russian side did not have aircraft with 
surface-to-air missiles capable of night operations and Georgian 
aircraft operated around the clock [5]. Thus, Russian forces have 
shown a critical deficit in all components of electronic warfare. 

Military deception. Russia actively uses the practice of 
denial and deception (disguise), which is an integral part of military 
planning and operations in peacetime and during war. In the spring 
of 2008, the Russian government significantly increased the number 
of peacekeepers in Abkhazia and increased tensions in the region 
[11]. Even before the 2008 war, Russian forces attacked Georgian 
villages, destroying drones and radars to provoke Georgia into 
conflict. The build-up of Russian forces took place in the days before 
the conflict, and Russian units conducted military exercises "Kavkaz-
2008" near the borders of Georgia, and after their completion 
remained on the training grounds [6]. 

The Russian media played a key role in spreading deceptive 
propaganda. Channel One showed an interview with an allegedly 
Abkhazian pilot who destroyed a Georgian UAV on April 20, 2008, 
indicating a possible Georgian invasion of Abkhazia. The Russian 
side used this to justify an increase in peacekeeping forces, 
additional units, equipment and weapons. Mass propaganda 
continued in the following months, when the media reported a 
gathering of Georgian forces near the Abkhaz border. In July 2008, 
Channel One reported that Georgia was planning to invade South 
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Ossetia, trying to convince the public that the aggressive Saakashvili 
should be stopped [7]. The illegal distribution of Russian passports 
among Georgian citizens in the conflict region also played a role. 
The Russian government justified the war by "protecting its citizens" 
from Georgian aggression. In fact, the Russian-Georgian conflict of 
2008 was an organized campaign of deception aimed at increasing 
influence in the South Caucasus. 

Operational security is a continuous process used to control 
information and encompasses physical, informational, computer, and 
communications security to detect and protect critical information. 
Security of operations was observed among Russian units. On March 
11, 2007, a Georgian-controlled Kodori region was attacked by a 
helicopter. The Russians denied any involvement, saying the attack 
was a provocation by Georgia, but after an investigation, a UN 
observer mission in Georgia acknowledged that Russia was 
responsible. On August 6, 2007, a Russian pilot violated Georgian 
airspace and tried to destroy a radar installation. Russia has denied 
any involvement and has persuaded the international community that 
Georgia is again trying to provoke Russia, although the UN has 
established Russia's involvement in the incident. 

On September 20, 2007, Russian forces attacked a Georgian 
construction crew near the Kodori Gorge. Georgian troops 
responded. Although an analysis by the Open Source Center found 
that the attack was carried out by Russian troops, representatives of 
Russia and Abkhazia denied the incident, and a request from the UN 
to investigate the Abkhaz side refused to hide the presence of 
Russian troops from the international community [12]. 

Psychological operations are planned operations on the 
transfer of information to influence the audience, the purpose of 
which is to change its behavior and create a favorable environment 
for the organizer of the operation. Russia has conducted 
psychological operations on the following target audiences: Georgian 
President Mikhail Saakashvili, the Georgian people, the Georgian 
armed forces, the United States, NATO and the international 
community. The main target was pro-Western President Mikhail 
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Saakashvili, who sought Georgia's membership in NATO, which 
Russia strongly opposed. A plan was drawn up to push Saakashvili 
into reckless hostilities and to demonstrate his instability as a NATO 
partner, while providing a pretext for Russia's intervention in 
Georgia. The Russia’s General Staff used the "theory of reflexive 
control", the implementation of which allows to control the decision-
making process of the opponent [11]. 

On August 13, 2008, the official newspaper "Krasnaya 
Zvezda" published a detailed psychoanalysis of Mikhail Saakashvili, 
which states that "he has a paranoid disorder of the steroid type of 
personality with a complex of narcissism, he considers the world as a 
hostile environment" [13]. The Russian side took advantage of this 
weakness to encourage shelling of Georgian villages by South 
Ossetian separatists in order to provoke Saakashvili to a military 
response. The rapid response of Russian units indicates a high level 
of readiness and careful advance planning. Throughout and after the 
conflict, Russia claimed about the opening of a criminal case against 
Saakashvili for genocide and war crimes in South Ossetia, comparing 
him to Slobodan Milosevic / Radovan Karadzic [1]. 

The focus on Saakashvili was aimed to discredit him at the 
international and domestic levels. At the beginning of the conflict, 
the Russian media completely denied the Georgian state as an 
aggressor, but later separated "Saakashvili criminal" from the 
Georgian people, to whom Russian President Dmitry Medvedev 
expressed "fraternal" support. Russia sought the legitimacy of its 
invasion into Georgia by influencing the international community, 
calling its operation a peacekeeping operation, countering "ethnic 
cleansing" and "Ossetian’s genocide" [8]. 

Conclusions 

The Russian-Georgian war in August 2008 between Georgia 
and Russia showed the growing impact of the information war and at 
the same time revealed a number of shortcomings of the Russian 
Armed Forces in this area. The conflict has also accelerated 
conducting of Russia's military reform, which will include the latest 
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advances in information technology. The Russian side pushed 
Mikhail Saakashvili to war, which it used to strengthen its 
international influence. Russia has managed to suppress Georgian 
leadership's communication with the outside world and its own 
citizens, and a brief confrontation on the Internet between Russian 
and Georgian hackers has sparked widespread debate about the 
power of the Internet to influence public opinion during the conflict. 
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THE PHENOMENON OF THE UKRAINIAN 
VOLUNTEER MOVEMENT IN REPELLING 

THE RUSSIAN HYBRID AGGRESSION 

The authors, basing on the studied open diversified literature, 
note the contribution of the volunteer movement to the revival of the 
Ukrainian army, highlight the reasons for the creation of volunteer units 
and the entry into them of people who supported the Revolution of 
Dignity and stopping the hybrid Russian aggression. It was noted the 
active participation and invaluable contribution of public associations 
and organizations in their emergence. The article gives a conditional 
division of Ukrainian volunteer formations. The article, basing on 
Russian sources, focuses on the success of combat operations in the 
ATO area in 2014 with the participation of armed formations, created 
and staffed by the aid of the Ukrainian volunteer movement. 

Keywords: Ukrainian volunteer movement, Ukrainian volunteer 
formations, public associations and organizations, anti-terrorist 
operation in the east of Ukraine. 

Introduction 
During the hybrid aggression in the East of Ukraine, it was 

unexpected for the Putin regime to meet the activity of the concerned 
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citizens of Ukraine to protect the state from intervention, which grew 
into a unique phenomenon into the volunteer movement during the 
days of Ukraine's independence. 

Problem statement. The inability of the state authorities and 
the armed formations of Ukraine to neutralize the hybrid aggression 
caused the emergence of the Ukrainian volunteer movement in 
Ukrainian society, gave impetus to the revival of the Ukrainian 
army [1–2]. 

The analysis of the recent researches and publications. 
With the beginning of the annexation of the Autonomous Republic of 
Crimea by the Russian Federation, the leadership and representatives 
of the government of Ukraine drew attention to the power structures 
and their condition, especially to the Armed Forces of Ukraine, 
whose main task is to ensure the territorial integrity of the state and 
sovereignty. However, during the parliamentary hearings in 2014, 
concerning the aggression, A.V. Turchynov, the Chairman of the 
Verkhovna Rada of Ukraine, noted, “... when after the fall of the 
regime, when there was no power in Ukraine, the aggression began, 
we saw in what a terrible situation our army is ..." [3, pp. 7-8]. We 
can also quote the words of I. S. Rusnak, the acting Minister of 
Defence of Ukraine, about the state of the Armed Forces of Ukraine 
during the report, "... that the national defence capability does not 
fully neutralize existing threats ..." [3, p. 10]. The modern Russian 
researcher A. Tsyganok in his work [4] finds out the reasons for the 
events in the East of Ukraine, analyses the military potential of 
Ukraine, assesses the activities of the Ukrainian government, the 
Armed Forces of Ukraine, other military formations, and also 
considers the opposite side. When describing the combat operations 
in the summer of 2014 in the Donbas, the author concludes that at 
that time there was no combat-ready army in Ukraine even to fight 
the so-called pro-Russian fighters [4, p. 354]. 

Purpose of the report is to highlight the unique contribution 
of the Ukrainian volunteer movement during the time of 
independence of Ukraine in countering the hybrid Russian 
aggression. 
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Main part 
The main reasons for the formation of Ukrainian volunteer 

formations in 2014 and the entry of Ukrainian citizens into them were: 
– the failure of state authorities, the Armed Forces of

Ukraine, other military formations and law enforcement agencies to 
stop Russian hybrid aggression; 

– the low degree of public trust in law enforcement force
after the Revolution of Dignity; 

– the impossibility of those wishing to be involved in the
Armed Forces of Ukraine, other military formations and law 
enforcement agencies to protect the state for health reasons, age, etc.  

The investigated historiographic material on the subject of 
the study gives grounds to highlight several dominant features 
inherent of the volunteer armed formations created or self-organized 
to defend Ukraine - territorial defence battalions of the Armed Forces 
of Ukraine, units of the Special Tasks Patrol Police of Ukraine of the 
Ministry of Internal Affairs, volunteer units as part of the National 
Guard of Ukraine: staffed on a voluntary basis; created on the 
initiative of the Ukrainian political forces with the outbreak of the 
armed conflict in the East of Ukraine; the positive attitude of 
volunteers to the Revolution of Dignity; active participation in the 
activities of the Maidan; support for the actions of the new leadership 
of the state; support of these formations by the Ukrainian society; a 
high degree of confidence of Ukrainian citizens in them in the first 
period of the armed conflict. 

Basing on the analysis of the identified sources, we consider 
it appropriate to conditionally divide the Ukrainian volunteer 
formations of 2014-2015 years considering from the perspective of 
the role of state structures in their creation. The first group includes 
temporary formations created with the participation of the state 
(Territorial Defence Battalions as part of the Armed Forces of 
Ukraine, Special police battalions - the Ministry of Internal Affairs, 
reserve battalions - the National Guard of Ukraine) together with 
pro-Ukrainian parties, public associations, local authorities and self-
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government bodies. 
The second group includes the formations created directly by 

Ukrainian parties, public associations and at the expense of the 
charity providers (I. V. Kolomoiskyi - one of the founders of the 
industrial and financial group "Privat"; G. O. Korban - a member of 
the Supervisory Board of the Ukrainian oil and gas production 
company "Ukrnafta" etc.) or self-organized of the concerned citizens, 
as well as groups of foreigners wishing to defend the territorial 
integrity of Ukraine. This group includes: The Volunteer Ukrainian 
Corps (hereinafter - DUK), created by the public organization "Right 
Sector"; the battalion "OUN" - by the political party "UNA - 
UNSO"; the special operations volunteer Cossack squadron named 
after Taras Shevchenko - by the Kyiv Cossack organization "Kyiv 
Cossack Regiment named after Taras Shevchenko BUK "and others.  

So, taking into account the above, we consider that the 
Ukrainian volunteer formations are the newly-formed temporary 
volunteer formations as an auxiliary defensive resource of the state, 
which received weapons to protect the territorial integrity and state 
sovereignty of Ukraine, in the formation of which state bodies, 
political parties, public associations and groups took part, self-
organized citizens, in compliance with the principle of voluntariness.  

The derivatives for Ukrainian volunteer formations were 
mainly public formations. The Law of Ukraine "On Citizens' 
Participation in the Protection of Public Order and the State and 
Frontier" dated June 22, 2000, No. 1835-III standardizes the process 
of creating public formations based on public associations on a 
voluntary basis to participate in the protection of public order and the 
national boundaries, assistance to local governments, law 
enforcement agencies, the State Border Guard Service of Ukraine 
and executive authorities, as well as officials in the prevention and 
suppression of administrative offences and crimes, protecting the life 
and health of citizens, the interests of society and the state from 
unlawful encroachments. 

Such formations operated, as a rule, within the territorial 
community, where they actively emerged during the Euromaidan and 
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the Revolution of Dignity (local Self-defence groups), and with the 
appearance of the visible terrorist threats in Ukraine in February 
2014. An especial need for public formations arose in those regions 
where the then law enforcement agencies collaborated with Russian 
militants, were supportive of them, and a high level of corruption 
was developed in their ranks [5]. 

Over time, many territorial-public formations became the 
basis for the creation of Ukrainian volunteer formations, in particular 
the battalions "Donbas", "Dnepr-1", "Kyivan Rus", "Azov". 

The organizational basis for the creation of territorial defence 
battalions and the definition of the range of their main tasks were the 
Law of Ukraine "On the Defence of Ukraine" [6] and the Decree of the 
President of Ukraine "On Approval of the Regulations on the 
Territorial Defence of Ukraine" dated September 2, 2013, 
No. 471/2013. Their creation was supposed in the extraordinary period 
by the current mobilization plan, approved by the mobilization 
department of the General Staff of the Armed Forces of Ukraine.  In 
compliance with these laws, thirty-two battalions of territorial defence 
were formed in Ukraine as of October 2014. The article by Yu. 
Butusov [7] published on August 29, 2014, notes that an order was 
signed on the creation of the 31 battalions of territorial defence.  

The Legal basis for creating and functioning of the special-
purpose patrol police units was the Law of Ukraine "On the Police" 
[8]. Under it, to ensure public order at facilities and territories, the 
Ministry of Internal Affairs of Ukraine may create special police 
units. On April 13, 2014, the Minister of the Ministry of Internal 
Affairs A. Avakov announced the adoption of the decision on the 
creation in each region of Ukraine under the regional headquarters of 
the Ministry of Internal Affairs of the special-purpose patrol police 
units basing on public formations in compliance with the principle of 
voluntariness [9]. 

To create volunteer divisions of the National Guard of 
Ukraine, the Law of Ukraine "On the National Guard of Ukraine" 
was applied [10]. There were 4 subdivisions in the National Guard of 
Ukraine. 
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The public associations that actively created volunteer 
formations were as follows: the Social-National Assembly, "Patriot 
of Ukraine", as well as "Avtomaidan", whose activists in May 2014 
replenished the "Azov" battalion [11, p. 418], and its backbone was 
the "Black Corps" partisan detachment founded in April of the same 
year for the liberation of the East of Ukraine; All-Ukrainian public 
movement "Self-defence of Maidan", and its representatives became 
the basis of some volunteer formations, reserve battalions of the 
National Guard of Ukraine, 24hth Territorial Defence Battalion 
"Aidar", 25th Territorial Defence Battalion "Kyivska Rus", the unit 
of the special-purpose patrol police "Lviv" and others. Also, active 
participants were local public associations of Afghans, the former 
law enforcement officials, fishermen, hunters, football fans, airsoft 
players, etc. [11, p. 169].  

The UNA-UNSO organization (The Ukrainian National 
Assembly – Ukrainian People's Self-Defence), after changing its 
name to the "Right Sector" in March 2014, together with the Right 
Sector social movement, developed the Ukrainian Volunteer Corps 
(later the Ukrainian Volunteer Army was created from its members) 
as a  branch of the security-defence social movement, which was not 
officially included in the legal security, defence and law enforcement 
structures but actively cooperated with them. July 17, 2014, is 
considered the day of its creation [12]. In contrast to all other 
political forces, the "Right Sector" independently created an 
extensive network throughout Ukraine of reserve battalions that 
recruited volunteers, and centralized training centres where fighters 
were prepared for combat, as well as the medical unit that assisted all 
injured participants of the combat actions in the area of the anti-
terrorist operation. 

Among the self-organized units, the most famous are: the 
special operations volunteer Cossack squadron named after Taras 
Shevchenko, which collaborated with the State Border Guard Service 
of Ukraine and participated in battles in the sector "M"; the partisan 
group "Tini" ("Shadows"), which took part in the liberation of the 
city of Mariupol; the "Donbas" battalion, formed at the initiative of a 
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group of volunteers and led by Semen Semenchynk in mid-April 
2014 as a public formation "Territorial defence battalion of Donetsk 
region"; the volunteer group "Aerorozvidka" ("air intelligence") 
under the leadership of V. Kochetkov-Sukach and many others. 

Among the progressive-minded people, there is no objection to 
the significant contribution of the pro-Ukrainian volunteer movement, in 
particular Ukrainian volunteer formations, in repelling and curbing 
Russian hybrid aggression. However, as it was known at all times, the 
assessment of the enemy (the opposite side of the conflict) concerning 
the opponent's armed forces is worthy. Among the few Russian 
historiographic works considered to one degree or another the subject of 
research, our attention was drawn by the monograph by A. Tsyganok. 
The author, analyzing the battle operations in the Donetsk and Luhansk 
regions in the summer of 2014, considers, the reason for the stubborn 
resistance of the Ukrainian troops who were surrounded by there, were 
battalions formed mainly of volunteers, including in the infamous 
tragedy near Illovaisk [4, p. 385]. 

Considering the above, we, therefore, believe that Ukrainian 
volunteer formations are newly-formed temporary volunteer 
formations as the auxiliary defensive resource of the state, that 
received weapons to protect the territorial integrity and state 
sovereignty of Ukraine, in the formation of which state bodies, 
political parties, public organizations and groups of self-organized 
citizens, took part, in compliance with the principle of voluntariness. 

Conclusions 
So, a unique phenomenon in the days of independent 

Ukraine, which contributed to the repulsion of Russian hybrid 
aggression, is its phenomenon - the Ukrainian volunteer movement. 
The Ukrainian volunteer movement personifies the invincibility and 
intransigence of the Ukrainian people, who, from everlasting, were 
fighting and have won freedom and independence. The Ukrainian 
volunteer movement contributed to the revival of the Ukrainian army 
and the transmission of the best traditions of the defender of the 
fatherland. 
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NARRATIVE "GREAT MILITARY WAR" 
IN RUSSIAN ANTI-UKRAINIAN PROPAGANDA 

The peculiarities of the Kremlin propaganda's use of the 
narrative "Great Patriotic War" to create an "image of the enemy" from 
Ukraine, demonization of the state leadership, personnel of the Armed 
Forces of Ukraine and other law enforcement agencies, as well as 
legitimizing Russian aggression against our state. 

Keywords: anti-Ukrainian propaganda, discourse, World 
War II, narrative, Nazis, image of the enemy, memorable dates, victory, 
fascists, fake. 

Introduction 
Problem statement. To generalize the peculiarities of the 

Kremlin propaganda's use of the "Great Patriotic War" construct in 
order to create an "image of the enemy" from Ukraine, demonize the 
state leadership, personnel of the Armed Forces of Ukraine and other 
law enforcement agencies, and legitimize Russian aggression against 
our state. 

The analysis of recent research and publications: The 
achievements of modern Ukrainian scientists on the subject of the 
study allows us to assess the degree of elaboration of the problem. 
Peculiarities of the use of myths about the World War II by Russian 
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propaganda were studied by V. Viatrovych, L. Hudkov, 
T. Zhurzhenko, D. Zolotukhin, S. Lewis, G. Pocheptsov, and 
Yu. Fihurnyi. 

Purpose of the report of the proposed study is to highlight 
the peculiarities of the operation of the memory of World War II by 
the Russian Federation among the local population of the so-called 
DPR / LPR and Russian citizens, in order to form the basis for 
further escalation of the conflict with Ukraine. 

Main part 
Celebrating the anniversary of the victory over Hitler's 

Germany, showing respect and gratitude to all those who fought 
against Nazi aggression, resisted crimes against humanity has 
become a good tradition in all countries of the Anti-Hitler coalition. 
Recently, however, in modern Russia, this event has become an 
occasion for militaristic propaganda, a way to further formation of 
the Ukranian prototype of the enemy. Its effectiveness lies in the fact 
that it is based on social ideas, stereotypes and myths that were 
formed and maintained by the Soviet regime for decades and live 
today [1]. This is done to restore Russian influence in the post-Soviet 
space. A significant place is given to "common history", the central 
points of which are the concepts of the "Great Patriotic War". Thus, 
the myths of the past war became a weapon in the modern war. 

This discourse occupies an important place in the anti-
Ukrainian propaganda of the Russian Federation or, more precisely, 
with that segment of it, which, according to the established Soviet 
tradition, is called the "Great Patriotic War" [2]. Russian politicians 
do not tire of talking about "Nazi" and "fascist" Ukraine. Thus, the 
head of the Ministry of Foreign Affairs of the Russian Federation, 
Serhii Lavrov, used the words “Nazis” and “Nazi state” in Ukraine 
only four times in one interview [3]. Moscow thus justifies its 
aggression, dehumanizes the enemy, which Ukraine has recently 
become for the Russians. A similar situation took place in the late 
1990s in the Baltic States and later in Georgia in 2008. Through 
attempts to build their states without dictation from Moscow, these 
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countries became "Nazi" for the Russians. It is noted that if the 
country has nothing to be proud of, the presence of the enemy 
becomes a very powerful factor in internal consolidation and 
injection of the atmosphere [4]. This is exactly what has happened in 
Russia in recent years. 

The ideological justification of Russian aggression against 
independent Ukraine was based on the requirements of the memory 
of the past, and the war in Ukraine was usually interpreted as a 
continuation of World War II [5]. Saying that fascists and Nazis 
came to power in Kyiv, Putin raised layers related to the traumas of 
World War II and the struggle against fascism, which are very 
sensitive things for the collective consciousness of Russians [6]. 

Initially, Ukrainian servicemen were deliberately called 
"punishers." Creating fakes about the so-called "crimes" of the 
Armed Forces of Ukraine and volunteers, these words began to be 
systematically spread through the Russian media [2]. In contrast to 
the servicemen of the Armed Forces of Ukraine, other law 
enforcement agencies, and volunteer battalions, which in the news 
the propagandists presented mainly as "punishers" and "fascists", 
drawing parallels with World War II, the term "militia" was used to 
refer to separatists and the Russian military. The analogy between 
the heroic struggle of the Soviet people against German aggression 
showed that ordinary miners, metallurgists, and tractor drivers 
rebelled against the Nazis and the Banderas.  

Symbolic is the use in Donetsk on August 24, 2014 on the 
Independence Day of Ukraine, the so-called "parade of shame", in 
which Ukrainian prisoners were forced to pass in front of an angry 
crowd of locals who threw rotten food and spat at prisoners, and 
immediately behind the car cleaned the road. This parade was 
organized as a repetition of the famous Stalinist "Parade of the 
Defeated" in 1944, when German prisoners of war marched through 
Moscow accompanied by sweepers. It was this parallel that directed 
the explosion of collective emotions here. Pro-Russian organizations 
used her sacralized narrative to legitimize a ritual act of humiliation 
arranged as a memorial act. 
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To draw an analogy between modern events and those that 
took place during the World War II, pseudo-witnesses of those terrible 
times are involved. Thus, on November 2, 2014, the First Channel of 
Russian television told the stories of alleged residents of the village of 
Stepanovka, Donetsk region, which compared the events of 1941 and 
autumn 2014. The information was presented in such a way that 
Ukrainian servicemen were equated with Nazi invaders. The pseudo-
witness of those events is an elderly woman Lyudmila, who allegedly 
turned 80 in 2014. She seemed to have survived the famine of the 
1930s and the war [2]. The lie is revealed instantly - you just have to 
count her age and the events she allegedly went through. It turns out 
that she was born in 1934 and remembers the Holodomor of 1932-
1933. Or, in November 2014, on Russia 1's Sunday Evening with 
Vladimir Soloviov program, one of the guests told a story at a 
checkpoint near Kramatorsk, where eggs were taken from elderly 
people and once a 47-year-old woman was raped. The end of the story 
ended with the question: "Aren't they fascists?" [7]. 

Russian propagandists emphasize the brutality of the 
Ukrainian military with the people, talking about concentration 
camps for residents of Donbass (like the Nazis). The fake about the 
concentration camp in Mariupol lived for a long time. He appeared 
on the program "Special Correspondent" on "Russia 2" on March 1, 
2016. Then the "official representative" of the so-called "DPR" 
stated that on the territory of the city airfield there is a concentration 
camp and a cemetery with at least 2.5 thousand bodies of people who 
went missing [2]. To enhance the effect, the material mentioned the 
anniversary of the liberation of the city from Nazi invaders. And 
there are many such examples that help to consolidate the "image of 
the enemy" among Ukrainians. The culmination was the appearance 
of the "crucified boy". 

Russian propagandists often appeal to the narrative of the 
"single Soviet nation", which is used to influence those Ukrainians 
for whom this ideology is important [2] even today. 

The image of the enemy is not canceled, but simply attached 
to the new object. Today it is no longer Germans, but "Ukrainian 
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punishers", "Bandera" and so on. The presence of a dangerous enemy 
entails the need for constant readiness to counter it. Society is 
mobilized for a new struggle, and the old stamps are only applied to 
new objects and situations [8]. 

According to the head of the Analytical Center Yurii Levada 
(Levada Center) Lev Hudkov, the victory of the Soviet Union in 
1945 - is not only the central semantic node of Soviet history, but in 
fact the only positive fulcrum of national identity of Russian society, 
the main symbol that can integrate the nation [9]. The narrative of 
the Great Patriotic War is essentially a political myth. 

The key target audiences for the Russian secret services and 
the media that work with them in the context of coverage of this 
Kremlin narrative are, first of all, residents of the occupied districts 
of Donetsk and Luhansk regions, as well as Crimea, Russians, 
citizens and political elites of Western Europe and America. For 
example, the Kremlin monopolized the memory of World War II in 
Germany. In this European country, Russians are spreading the myth 
that Ukrainians are "fascists." It is clear that not everyone believes in 
him, but even those who do not believe, with the help of the Russian 
media, focus on nationalist sentiment in Ukraine. At the same time, 
most sometimes do not understand what we are talking about. 
Indicative in this respect is the story of the greeting "Glory to 
Ukraine!", which Russian propagandists present abroad as a fascist 
greeting. Putin's propaganda masterfully uses such opportunities, 
[10] and for Germans, for example, if something resembles National 
Socialism, it is very bad. 

People close to ex-President Viktor Yanukovych take an 
active part in anti-Ukrainian propaganda in the role of "exposers of 
the fascist essence of the Ukrainian regime." Thus, in a speech by ex-
deputy V. Oliinyk on June 24, 2018 on Russia's First Channel, it was 
stated that "the country is under occupation by the grandchildren of 
Bandera and should be liberated immediately." 

Citizens of other states are also involved in propaganda 
activities against Ukraine. Thus, a journalist of Russia Today TV 
channel, Graham Phillips, a British citizen, while in the occupied 
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territory of Donbass, recorded a video interview about alleged 
foreign mercenaries fighting on the side of Ukraine, destroying the 
“Russian-speaking population of Donbass” for money [2]. He notes 
that they are part of the occupation contingent, as are the Ukrainian 
"fascists" and NATO troops. The Kremlin also engages foreign 
lobbyists in anti-Ukrainian propaganda, including former high-
ranking officials in some European countries. 

Russian propagandists and their satellites widely used such 
forms as staging videos, fake photos, postcards, and posters. The 
photos, which were initially distributed by Russian propagandists 
from Komsomolskaia Pravda, Alexandr Kots and Vladislav 
Berdychevskii from the so-called DPR, show an allegedly 
unexploded Ukrainian propaganda shell with leaflets inside. The 
leaflets depicted a Wehrmacht soldier with elements of Ukrainian 
symbols against the background of killed children and women. It was 
reported: “We do not need people! We need territory!… We will 
soon be slaughtering your women and children, and you will meet 
the new year on earth or in prison!” [11]. These leaflets were 
prepared by Russian propagandists to discredit Ukrainian soldiers. 

Despite the fact that during the World War II our people bore 
on their shoulders all the horrors of the occupation, Vladimir Putin 
said that the war would have won without the Ukrainians, which 
caused the greatest insult to our people, who made a huge 
contribution to victory over German Nazism [12]. This statement 
distanced Ukrainians, including war veterans, from this victory. All 
this is used as a weapon against our state. 

Conclusions 
Thus, the construct "The Great Patriotic War" is the "basic 

plot" of the historical policy of the Putin regime. However, only the 
strengthening of the unity of Ukrainian society on the basis of 
historical memory, in no way forgetting the contribution of the 
Ukrainian people to the victory over Nazism, will help debunk the 
myths of Russian anti-Ukrainian propaganda. 
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ANALYSIS OF THE MAIN ASPECTS 
OF “HYBRID WAR” AND “HYBRID” ACTIONS 

IN MODERN CONFRONTATION 

The article deals with the main aspects of new so-called 
“hybrid war” concept of military confrontation. The components of 
“hybrid” actions, which are characterized by economic confrontation, 
massive information attacks and operations in the cyber space, are 
analyzed. A systematic approach to the study of this problem is chosen 
as a methodological basis of the article. Based on the analysis, it is 
concluded that the threat of “hybrid”actions is extremely relevant at the 
present time and will continue in the nearest future. 

Keywords: information war, interstate confrontation, hybrid 
action structure, features of modern warfare, soft power, proxy war, 
hybrid wars, economic confrontation, hybrid threats. 

Introduction 
 “Hybrid warfare” is interpreted as “the use of military and 

non-military tools in an integrated campaign aimed at achieving 
surprise, seizing the initiative and obtaining psychological 
advantages using diplomatic opportunities; large-scale and rapid 
informational, electronic and cyber operations; cover-up and 
concealment of military and intelligence actions combined with 
economic pressure” in the military Balance Handbook [1]. One of 
the definitions emphasizes that “hybrid war is a combination of open 
and secret military actions, provocations and sabotage combined 
with denial of one’s own involvement, which makes it much more 
difficult to fully respond to them” [2]. 

Sometimes “hybrid” actions are considered to be so-called 
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“proxy wars” (from the English language “proxy war”, or “proxy 
war”, “war by proxy”). This type of confrontation is understood as 
an indirect international conflict between two countries that are 
trying to achieve their goals through military actions taking place in 
the territory and using the resources of a third country, under the 
guise of resolving an internal conflict in this country [3]. At the same 
time, there is a tendency to shift the emphasis of “hybrid” actions 
from conducting “proxy wars” to the sphere of non-military 
confrontation. 

The phenomenon that is currently called as “hybrid war” and 
“hybrid forces” is not new, but has historical analogues in the history 
of mankind. 

The analysis of recent researches and publications. 
“Conflict in the 21st century: The rise of hybrid wars” by 
F. Hoffman [4] from 2007 to the present time has become the gold 
standard for understanding the concept of hybrid forces and the 
synergistic effects they can produce. 

“Hybrid war” monograph by T. McCulloch and R. Johnson 
was published in 2013 [5]. The monograph presents the theory of 
hybrid warfare, as well as the definitions of hybrid force are given 
basing on a review of the relevant literature. According to T. 
McCulloch and R. Johnson [5, p. 9] F. Hoffman’s ideas about hybrid 
warfare and his approach are revolutionary since he was a person to 
justify the concept of hybrid warfare. However, to discuss the theory, 
the authors of the monograph insist, this work has mostly descriptive 
style and does not give a vision of the form, functions and logic of a 
hybrid structure and waging a hybrid war. The best explanation of 
hybrid structures, in their view, lies in direct contact with the theory 
of principles that provide a broad understanding and justification for 
the existence of hybrid structures. 

The following authors delt with the topic of hybrid warfare: 
F. Hoffman, T. McCulloch and R. Johnson mention only 
W. Nemeth [6] and E. M. Simpson [7]. 

It is worth mentioning two studies, which are available in the 
open access. These are master theses, similar to the mentioned thesis 
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of W. Nemeth, which were completed at the same educational 
institution – Naval Postgraduate School (University / advanced 
training courses for officers of the US Navy) in 1998 and are devoted 
to hybrid warfare and hybrid forces. These are the dissertations by 
James Dugan “Elusive armies and invisible hands: combining 
conventional and guerrilla forces from 1776 to the present” [8] and 
Robert Walker “SPEC FI: the United States Marine Corps and 
special operations” (SPEC FI: the United States marine Corps and 
special operations) [9]. 

In his dissertation J. Dugan considers the effectiveness of 
hybrid forces containing both irregular and regular components [8, 
p. 4–7] in protracted campaigns at the tactical level. The Dissertation
Of J. Dugan could be interesting to those who are seriously engaged 
in the topic and phenomenon of hybrid warfare. 

It should be noted that all three mentioned above dissertations 
in one way or other touched the topics of hybrid forces or hybrid war 
(these are the works by J. R. R. Tolkien). One of the dissertation 
consultants is Gordon N. McCormick, Professor of the Department of 
analysis of military problems Of the school of advanced training of 
officers of the US Navy. His research interests include the following 
topics: special operations, intra-state conflicts, wars involving irregular 
armed formations (irregular combat operations), and guerrilla warfare. 
This topic intersects with a range of the scientific interests of another 
Professor of the same faculty, D. Arquilla, the supervisor of 
R. Walker’s work on the US Marine Corps as a hybrid force capable 
of fighting as regular and irregular units. 

Purpose of the report. The purpose of the article is to 
analyze the main aspects of the concept of “hybrid war”, which is 
based on one of the most effective ways of conducting interstate 
confrontation. 

Main part 
In modern conditions, the attention of researchers is 

increasingly attracted to the phenomenon of hybrid war as a hidden 
conflict that has a complex internal structure and proceeds in the 
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form of an integrated military-political, financial-economic, 
informational and cultural-ideological confrontation that does not 
have a certain status. 

The essence of a hybrid war, like any other war, is the 
redistribution of the roles of the subjects of the political process at 
the global and regional levels. However, it is carried out mainly by 
non-military means without occupation of the defeated country, 
destruction of its infrastructure and the mass death of the population. 
Information and communication technologies allow to achieve the 
transfer of the country under external control with a minimum level 
of military violence due to concentrated pressure in the financial and 
economic, information and psychological spheres and the use of 
cyber weapons. 

The content of hybrid warfare is reduced to a comprehensive 
competition for the role of leader and expanding access to resources. 
The winner is the state or coalition that have managed to impose 
their inherent vision of the world, values, interests on the enemy and 
the understanding of “fair” distribution of resources corresponding to 
their worldview. 

The main instrument of warfare is the army, irregular armed 
and paramilitary formations capable of conducting continuous and 
systematic military operations. Along with the armed struggle, which 
is the specific content of war, it also uses economic, diplomatic, 
scientific and technical, informational, ideological, psychological 
means and methods of imposing one’s will on the enemy, weakening 
his military capabilities and strengthening his own positions. 

However, it is precisely military violence, the use of 
technical means (weapons) to physically suppress the enemy, to 
subordinate him to his will, that constitutes the essence of war, is its 
defining feature. The war differs from other types of political 
struggle and various forms of use of weapons in the following ways: 
invasion, military incident, military blockade, threat of force, special 
operation, including anti-terrorist. 

At the same time, in modern conditions, war does not 
necessarily have to be associated with the beginning of hostilities. 
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The continuation of politics can be carried out by force not only by 
military, but also by non-military means. 

With the advent of the post-industrial era, information 
warfare was supplemented by actions in cyberspace [10] and the use 
of destructive socio-political technologies [11]. 

The latter are now used so intensively that they can be 
distinguished as another component of the “hybrid war”. Moreover, 
their diversity even allows for an internal classification of such 
actions: from simple financial and informational support for 
opposition movements and the creation of a “fifth column” within 
the enemy state, to the introduction of agents of influence that ensure 
the so-called “soft occupation” of the country and its transition to 
external control. The methods used vary in intensity and degree of 
stealth applied depending on the opponent against whom they are 
used. 

Typical examples of the modern use of such technologies are 
the organization of so-called “color” revolutions through the 
activities of various non-profit organizations. Practice shows that 
such actions are not only more effective, but also significantly 
cheaper than direct military intervention. 

In the era of globalization and the information revolution, the 
activity of information warfare and the use of destructive socio-
political technologies has become so extensive that experts are 
talking about the outbreak of the so-called “post-truth” era [12, 13]. 
One of the aspects of the practical application of information warfare 
can be considered the use of the national issue as a justification for 
“hybrid” actions. 

In recent history, with the growing mobility of the 
population, such “pre-hybrid” actions can be implemented by 
obtaining citizenship in the territory of a foreign state, legitimizing 
citizens by buying land or real estate, and migrating. All this 
increases the danger and can be considered one of the elements that 
precedes and brings the “hybrid war” closer. 

The most important aspect of “hybrid” wars is an economic 
component. In historical retrospect, its use began with the transition 
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from subsistence farming and separate national economies to a 
global economic system associated with the interstate division of 
labor and international trade. History shows a large number of 
methods used within this component of the confrontation. For 
example, France during the Napoleonic wars forged English, 
Austrian and Russian banknotes. 

Nowadays, with the advent of the era of globalization, the 
financial component of “hybrid wars” has significantly increased. 
The variety of methods are used in terms of the scale of application. 
The latter range from direct blocking of financial accounts of 
individuals and even governments of opposing States to indirect 
methods based on prohibitions. An example of the first type of action 
is the blocking of foreign accounts of Iraq in 2012 and Venezuela in 
2019. Indirect methods are clearly visible in the bans on the passage 
of funds through “third countries” and companies to block access of 
Iranian banks to the SWIFT system in 2018. 

Another component of the economic confrontation, which 
lies on the verge of humanitarian-permissible – resource 
confrontation. Its varieties have been used since ancient times, in the 
form of blocking fortresses during a siege, blocking access to food 
and water. 

With the growth of technical capabilities and the diversity of 
economic relations in the modern world new forms of resource 
confrontation in the form of transport, energy and even water 
blockade are emerging, leading to the ecocide of entire territories 
nowadays. A typical example of such actions is the attempt to divert 
the waters of the Jordan river from Israel, which served as one of the 
causes of the “six-day war” in 1967. 

The potential use of climate weapons can be considered very 
close to the resource confrontation in terms of characteristics. There 
is no confirmed information about its presence, there are only 
assumptions about its development by some countries [14]. 
However, such weapons would be an ideal means of conducting a 
“hybrid” confrontation. 

Analyzing the history, we can conclude that modern “hybrid 
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wars” are not a new phenomenon, but only a continuation of the 
previously used various forms of interstate confrontation. Such war 
differs by the complex use of various forms of military and non-
military confrontation; significantly increased technological 
capabilities for the implementation of certain forms of hybrid 
actions; the scale determined by the globalization of the modern 
world. Hybridity is a property of any war, since the warring parties 
necessarily strive to use all the forces, means and methods of warfare 
at their disposal. 

Today, the concept of “hybridity” reflects significant 
changes in the nature of modern wars, which are diverse, and 
military operations in the event of a conflict with a high – tech 
enemy will be conducted both in the already familiar environments – 
on land, in the sea and in the air, and in new areas-space and 
cybernetic. Another important characteristic of modern wars is multi-
dimensionality, which involves a combination of information, 
military, financial, economic and diplomatic influence on the enemy 
in real time. 

Conclusions 
The analysis allows us to draw certain conclusions: 
1. A “Hybrid” conflict can be waged without entering the

phase of direct military confrontation, without passing the level of 
“proxy” war. 

2. The Variety of “hybrid” actions shows that “hybrid” wars
differ in goals, methods used and the degree of intensity [15]. 

3. The Widespread use of “hybrid” methods of confrontation
in the economy, socio-political sphere and cyberspace, in the modern 
globalized world, has a destructive impact no less than local armed 
conflicts. 

4. Effective measures to counter the hybrid war to the
present time has not been developed [16, 17]. 

5. Features of “hybrid wars”, the frequency of their
occurrence, call on the armed forces of all States that are expected to 
pursue an independent policy, to clarify the structure of the armed 
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forces, methods of their use, adjustments of guidelines in the sphere 
of national security and defense. 

First of all, taking into account the peculiarities of the 
transition of the “hybrid” confrontation to the power phase: 
clarifications in terms of increasing the readiness of the armed forces 
to act in peacetime, without declaring war, to expand the autonomy 
of military units and increase the independence of their commanders 
in decision-making. New concepts and methods of conducting 
“hybrid wars” have been developing very quickly, which requires a 
revision of the classical military methods of forecasting and planning 
both offensive and defensive operations. 
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MILITARY AND NON-MILITARY FORCES 
AND METHODS OF WARFARE IN THE HYBRID 
WAR: THE THEORY OF SPECIAL OPERATION 

The military and unmilitary forces and methods of warfare in 
the hybrid war in aspect of the special operation theory’ framework 
considering. The ways of informational and psychological impact to the 
enemy in contemporary warfare on the theory of special operation and 
deterrence theory basis are defined. An actuality of need to rethinking 
the main principles and approaches of SO’ theory, links of it with 
deterrence theory and really practice of contemporary warfare, which 
determines a new methods of influence to enemy as a way of 
contemporary warfare main goals achievement is accented.  

Keywords: deterrence theory, forms of warfare, hybrid war, 
informational and psychological operation, special operation, theory.  

Introduction 
Problem statement. Ensuring the military security and 

protection against aggression by the use of exceptionally armed 
forces in the present conditions of warfare and military operations 
confronts with the problem of the use of forces and means of 
information and psychological warfare, which are characterized by 
greater activity, along with conventional forces and means of 
ensuring the victory over the enemy. The speed of operative response 
to changes in the combat environment, as a factor of victory, 
necessitates the creation of a situation in which the suppression of 
the enemy troops (forces) morale spirit, which is integral to its 
physical destruction, is ensured. Success in the effective planning 

https://orcid.org/0000-0002-7330-128


227 

and conduct of information and psychological operations (IPO) 
guarantees the keeping of a large part of own forces and means that 
involved in military operations. The tasks that solving in the 
framework of the psychological operations should take into account 
the main priorities of the domestic and foreign state policy, for 
providing on the territory of conducting all-military operations and 
warfare conditions, under which the troops (forces) of the enemy and 
the local population will be subject to constant influence of 
significant demoralizing factors. This implies expanding the sphere 
of IPO, which should cover political, socio-economic, cultural, 
religious features of specific territories where military, special 
operations (SO), stabilization actions are planned or carried out. In 
fact, this all are the part of sphere that consider by the deterrence 
theory in aspect of preparing to war. Coordination of it (special 
actions) is important question that is in sphere of SO’ theory in 
contemporary context of military and unmilitary forces and methods 
of warfare in the hybrid war.  

The analysis of recent researches and publications. The 
“classical” theory of special operations pay attention to the special 
operations forces (SOF) gain the advantage when they have a simple 
plan, carefully concealed, realistically rehearsed and executed with 
surprise, speed and purpose and this advantage is tenuous however, and 
is subject to the frictions of war [1]. But that theory does not cover the 
full range of SO; specifically it fails to address the indirect component of 
SO, unconventional warfare. In this case the theory of relative 
superiority has a sense, because indirect relative superiority, as object of 
that theory, is achieved when a counter state gains and maintains a 
decisive advantage over a state in an armed political struggle. 
W. McRaven argued that can obtain relative superiority through the use 
of six principles of indirect offensive operations that are “applicable 
across the spectrum of special operations” [2, p. 3]: security, 
networking, purpose, indoctrination, influence, and agility [1, p. 11].  

R. Modigs think that the SO are distinguished from 
unconventional operations and strategic military intelligence 
operations. In this aspect a viable EU Special Forces concept must, 



 228 

first of all, have a strategic utility to conduct Special Operations but 
not Unconventional Operations [3].  

H. Yargerthink that future warfare would be all irregular 
[4, p. 8] and a special operations may include unconventional 
warfare, counterterrorist operations, collective security, 
psychological operations, and civil affairs measures [4, p. 18]. In this 
context he argued that “the form of warfare is the tactical and 
operational art – the organization, technology, and doctrine. Form 
changes as necessary in response to the value of the reasons for 
conflict and the interaction of the parties involved” [4, p. 30].  

R. Spulak, developing the theory of SO, advances a concept for 
enhancing the rapid innovation that enables SOF to stay ahead of our 
adversaries on the battlefield [5]. He suggests that innovation can occur 
in science and understanding, new tools and technology, and new ways 
of performing the mission. As result, SOF must learn to comingle these 
three areas in order to speed up the process of innovation to bring new 
concepts quickly to bear at the point of the spear [6].  

Innovational potential of the SO’ theory development is also 
opening in a cybernetic approach to special operations, when the central 
element is the delineation of a “cybernetic advantage”, which amounts a 
relative differential in the speed, accuracy and effectiveness of 
implementation of decisions made by opposing commanders, and the 
efficiency of conversion of combat potential to combat power. Also 
surveys the use of special operations to achieve key foreign policy 
objectives and the ability of combat simulation to provide answers to 
potential questions and to stimulate queries to subjects that operators 
may not have considered germane to the outcome of the mission [7].  

Purpose of the report. The military and unmilitary forces 
and methods of warfare in the hybrid war in aspect of the theory of 
SO’ framework considering.  

Main part 
The theory of SO pay main attention to forms of a 

geopolitical interests ensuring, a geopolitical confrontation, the war 
in geopolitical sphere and a special methods of warfare. The theory 
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of SO is differentiated by the orientation to the goals and means of 
achieving them in the process of complex influence on objects 
throughout the depth of the enemy’s rear area. Such influence is 
ensured and made possible by [8]: 

− the creation and using of small and effective means of 
defeat, which significantly expand and increase the loss of the 
enemy, in the case of the special methods use provided;  

− the using of special means of removing combat 
formations in the rear of the enemy;  

− vulnerability of objects in the enemy’s rear area; 
− dependence of troops (forces), that located on the line of 

direct contact of the parties, on the state of command of the troops, 
arms and comprehensive ensuring;  

− improving the technical capabilities of large-scale 
information and psychological impact on the troops (forces) and the 
enemy population;  

− efficiency, owing to the low degree of vulnerability, 
sabotage and sabotage-intelligence formations in the case of 
conventional methods of warfare using.  

That conditions, in itself specifics, are characterized by the 
mass using of certain specific means in carrying out of SO. Increasing 
of that conditions as a result have a fact the contemporary theory of 
SO focuses on the implementation of the idea about comprehensive 
impact on the entire depth of the enemy’s rear zone by means of 
defeat, Special Forces, air and naval troops, forces and means of 
psychological struggle to deprive the enemy of material and moral 
ability and desire to fight, and the further struggle. That is why, 
according to the theory of SO, the basic principle is to overcome the 
enemy’s resistance by depriving him of his ability to fight. This 
principle defines the specific ways and methods of achieving the goals 
that focusing on undermining the military, information, socio-
economic, scientific and technical, moral potential of the state and its 
armed forces by means of SO. Such actions are essentially hybrid, 
synthetic character, encompassing the essence and content of SO as a 
set of actions aimed at reducing the available and possible potential of 
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the enemy in various spheres of society, state and personality (religion, 
culture, worldview, education, art, language, traditions, education) life. 
But in whole, the principles of SO reflect the specific patterns of 
warfare by the special methods. The basic principles of SO are related 
to the precise selection of special goals from the multivariate list of 
special action goals, the definition of special tasks and their 
accomplishing. The basic principles determine that the main efforts 
should focus solely on the weakest and most vulnerable place in the 
system of comprehensive ensuring of the enemy. The basic principles 
also point to the priority of disorganization and disorientation of the 
enemy in the real environment in order to diversify his efforts. And the 
basic principles of SO’ theory implementation is connected with such 
basic directs of warfare by special methods, such as the demoralization 
of troops (forces) and the enemy’ population, ignoring restrictions, the 
variability of SO.  

The demoralization of the troops (forces) and the enemy 
population implies inflicting, as a result of the information and 
psychological struggle, the information and psychological defeat for 
the troops personnel and the population of the enemy in order to break 
his will to continue the armed struggle and resistance [9]. The 
importance of this task is determined by the fact that the effectiveness 
of information and psychological combat in contemporary warfare is 
higher than the armed struggle, because significantly increases the 
number of conflicts that only allow for the open use of military force 
by the parties of the conflict. This task must be taken into account 
when planning, organizing and conducting the SO in the rear of the 
enemy, or in enemy’ controlled territory.  

In that case a priority is the removal and disregard of any 
restrictions on the decisions of the commander and the actions of unit 
personnel in point if view of all elements of the operational 
environment using in order to succeed in completing the task, that 
determines the methods and means which necessary to succeed in 
conducting a SO. In fact, takes on especially significance a designing 
and calculating a large number of variants for a SO conducting can’t 
be attachment to time and place, because taking into account the 
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invariance of the situation in the rear of the enemy, the randomness 
of conditions and the multiplicity of available connections in the 
infrastructure are significantly reduce the planning capabilities and 
detailing of each particular SO.  

In point of view the theory of SO the information potential of 
the parties in the conflict (in some cases it even refers to the “law of 
the dependence of the course and the outcome of the war on the ratio 
of the information potentials of the parties in the conflict” [10]) 
becomes a priority in view of the new forms of war development, 
when the warfare gives way to an information one. It is the 
information fight that sees the ability to achieve military and political 
goals – in ideally case without an open warfare. Such information 
war is actively used by influencing to the personnel of the armed 
forces and the enemy population. Such war is waged always, even in 
the absence of direct armed opposition, and, essentially, is an 
information-psychological struggle. In the context of such struggle, 
coherence and coordination within the framework of the sole purpose 
of a SO of information-psychological and law-enforcement special 
actions (SA) are an important issue.  

There are two main directs [8]. A first is connected with that 
the purpose of information-psychological SA is to change the 
behavioral and emotional attitudes of the armed forces personnel and 
the enemy population on certain issues in the direction that 
determined by the overall strategy of achieving the military and 
political goals of the struggle. This purpose is realized at the same 
time as taking measures to counteract the propaganda of the enemy, 
his attempts and efforts to exert information-psychological influence 
on the armed forces personnel and the population.  

Contradiction point of view taking into attention that the 
purpose of law-enforcement SA is to protect the constitutional system 
and state order of the country, property and rights of the state and its 
citizens abroad, to ensure the fulfillment by the state and foreign state 
(states) of their obligations to protect and respect human rights against 
the citizens of their state, to ensure the actions of the armed forces in 
sphere of fulfillment of resolutions of international and domestic law 
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enforcement agencies. American position in that question is “CI 
activities are conducted to detect, identify, assess, exploit, andcounter 
or neutralize the threat posed by foreign intelligence entities, or by 
individualsengaged in espionage, sabotage, or terrorism. CI identifies 
vulnerabilities and assesseshostile forces capabilities to target military 
operations. CI activities may also provide formalliaison with HN, 
intelligence, law enforcement, and security activities to assist 
operationsand provide force protection support to joint forces” 
[7, p. 74]. This purpose involves the use of the armed forces and SO 
forces units of the whole complex of SA (including armed) in the 
territory of their own and foreign country. Due to this broad 
understanding of he armed forces and SO forces tasks, the defense 
doctrine of the state should be guided by the need to ensure the 
national security review of the “defensive” nature of its own armed 
forces actions, because the combat activity on the enemy’ territory 
becomes one of the main elements of the state defense. Functionally, 
the achievement of the law-enforcement SA goal is able to provide the 
psychological superiority over the enemy, to form in him a stable 
confidence in the lack of full protection in his own territory, and in his 
own deep rear. At the same time, the functional focus of law-
enforcement in the areas of armed conflict, in the places of real or 
potential danger to the state should extend to the protection of the 
economic, financial and other national interests of the state. 
Geopolitical realities and interests, the attainment of geopolitical 
preferences: today are most often provided to certain states through the 
application of law-enforcement SA to the enemy.  

That main directs in the theory of SO forming a content of 
common approach to military information support operation (MISO, 
which from 2010 changed by self the traditional Psychological 
Operations (PSYOP)). The purpose of the changes is to ensure the 
asymmetry of the modern wars and fighting ways of waging in the 
direction of the PSYOP from tactical to strategic level of application. 
The possibility of integrating the PSYOP into the REI’ units as a 
separate path of the PSYOP development is consider [11]. Need to 
make changes in the approach to theoretical thinking and practical 
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implementation of basic principles and approaches to SO be 
determined by the fact the low effectiveness of military operations at 
the tactical level in combat deployment of units that engaged in 
stabilization actions. That has led to the need to organize and deploy 
the mobile teams in civilian specialists of informational enduring, 
advisers and militaries, first at all, in the field of information 
infrastructure and communications renewal, solving the social 
problems of the local population, counteracting the situation of 
destabilization, including the ensuring the regional security, supporting 
the incumbent government, and assisting to local government in 
outreach (in sphere of information and propaganda) activities. In result 
was formed other level of SO representing – strategic level. That is 
why R. Spucal makes an accent to “the characteristics of SOF include 
strategic initiative, integrated operations, unconventional operations, 
certain access, and relative superiority” [6, p. 40].The strategic level of 
the IS provides for active and comprehensive involvement of the 
media representatives in fulfilling their tasks (from covering necessary 
information in the content and orientation of the leading mass media to 
securing journalists in the divisions directly involved in hostilities). In 
addition to comprehensive coverage of the information and the 
formation of a positive attitude of the world community to hostilities 
and military operations, it provided an opportunity to create a 
controlled positive image of the troops in the media, avoiding the 
appearance of blatantly critical information units by providing “vision 
of events from within” [7]. The empathic method in this case is also 
effectiveness in terms of influencing the individual consciousness of 
the media, which makes a possible to develop the new methods of 
IPO’ planning and realization. The innovative methods (such as the 
use of social media technologies) help to improve IPO at a strategic 
level and ensure of it effectiveness.  

Conclusions 
The changes in structure, organization, methods, means of 

military-political confrontation, changes in the content of war and 
ways of achieving the goals, changes in understanding of the 
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variability of the violence forms, that can be applied to the enemy in 
order to win – a decisive achievement ting military and political 
objectives without the use of direct armed violence – arising 
informational, cultural, economic, ideological, social and others 
sphere of public life as object of influence. The priorities of such 
forms of large-scale organized influence on the enemy are the logical 
conclusions in that case. In fact, any sphere of human activity can 
become the object of such influence, and turn into a “battlefield” in 
order to achieve the main actors of geopolitical confrontation of their 
goals. That actualizing need to rethinking the main principles and 
approaches of SO’ theory, links of it with deterrence theory and 
really practice of contemporary warfare, which determines a new 
methods of influence to enemy as a way of contemporary warfare 
main goals achievement.  
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CORRUPTION AS AN ELEMENT OF HYBRID 
WAR: WAYS TO PREVENT 

AND MINIMIZE 

The analysis of the content of factors and the main areas of 
application of corruption as an element of a hybrid war is carried out. It 
has been proved that under war conditions, corruption takes on a new 
meaning: ideological, since the ultimate goal in this case is to change 
the state structure. A review of the negative consequences of corrupt 
practices, among which the most resonant for national security are 
identified: a decrease in combat effectiveness due to the impact on the 
moral and psychological state of military personnel, a decrease in 
confidence in the troops and state power among the population, harm to 
the economic interests of the state and the international image of 
Ukraine. The ways of preventing and minimizing corruption in the legal, 
informational and cultural plane are proposed. 

Keywords: corruption, hybrid war, national security, 
destabilization. 

Introduction 
Problem statement. The rapid development of technology has 

changed the conditions of warfare, in which the emphasis has shifted 
from the usual hostilities to non-military methods of pressure on the 
enemy, primarily with the help of political (diplomatic), economic and 
humanitarian elements. Particular attention is paid to "asymmetric 
measures", in which scientists include: the activities of special forces, 
support for the internal opposition and collaborators, as well as an 
increase in targeted information impact on the object of the attack [1]. 

https://orcid.org/0000-0002-2087-3365
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Hybrid wars are not a discovery of our time, they have 
existed for centuries, although no specific period has been defined 
that would cover them [2]. According to recent studies and 
publications, the concept of hybrid war is widely used as a 
combined, integrated military-political and economic confrontation 
in the form of a statusless, often latent conflict. 

Corrosion of the central state power is a characteristic that is 
decisive in "new wars", because the aggressor country uses the 
shortcomings of the state chosen for aggression to destabilize the 
situation and weaken it. And it is corruption that is a threat to the rule 
of law and a violation of civil and political rights and freedoms. 
Corruption has long been used during wars to gain advantages, but 
recently, some governments - primarily China and Russia - have 
turned it into a global weapon. 

A characteristic distinguishing feature of conflict and post-
conflict states from stable rule of law and democratic states is the 
degradation or complete destruction of state and public mechanisms 
for ensuring basic human rights, a significant increase in the level 
and scale of the spread of corruption. 

In Ukraine, this negative phenomenon is of a systemic and 
institutional nature. The consistency of which is manifested in the 
penetration into almost all sectors of the national economy, a complex 
interweaving of corruption networks, the emergence of which is 
possible only when the structures of state authorities, administration 
and society are merged. Therefore, the issue of defining corruption as 
an element of hybrid warfare is relevant and debatable. 

The analysis of recent researches and publications. Studies 
of various aspects of hybrid warfare are highlighted in the works of 
such scientists as V. Gorbulina [3], M. Deland [4], O. Duz`-
Kryatchenko [5], M. Kaldor [6], Ye. Magda [7], G. Pocheptsov [1], 
A. Sirotenko [8], F. Hoffman [9], etc. 

The influence of corruption on the politics of European 
countries and the United States is studied in the works of 
S. Wessier [10], L. Diamond [11], F. Zelikov [12], E. Edelman [12], 
and others. 
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Geopolitical and economic transformations on a global and 
local scale are accompanied by an increase in corruption actions of a 
strategic direction, respectively, this phenomenon as an object of 
scientific research is gaining more and more attention. 

Purpose of the report to argue the need to consider 
corruption as an element of hybrid war, and also to determine the 
main ways to prevent and counteract it. 

Main part 
The issues of countering the threats of a hybrid war for 

Ukraine are topical, since covert hostile actions on the part of Russia 
were carried out for a long period through political and economic 
pressure, influence on personnel policy, as well as through energy 
aggression and a trade war. On February 20, 2014, they switched to 
an open form of armed aggression during the military operation of 
the Armed Forces of the Russian Federation to seize part of the 
territory of Ukraine - the Crimean Peninsula, and later, in April 2014, 
the occupation by Russian regular troops and illegal military 
formations controlled by the Russian Federation of certain areas of 
Donetsk and Luhansk regions of Ukraine. 

Armed aggression is only one element of Russia's hybrid war 
against Ukraine. Other elements are: 

– propaganda based on lies and substitution of concepts;
– trade and economic pressure;
– energy blockade;
– terror and intimidation of Ukrainian citizens;
– cyber attacks;
– the categorical denial of the very fact of the war, despite

the presence of many irrefutable evidence; 
– taking advantage of pro-Russian forces and satellite states;
– accusing the other party of their own crimes [13].
In the specified list of elements of a hybrid war given by the 

Ministry of Foreign Affairs of Ukraine, there is no such fundamental 
and powerful method from the arsenal of the special services as 
corruption, because money allows you to bribe people, make them 
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obligated and dependent, and therefore vulnerable. 
The ultimate goal of economic corruption is to obtain illegal 

income, political − to achieve power, in a war, corruption takes on a 
new meaning: ideological, so strategic task in this case is to change 
the state structure. 

Ukraine is called the victim of Russia's hybrid war. But 
Russia is actively applying its methods of soft influence to other 
democratic states, first of all, we are talking about operations to form 
a pro-Russian lobby among European politicians with the help of 
corruption schemes, bribery, blackmail [10]. 

The Russian export of corruption erosion today is the most 
effective instrument of creeping influence, which can include various 
assistance (primarily financial) to pro-Russian political forces in 
Europe. An example of this is the well-known facts of Russian 
financing of the French National Front party. 

In November 2014, the popular German newspaper Bild 
accused the Kremlin of creating over a long period of time a network 
of right-wing populists in Western Europe, in particular by providing 
loans to them through "banks linked to the secret services" [14]. 

American experts also point to the fact that state-owned 
companies and illegal financial flows are used for direct penetration 
into Western governments and institutions. Scientists note that, 
knowingly or unknowingly, Canadian banks, British real estate firms, 
American lobbyists and PR-companies today serve the interests of 
authoritarian regimes. As noted in a 2016 study by the Center for 
Strategic and International Studies: "Russian influence is focused on 
weakening the internal unity of societies and reinforcing perceptions 
of the dysfunction of the Western democratic and economic system. 
This happens by influencing the institutions of democratic governance 
and undermining them from within" [12]. Larry Diamond, an 
American leading expert on political sociology and democracy, sees 
the main internal threat to democracy, which makes it vulnerable to 
destruction by external forces, in large-scale endemic corruption [11]. 

In a hybrid war, for the sake of imposing one's own will on 
another state, all kinds of vices of the state are used, therefore, in 
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order to achieve the set goal, an attack occurs on the weak points of 
society [15]. Thus, the high level of corruption of the Ukrainian 
customs officers led to the fact that, according to the Security Service 
of Ukraine, the Russian Federation used the channels of commodity 
smuggling in order to transfer weapons in the east of Ukraine and 
Crimea at the first stages [16]. 

A study conducted by the Independent Anti-Corruption 
Committee on Defense Issues on illegal trade with the occupied 
Donbass showed that trade with uncontrolled territories was often 
interpreted as supporting militants. At the same time, the largest 
volumes of goods move to certain areas of the Donetsk and Lugansk 
regions (CADLO) with the assistance of individual military 
personnel and officials. Situations were monitored when between 
units, separately from each other, they contributed to the illegal 
movement of goods (CADLO), conflicts arose, including the use of 
weapons.A special threat to national security is the acquisition by 
illegal trade of a systemic nature, and, accordingly, the ramifications 
of corruption ties, thanks to which it has the ability to exist and 
expand. It was revealed that not only rank-and-file servicemen, but 
also middle-level commanders, intelligence officers and civil 
servants of various branches of government were involved in the 
machinations [17]. 

There are other attempts to influence national security 
through corruption, for example, a series of "projects" to destroy the 
Ukrainian state and its territorial integrity through "soft 
federalization." Within the framework of this project, it was planned 
bribing deputies of local councils by representatives of business to 
make decisions on the economic autonomy of territories, it is clear 
that the so-called "business representatives" are employees or agents 
of the Russian special services [16]. 

Scientists have proven that hybrid warfare is primarily a war 
with the population [1]. At the same time, due to its non-traditional 
nature, most people do not see it as a military threat. Confirmation of 
this is the statistical data of the sociological study "Corruption in 
Ukraine: understanding, perception, prevalence" conducted by the 
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National Agency for the Prevention of Corruption (NAPC) and the 
Anti-Corruption Initiative of the European Union. According to the 
survey, 69% of Ukrainian citizens consider corruption the second of 
the biggest problems in Ukraine, military actions in eastern Ukraine 
are considered a problem by 72.7% of Ukrainians. In addition, it was 
revealed that the majority of respondents do not have a clear 
understanding of what practices should be considered corrupt, and 
tolerates some of them [18]. 

Conclusions 
We can determine that the negative consequences of corrupt 

actions are a decrease in combat effectiveness due to the impact on 
the moral and psychological state of military personnel, a decrease in 
confidence in the troops and state power among the population, 
damage to the economic interests of the state and the international 
image of Ukraine. 

For Ukraine, effective countering corruption is a guarantee 
of support by international institutions, since it is anti-corruption 
reforms that are an indicator of the government's success and is a 
significant factor in providing economic and military assistance from 
the EU and the United States. 

The issue of corruption as an element of a hybrid war must 
be considered both in the legal plane, since it acts as an instrument of 
subversive activity, and therefore poses a threat to national security, 
which requires the development of instruments of legal protection 
and counteraction, as well as information and cultural. Today, a 
significant part of society has an acceptable attitude towards 
corruption as a norm and does not understand its destructive impact 
on statehood. Accordingly, it is necessary to form a social culture 
through educational and information and communication activities to 
consolidate the affirmation of corruption as an element of hybrid 
war, both among the military and among the civilian population. 
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training, military-technical assistance plays a significant role in 
resolving the conflict. Today, there are many types of assistance, from 
consultative to direct military assistance from partner countries and 
international security organizations. But little attention is paid to 
determining the effectiveness of this assistance. To determine the 
effectiveness of international assistance to Ukraine in the context of 
hybrid aggression, it is proposed to use a methodology based on known 
approaches to fuzzy set theory and cluster analysis. The effectiveness of 
assistance for different phases of modern military conflicts with signs of 
hybridity is calculated. 

Keywords: Assistance, methods, effectiveness, modern military 
conflict. 

Introduction 
Problem statement. An analysis of the experience of 

resolving modern military conflicts (MMC) has shown that an 
effective way to stabilize the situation and restore peace is to 
increase the capacity of national defence forces to counter hybrid 
threats. But the capabilities of the national economy, defence-
industrial complex is not always able to increase the capabilities of 
national defence forces. Obtaining foreign military assistance and 
attracting the capabilities of international organizations for security 
and cooperation as ways to counter hybrid threats is actual. 

The analysis of recent research and publications. Studies 
conducted by Uppsala University (Sweden) have shown [1] that 
armed conflicts in which both parties receive support have a longer 
duration. That is, a balance of power is created in which neither side 
can successfully end the conflict (there are enough resources, there is 
an opportunity to rearm). At the same time, external support from 
one of the parties to the conflict (military means) can also reduce the 
duration of the armed conflict and speed up the negotiation process. 
Which confirms the statistical analysis of the data by the Military 
Balance – Institute’s annual assessment of the military capabilities 
and defence economics of 171 countries worldwide [2]. 

Thus, it can be stated that there is a certain contradiction 
regarding the influence of external support of the parties to the 
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conflict. On the one hand, support can reduce the duration of an 
armed conflict by changing the balance of power in favour of one of 
the parties, and on the other hand can increase its duration by 
establishing a balance of power by the parties. 

At the same time, military, military-technical assistance to 
the parties to the conflict plays a significant role. This is due to the 
limited capabilities of the domestic defence industry, resources, 
training and other factors. 

Purpose of the report is to determine the effectiveness of 
international assistance to Ukraine in the context of hybrid 
aggression. 

Main part 
In 2014, when Russia unleashed its aggressive actions in 

Donbas and occupied Crimea, the United States provided Ukraine 
with military equipment to the value of more than $118 million. 

After providing the first 330,000 field rations and equipment 
(body armors, medical kits, helmets, etc.), then-US President Barack 
Obama also expressed his intention to hand over $5 million worth of 
military equipment to the UAF, equivalent to 600 night-vision 
devices. At the same time, Russia provided $250 million to support 
illegal military formations in the East of Ukraine in the first two 
months alone. 

The US allocated $ 175 million for Ukrainian defence in 
2015. In particular, it refers to 130 armored vehicles, 5 boats for the 
Ukrainian Navy and radars [2]. The following types of radars were 
delivered to Ukraine: 

AN/TPQ-36 – serves to locate firing positions of enemy 
mortars, guns, and MLRSs; 

AN/TPQ-48 – serves to fight mortars; detection range – 6 km; 
AN/TPQ-49 – serves to fight mortars; detection range – 10 km. 
The United States also provided Ukraine with a $7.6 million-

worth military field hospital. 
The hospital consists of four tents and can provide medical care 

to three thousand servicemen at a time. The hospital can be deployed 
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within 24 hours and can operate autonomously for up to 10 days. 
In 2016, the US allocated $335 million for Ukrainian 

defense: 2,500 night vision devices, 40 ambulances and 14 radars 
were procured for this amount. $12 million was also spent on drones 
for the UAF. A shipment of RAVEN RQ-11B unmanned aerial 
vehicles was delivered. Each of the UAVs comes with a video 
surveillance camera and a night vision device. A UAV weights 1.9 
kg, its cruising altitude is up to 150 m, range – 10 km, flight 
endurance – 1–1.5 hours. It has an electric motor and cruising speed 
of 50 km/h. Given the price of the order (about $120,000 – $150,000 
per 1 kit of such devices), the US Army has delivered 24 kits (with 3 
UAVs each), i.e. 72 UAVs and additional equipment for the claimed 
amount of the contract. 

In 2017, the US allocated $560 million for Ukrainian defence 
to provide the UAF with the necessary equipment. In particular, it 
refers to lethal weapons that the US supplied to Ukraine in 2017. 
After a shipment of 12.7 mm Barrett M82 and M107 calibre sniper 
rifles for the UAF and the National Guard, the US made a new 
delivery of PSRL-1 hand grenade launchers. Cargo planes also 
transported additional radar kits from the US to Ukraine. Besides, 
Ukraine received new ambulances and diving equipment. 

In 2018, the US allocated $350 million to strengthen 
Ukraine’s defense. In February, the US government handed over 
2,500 night-vision devices to the UAF for a total amount of $5.8 
million. In April, long-awaited “Javelin” anti-tank missile systems – 
one of the most expensive ATGM systems in the history of such 
systems design and use (about $ 100,000 each) – arrived in Ukraine. 

The United States also handed over two radars, small arms, 
ammunition, and mine detectors to Ukraine. 

In September 2018, Ukraine received two boats 
(“Drummond” and “Cushing”) free of charge. Additional costs 
($10.1 million) for depreservation, installation of the removed 
systems, maintenance, crew training and transportation to Ukraine 
were paid by the MoD of Ukraine. 

Negotiations to hand over four more boats (also free of 
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charge) to Ukraine are being held. It is only necessary to decide on 
upgrade of the radioelectronic weapons and other technical issues. 

The Ukrainian Navy plans to form a division of six “Island”-
class boats which will be able not only to control the short-range 
maritime zone, but also to go to the Mediterranean to support NATO 
ships. 

The boats can be equipped with a variety of weapons: from 
minesweeping modules, which is now critical for Ukraine, to the 
American “Harpoon” or Ukrainian “Neptune” ASCMs, which are 
being tested. 

In August 2019, the state enterprise “Shipbuilding Research 
and Design Center” began to develop an option to upgrade “Island” 
patrol boats on its own initiative. The final upgrade version will be 
adopted after the Ukrainian Navy receives practical experience in 
their use. 

A total of 63 radars (up to $1.5 million each) including 13 
AN/TPQ-36, 20 AN/TPQ-48, and 30 AN / TPQ-49 kits were 
delivered in 2014–2018. 

In 2019, the US allocated $250 million to strengthen 
Ukraine’s defense. The US took a new step: it drafted a law which 
would allow to hand over surface-to-air and anti-ship missiles and 
coastal defense weapons to Ukraine. 

In 2020, the planned military assistance to Ukraine will 
increase to $300 million of which $100 million may be spent for 
lethal weapons. 

Therefore, Ukraine received US assistance totalling more 
than three billion dollars. From 2014 to 2019, the value of only 
military equipment handed over to Ukraine (night vision devices, 
body armors, vehicles, radars, armored vehicles, boats for the Navy, 
etc.) totalled more than $1.3 billion. Modern “Javelin” anti-tank 
missiles have been delivered to Ukraine since last year. The amount 
of assistance to the UAF totals about US $361 million. 

The US Congress is considering a new draft law to provide 
support to Ukraine to defend its independence, sovereignty, and 
territorial integrity, and for other purposes which envisages military 
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assistance, including lethal weapons, means of cyber defence and a 
status of a major non-NATO ally until Ukraine becomes a member 
of the Alliance [3]. 

If the US had granted Ukraine the major non-NATO ally 
status, Ukraine would certainly not have received security 
guarantees. But under Section 2350-a of the United States Code, 
Ukraine would have been given an opportunity to participate in 
Pentagon contracts outside the US; to conduct joint research, 
including related to counter-terrorism; and to carry out joint research 
and development with the United States in favor of national defence. 
Under section 2321-k, Ukraine would have had a right to receive 
depleted uranium armour-piercing munitions; to place US military 
stocks on its territory; to organize and finance military exercises 
together with the USA; to use US military assistance for commercial 
lease of certain categories of military products; to rent components 
and equipment for joint R&D; to promptly acquire American 
licenses for commercial satellites, their technologies and 
components [5]. The above list does not include issues of countering 
Russian hybrid aggression, but it is another achievement among 
many others which allows for more stable defence against prolonged 
military pressure from the RF. It is worth fighting for this 
achievement without losing the sense of reality. A decision of the US 
President is enough to obtain the status of a major non-NATO ally. 
Under certain circumstances, Ukraine can obtain it as quickly as 
Brazil in its day. But the decision will not be effective if the time for 
its adoption is too long, as it happened with Afghanistan. Granting 
the status of a major non-NATO ally corresponds to the United 
States’ own understanding of its far-reaching interests, but another 
attempt to obtain such a status expands Ukraine’s opportunities for 
military cooperation with the US anyway. 

According to NATO 2010 Strategic Concept [5], the 
Alliance focuses on three main tasks to ensure defence and security 
of its members: 

– collective defence in accordance with Article 5 of the 
effective NATO concept on the obligation of member states to assist 
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each other in case of an attack on any of them; 
– crisis management in accordance with the effective NATO 

concept envisaging integrated use of appropriate political and 
military instruments at all stages of a conflict: at its emergence, 
settlement, and recovery; 

– ensuring security through cooperation and promoting 
liaison with other international organizations and non-NATO 
countries in the following areas: strengthening arms control, 
promoting the non-proliferation regime, continuous expansion 
process through an “open door” policy, and improving the system of 
partnerships. 

The NATO Summit in Wales (UK) has determined another 
line of its work aimed to strengthen security and defence capabilities 
of non-NATO partner countries. A new initiative is called “Security 
Force Assistance” (SFA) [6]. 

Summing up the two-year outcome of the SFA’s 
implementation, the Warsaw Summit communiqué stated that the 
SFA allowed to strengthen NATO’s role in ensuring a 
comprehensive approach to security and stability in the current 
environment by supporting security and defence capabilities in its 
partner countries. 

To implement its new initiative, NATO has adopted a 
number of guiding documents. 

According to the guiding documents, the SFA means the 
ability “to train and develop national forces in crisis areas” so that 
“national authorities of partner countries may build their capabilities 
to maintain effective security without international assistance” [6]. 

The SFA includes “all NATO actions that develop, improve 
or directly support the development of national security and defence 
forces and their associated institute”) [6]. The SFA covers all 
activities aimed to develop and prepare national security and defence 
sector. It is conducted at the tactical, operational, strategic and 
military-political levels and envisages advisory assistance to all: 
from a platoon to a ministry.  

In a broader context, the SFA, although militarily oriented, 
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includes political, economic, informational, legal and other 
mechanisms of preventing modern military conflicts. The NATO 
leadership and individual NATO member countries have taken a 
range of practical steps to implement the SFA in Ukraine. 

Particular attention is paid to the development of UAF 
Special Operations Forces capabilities. The real special forces 
operational capabilities to perform important tasks, including in 
hybrid conflicts, are taken into account. Servicemen of SPECOPS 
units are trained from the perspective of general specificity of the use 
of these units (groups) in achieving specific military-political and 
military objectives. It includes destruction of enemy’s strategic 
facilities, its nuclear-missile and missile weapons, electronic 
reconnaissance, organizing guerrilla movements, sabotage, and 
elimination of key state and military leaders of the opposing side. 
Advanced methods and ways to perform special operations are 
implemented with due account for the experience gained during 
military conflicts. Attention is paid to the principles of conducting 
information and psychological operations, arranging propaganda, 
misleading the enemy, informing civilian population and discrediting 
opposing side’s authorities. 

Multinational exercises are held annually to solidify the 
results of combat training achieved by the partner countries’ 
formations, as well as to determine the degree of their readiness for 
combat operations in modern conditions. Exercise scenarios usually 
imply emergence of a crisis situation in a conditional region which 
requires an intervention of NATO forces to be resolved. 

In addition to assistance in personnel training on national 
territory, the SFA provides an opportunity to send UAF servicemen 
to educational establishments of NATO countries. Military and 
civilian specialists of the security and defence sector is trained in: 
international and national security, information and cyber security, 
peacekeeping operations, intelligence, military medicine, staff and 
engineering preparation, advanced training of military police 
officers, training of junior command staff, foreign language studies, 
training of personnel specialists, etc. 
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Partner countries’ servicemen are actively involved in 
NATO joint operational and combat training on the territory of 
NATO member countries. During these exercises, considerable 
attention is paid to arranging workflow of the joint headquarters to 
fully support actions of a multinational formation [4]. 

SFA events (including exercises with ground, air, naval, air-
assault, and special operations forces and the National Guard) lead 
by advisers allow to: 

– increase professional preparedness of servicemen, first of 
all, from all-arms military formations, air-assault brigades and 
marines; 

– develop capabilities of partner countries’ special operation 
forces, as well as special units of other security and defence sector 
structures using the experience of the armed forces of NATO 
member countries; 

– ensure permanent presence of a contingent (in average 
from 500 to 900 servicemen of the Allied Forces as advisers and 
instructors) in the territory of the partner country. 

An issue of improving the regulatory framework remains 
relevant. The legislation should allow to significantly increase, if 
necessary, the number of foreign military advisers (up to several 
thousand for the entire duration of an SFA operation) [4]. 

To optimize international support for more effective 
coordination of efforts, qualitatively assess the existing and further 
assistance to Ukraine, assess the effectiveness of international and 
coalition counteraction to the hybrid aggression (which consists of 
providing a wide range of assistance to the country which is countering 
against the hybrid aggression) a method based on cluster analysis and 
fuzzy set theory approaches is proposed [7; 8]. 

The method aims to provide the Ukraine security and defence 
sector structures as well as international and regional security 
organizations with a tool to assess the effectiveness of various ways of 
assistance aimed to resolve modern military conflicts, including with the 
signs of hybridity [9]. 

In the first block, a list (a database) of modern military conflicts 
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is formed. The method uses conflict indicators obtained from 
international security organizations, research canters and institutes as the 
input. If a part of input data is missing, an expert survey (a questionnaire 
according to the Delphi method) is conducted. 

Based on this information, the second block clarifies sets of 
conflict development phases (stages). Next, the whole set of phases 
(stages) is divided into clusters according to an algorithm. 
Accomplished procedures of the block result in a clarified set of modern 
military conflicts development phases (stages) grouped into clusters of 
similar phases. 

The third block compares the set of ways of assistance in 
resolving a conflict with its specific phase and assesses their 
effectiveness for its prevention. The result is a function which shows the 
effectiveness of each way (format) of assistance depending on the 
modern military conflict phase (stage). 

The method has been tested on the basis of conflicts that have 
been taking place since 2000: Iraq (2003-2011); Afghanistan (since 
2001); Chechnya (1999-2009); Georgia (2008); Libya (2014-2018); 
Syria (since 2011); Ukraine (since 2014); Yemen (2014-2015); Syria 
(since 2015); Islamic State (since 2014) . 

The most significant ways (formats) of assistance from 
international security organizations are: military assistance (MA); 
special intelligence (SI); direct actions (DA); annual national 
programs (ANP); force planning and evaluation process (FPEP); and 
peacekeeping operations (PKO). 

As a result of calculations, conflict development phases 
(stages) have been specified. They include: peacetime; period of 
threats; armed conflict; stabilization; peacetime after the stabilization 
of a modern military conflict. 

The calculations allowed to obtain the value of effectiveness of 
the ways of providing assistance. 

So, according to the calculation results, 5 phases (stages) of 
the modern military conflict development have been determined and 
the most effective ways (formats) of assisting the UAF depending on 
the conflict development phase (stage) have been specified. 
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But it is necessary to build a flexible system (combination) 
of measures within different support formats, which will be adequate 
to the realities of the process of counteracting military threats of a 
hybrid nature. 

This provides a basis for the development of the Concept of 
Using the Capabilities of NATO and Other Security Organizations to 
Support Ukraine's Security and Defence Forces”, as a document that 
will develop a Strategy for Ukraine's Security and Defence Sector 
Support (NATO, Security Organizations and Individual Countries) 
and other policy documents, outside of such cooperation mechanisms 
as the NATO-Ukraine Commission, the NATO-Ukraine Joint Group 
on Military Reform, etc. 

Conclusions 
The complexity of the application of the capabilities of 

various spheres of national security will allow: rational use of the 
state's potential to counter hybrid threats; determine the priority of 
receiving foreign military assistance. 

Cooperation with NATO in the framework of Security Force 
Assistance is a promising area of foreign military assistance to 
counter hybrid threats, as this area of the Alliance's activities is 
directly aimed at strengthening the security and defence capabilities 
of Partner countries, which is NATO for Ukraine today. 

It is necessary to develop a national concept that should 
define the essence, purpose, principles, approaches, target guidelines, 
methods and mechanisms for using the capabilities of NATO, other 
international security organizations and individual countries to 
provide military assistance (support) to Ukraine's security and 
defence forces. 
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ORGANIZATION OF COUNTERACTION  
TO INFORMATION AND PSYCHOLOGICAL 

INFLUENCE ON THE PERSONNEL  
OF THE ARMED FORCES OF UKRAINE  

IN THE CONDITIONS OF HYBRID ARMED 
CONFLICT 

The article presents system of counteraction to negative 
information and psychological influence on the personnel of the Armed 
Forces of Ukraine, which consists of subsystems of warning conditions 
for the implementation of negative information and psychological 
influence, detection of negative information and psychological influence 
and counteraction to negative information and psychological influence. 
For each of the subsystems of counteraction to the negative information 
and psychological influence, the main measures are presented. The 
interaction of the components of these subsystems reflects the 
mechanism of counteraction to the negative informational and 
psychological influence on the personnel of the Armed Forces of 
Ukraine. The proposed mechanism of counteraction to negative 
informational and psychological influence involves the implementation 
of number of activities related to both preventing, identifying and 
eliminating the consequences of exposure. It is noted that the 
effectiveness of protection of personnel from negative information and 
psychological influence is achieved by taking into account the features 
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and psychological regularities of perception, continuity and systematic 
organization of measures of moral and psychological support. An 
important factor in protecting personnel from negative information and 
psychological influence is the interaction of military authorities with the 
media, civic organizations and associations. 

Keywords: informational and psychological influence, 
informational and psychological operation, object of information and 
psychological influence, system of counteraction to negative 
informational and psychological influence. 

Introduction 
Problem statement. The results of the analysis of local wars 

and armed conflicts at the beginning of the 21st century indicate that 
the content of the purpose of the war has radically changed. It is not 
aimed at seizing enemy territory, but it is focused on psychological 
suppression of enemy resistance. The conflict between Ukraine and 
the Russian Federation (RF) showed the nature and means of new 
types of armed conflicts - the so-called "hybrid wars" replaced the 
classical forms of armed conflict. Instead of the traditional use of 
military units, non-military means of force influence, namely, 
information, cybernetic, economic means acquire key importance  
[1-6]. Information warfare has become one of the components of 
armed struggle. Gaining information superiority is one of the most 
important factors for the positive result of the use of armed forces in 
military operations and warfare. The possibility of information and 
psychological influence (IPI) on various target audiences during 
information and psychological operations reached qualitatively new 
level. The spread of the Internet and unlimited communication in 
social networks have significantly supplemented variety of means for 
conducting information and psychological operations and ensure the 
formation of integrated information environment. 

Information and psychological operation is set of 
information actions coordinated and interconnected by purpose, 
tasks, objects and time, as well as events carried out concurrently or 
sequentially according to one plan for solving information and 
psychological influence on target audience [7].  
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The appropriate structures of information and psychological 
warfare were created to conduct information and psychological 
operations and achieve information and psychological advantages 
during the warfare in the leading countries of the world. The forms, 
methods, ways of information and psychological warfare are 
constantly updated. Therefore, the problem of counteraction to the 
information and psychological influence of the enemy is urgent. It 
acquires special acuity for the Armed Forces of Ukraine due to the 
hybrid aggression of RF against Ukraine. 

The analysis of recent researches and publications. In the 
conditions of hybrid armed conflict, the personnel of the Armed 
Forces of Ukraine and the population are under constant 
psychological and information influence. It is especially evident in 
the area of Joint Forces Operation and in areas bordering RF. 

Informational and psychological influence is the action of 
information using special methods, means and technologies that 
threatens the information security of individual, society, state, poses 
danger to individual or public consciousness, harms a person’s 
physical or mental health or causes him to take certain actions 
(inaction). 

The potentially negative consequences of IPI on the 
personnel of the Armed Forces of Ukraine is [1–6]: 

– obliterating sense of pride in one’s own country, belonging to 
its armed forces, devaluing constitutional duty to protect one’s country;  

– decrease in moral and mental stability, creating uncertainty 
among the personnel regarding their own future, the future of the 
armed forces and the state, weakening of the will to carry out 
constructive reforms, and in time of war to resist; 

– split of military collectives for political, religious, ethnic, 
official and other reasons, the opposition of privates, sergeants and 
officers; 

– decrease in the combat effectiveness of military units and 
subunits by reducing official activity, desertion, simulating the 
illness, avoiding the orders of commanders, treason, doubts about the 
reliability of weapons, invincibility, suppressing the will, creating 
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distorted picture of the warfare, the combat situation; 
– misperception by the military of the existing threats to 

national security, the real plans and intentions of the enemy and so on. 
All this, with legislative and technical measures to ban and 

counteract negative content and disseminate their own information of 
given direction, requires series of measures to protect troops from 
enemy IPI. 

The protection of troops from enemy IPI is component of 
moral and psychological support, targeted set of measures carried out 
in peacetime and during special period by command, headquarters, 
educational work bodies and other officials to prevent, detect, 
neutralize (weaken), block and liquidation of consequences 
(minimizing the effect) of enemy IPI on the military and the 
population [7]. 

The main subjects in counteracting IPI are: 
– public authorities and local authorities;  
– appropriate structures of the Ministry of Defense, the 

General Staff, and the branches of the Armed Forces of Ukraine; 
– commanders, headquarters, structures and specialists 

working with personnel at all levels; 
– appropriate forces and means of the heads of military 

branches of the armed forces and services (intelligence, 
radioelectronic warfare, structures and specialists working with 
personnel) and so on. 

Today, we can assume that the information security system 
of Ukraine was not completely prepared to neutralize new challenges 
and requires some improvement [5-6; 8-11]. 

The purpose of article is to determine the main tasks that 
must be implemented in the system of counteraction to IPI on the 
personnel of the Armed Forces of Ukraine and the implementation 
mechanism. 

Main part 
The counteraction to IPI is component of the state's 

information and psychological security and it is aimed at its own 
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audience. This audience is the target for special propaganda 
(information and psychological operations) of the enemy, in order to 
neutralize or minimize the effect of IPI. It includes the set of 
measures for the analysis, forecasting, prevention and disruption of 
enemy IPI, neutralizing attempts to misinform and demoralize the 
personnel of the troops and the population, and disorganize the 
combat activity of the troops. 

The organization of counteraction to IPI provides: 
– maintaining high level of moral and psychological stability 

of personnel to IPI of the enemy, the formation of readiness of the 
personnel of the Armed Forces, the population for the armed defense 
of the country; 

– reconnaissance, study, analysis and forecasting of possible 
directions, forms, methods and ways of using the enemy forces and 
means of information and psychological operations; 

– forecasting and preventing IPI of the enemy at the 
strategic, operational and tactical levels; 

– purposeful study of the socio-political and moral-
psychological situation in the region, the area of deployment of the 
military unit (the area of warfare), the identification of negative 
factors that can affect the personnel, and their neutralization; 

– study of the individual psychological characteristics of 
personnel, the identification of persons who may adversely affect the 
moral and psychological state of personnel, and their neutralization 

– reconnaissance, identification of forces and means of 
information and psychological operations of the enemy, materials of 
IPI and timely suppression, destruction; 

– organization of planned, targeted information of personnel. 
To organize counteraction to IPI, first of all, on the personnel 

of military units and subunits of the Armed Forces of Ukraine, an 
effective counteraction system should function. The mission of the 
system of counteraction to IPI is the timely warning, identification 
and neutralization of negative IPI. 

The main functions and tasks of the system of counteracting 
IPI are shown in Tabl. 1 [6]. 
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Table 1 
The main functions and tasks of the system of counteraction to IPI 
Main functions Main tasks 

Goal setting Formation of IPI countermeasures in the face of 
changes in the external and internal security sphere of 
the state information environment (Armed Forces of 
Ukraine) 
Formation of new vision on IPI counteraction system 
in which it will meet new requirements (conditions) 
based on the realities of the situation 
Timely decision-making and monitoring of the 
implementation of decisions to prevent the conditions 
for the implementation of IPI, its identification and IPI 
counteraction, making adjustments based on the results 
of their implementation 

Organizational 
and managerial 

Organization of IPI counteraction system 
Organization of the implementation of concepts, 
doctrines, orders, programs in the field of information 
security of IPI counteraction 
Organization of integrated personnel, financial, 
material, technical and other support of the components 
of the system for the performance of tasks for the 
intended purpose 
Evaluation of the effectiveness of IPI counteraction 
system 
Improving IPI counteraction system 
Implementation of international and experience of 
NATO member countries in IPI counteraction 

Forecasting Forecasting of external and internal threats for the 
implementation of IPI 
Forecasting of the possible effects of IPI on troops and 
population 
Forecasting of the consequences of the introduction of 
international and the experience of NATO member 
countries in countering negative IPI in the domestic 
system for IPI counteraction  

Program-
theoretical 

Development (clarification) of concepts, doctrines, 
orders, programs in the field of information security of 
IPI counteraction  
Development of technologies of anticipatory impact on 
the causes of the threat of IPI 
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Table 1 (end) 
 Development of IPI neutralization technologies 

Improving the organizational structure of IPI 
counteraction system 
Development of personnel training programs for the 
operation of IPI counteraction system 
Development of scientifically based proposals and 
recommendations on the organization of IPI 
counteraction 

Planning Planning specific measures of anticipatory impact on 
the causes of the threat of IPI 
Planning specific IPI responses 
Integrated personnel, financial, material, technical and 
other support of the components (structural elements) 
of the system to perform tasks as intended 
Planning the training of forces and means of the 
software counteraction system of IPI 
Planning for reform of IPI counteraction system 
Participation in cooperation with the international 
community and NATO member countries on the 
organization on IPI counteraction 

Integration Development of cooperation with international 
organizations in the interests of ensuring information 
security 
Deepening partnership with NATO member countries 
on IPI counteraction  

Monitoring Identification and assessment of external and internal 
threats and destabilizing factors in the implementation 
of negative IPI 
Monitoring the information environment on the 
feasibility of IPI 
Assessment of the level of information security 
achieved by IPI counteraction system at the moment 
Comprehensive monitoring of all events occurring in 
all components of IPV counteraction system 

Control Monitoring of certain tasks of IPV counteraction 
Evaluation of the effectiveness of actions of IPV 
counteraction and determine the costs of these actions 

 
To implement these basic functions and tasks, the system of 

counteraction to IPI should consist of three subsystems: 
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– warning of the implementation of IPI (subsystem І);  
– identification of IPI (subsystem ІІ); 
– counteraction to IPI (subsystem ІІІ).  
The interaction of the subsystems of the system of 

counteraction to IPI is reflected in the diagram of the functional 
model of the counteraction system, is shown in Fig. 1. 

Counteraction to IPI of the enemy can conditionally be 
divided into several stages [6]. 

At the stage of familiarization with the situation and its 
analysis are determined: 

– moral attitudes of the personnel and factors of the combat, 
socio-political and psychological situation that can be used for IPI on 
the personnel of the unit; 

– objects of protection from IPI (governing bodies, 
communication channels, personnel, members of military families, etc.). 

At the stage of threat detection is carried out: 
– identifying the beginning of enemy IPI and their level. The 

level of IPI is the number of information psychological influences for 
certain time, which can carry out information and psychological 
threat to the personnel of the armed forces (population); 

– identifying signs of decrease in the moral and psychological 
state of personnel and the combat effectiveness of units. 

At the analytical stage is carried out: 
– analysis of the dynamics of IPI and their impact on the 

moral and psychological state of personnel and the combat readiness 
of units; 

– formation of conclusions on the assessment of the level of 
IPI and the ability to perform tasks assigned to units (parts) 

– identifying channels of IPI; 
– determination of the possible consequences of the 

implementation of IPI.  
At the stage of determining countermeasures: 
– planning of countermeasures is carried out, the most 

effective methods and methods of protection against IPI are 
determined; 
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– measures are defined to muffle, destroy or suppress IPI,
neutralize the distribution channels of rumors, misinformation; 

– cooperation is being organized on issues of IPI counteraction
with state and local authorities in the region of residence, law 
enforcement agencies, explanatory work is being conducted among 
the local population and others. 

At the decision-making stage, a plan of IPI counteraction of the 
enemy is approved. 

At the stage of implementation of the planned measures, 
measures are taken to counter impact in accordance with the 
approved plan. 

At the stage of monitoring, control and correction of measures 
taken to counter the following:   

– control of information flows in communication channels
– monitoring the effectiveness of measures taken to counter

influence and their adjustment; 
– providing objective, comprehensive information about events
The organization of IPI counteraction on the personnel of the 

Armed Forces of Ukraine is shown in Fig. 2 [12]. 
The effectiveness is the main requirement for IPI counteraction 

of the enemy. It is achieved by:  
– timely identification and evaluation of information and

psychological influence of the enemy; 
– high readiness of forces and means of subjects of information

and psychological influence to fulfill tasks;  
– integrated use of different means of counteraction to the

informational and psychological influence of the enemy. 
The effectiveness of measures of IPI counteraction can only be 

evaluated by the fact of changes in the behavior of the personnel. 
The result, firstly, depends on how much the principles of 
prevention, reach and emotional richness of the events will be 
implemented in practice. Secondly, the results of the counteraction 
will be determined by how much the leadership of the military units 
and units takes into account the regularities of the functioning of the 
psyche  of  personnel  in  a  combat  situation  and  can  influence the 
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Fig. 2. Scheme of organization of counteraction to negative information and 
psychological influence on personnel 
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emotional state, motivation and argumentation of actions, decisions 
made and the behavior of subordinate personnel. Thirdly, the 
effectiveness of IPI counteraction depends on the possibility of 
electronic suppression or physical destruction of sources of 
destructive effects. 

Conclusions 
To date, the problem of effective counteraction to 

information and psychological influences, primarily, on the 
personnel of military units and units of the Armed Forces of Ukraine 
is urgent, since  significant range of threats to information and 
psychological security requires the creation of effective methods and 
technical means for identifying information and psychological 
influence, determining its negative aspects and the development of 
measures to counter such influence. Effective counteraction to 
threats to information and psychological security of the personnel of 
the Armed Forces of Ukraine and the population in Ukraine is 
possible provided that structured defense system is created and 
functioning, the components of which are the legal, organizational, 
technological and personnel. The implementation of such a system is 
possible with a targeted information policy of the state, provides for 
legal support, establishing relations and control over the media, 
ideological work with the population within the internal information 
and psychological space and the formation of positive image abroad.  
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Introduction 
Problem statement. The National Security Strategy of 

Ukraine [1] defines the threats to the national security and national 
interests of Ukraine. The key ones are continuation of aggression by 
the Russian Federation against Ukraine, conduct of a hybrid war, 
which involves systematic use of political, economic, informational, 
psychological, cyber and military means to renew its influence on 
Ukraine, violation of human rights and freedoms in the temporarily 
occupied territories of the Autonomous Republic Crimea and in 
Sevastopol, in some districts of Donetsk and Luhansk regions of 
Ukraine. 

The analysis of recent researches and publications. Russia 
is strengthening its position in Europe, using energy and information 
“weapons”, trying to influence the domestic political situation in 
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European countries, fueling protracted conflicts, increasing its 
military presence in Eastern Europe. Therefore, the priorities on 
providing national security of Ukraine are as follows: defending the 
independence and state sovereignty; restoration of territorial integrity 
within the internationally recognized state border of Ukraine; 
development of human capital; protection of the rights, freedoms and 
legitimate interests of citizens of Ukraine; European and Euro-
Atlantic integration [1]. In this situation, development and capacity 
building of the defense forces in accordance with NATO norms, 
principles and standards becomes an integral condition for ensuring 
the priorities. 

It is a well-known fact that the military education is the basis 
for training all components of the defense force. Conditions, 
environment and tasks form the requirements for development of 
military education capabilities. 

The Law of Ukraine “On National Security” [2] defines the 
powers of the Ministry of Defense of Ukraine to organize defense 
planning measures in the defense forces and to form the principles of 
military personnel policy in the field of defense. 

The Ministry of Defense of Ukraine uses the methodology of 
Program and Project Management (PPM) to implement projects 
including military education system development projects since 
2018. They are based on a key methodology of assessing joint 
(combined) capabilities according to the components of DOTMLPFI 
(Doctrine, Organization, Training, Material, Leadership and 
Education, Personnel, Facilities, Interoperability) in the defense 
planning system in the armed forces of NATO member states [3–6]. 

Within the framework of the project concerning the military 
education development the changes to the legislation on new levels 
of military education (tactical, operational, strategic), testing of new 
educational and professional training programs, changes to the 
management system, improvement of infrastructure and logistics 
have been introduced. An important task is formation of a new 
“Concept of military education and training of defense forces” 
(hereinafter – the Concept). 
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Purpose of the report is to define the structure and essence 
of the “Concept of military education and training of defense forces”, 
methodological aspects of its formation using the approaches of 
defense planning based on capabilities and PPM. 

Main part 
The task of professionalization of the military education 

system and joint training of the Defense Forces will be fulfilled 
through introducing a new system of individual training courses at 
the appropriate levels of military education, which are currently 
being tested. 

At the strategic level of military education, the “Senior 
Management of Strategic Level Course (L-4)” includes the study of 
the formation and implementation of national security state policy in 
the military sphere, defense and military construction spheres. 

At the operational level of military education, the “Joint 
Operations Staff Officers Training Course (L-3)” includes the study 
of Joint Operation Planning Process of troops (forces) formations 
according to NATO standards in joint headquarters. Completion of 
the training course will be obligatory for applicants for the position 
with a staff category not lower than “lieutenant colonel”. 

At the tactical level of military education the “Army 
Command Staff Course (L-2)” is aimed at implementing the 
procedures for military decision-making according to NATO 
standards – MDMP (Military Decision Making Process) into the 
activities of brigade (battalions) headquarters. Besides, the tactical 
level of military education introduces basic and professional training 
courses (L-1), which will be conducted simultaneously with 
obtaining a Bachelor’s degree or on the basis of this education to 
obtain the primary officer positions and staff positions with a staff 
category “captain”. NATO’s military decision-making procedures 
(Troop Leading Process) will be studied at the L-1 courses. 

Besides, optimization is being conducted and new Master’s 
programs in the field of science “Military Sciences, National 
Security, State Border Security”, including “National Security (by 
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type and area of activity)” specialty in “Strategic Defense Forces” 
specialization are being introduced.   

All of this is new, therefore is being tested and is the basis 
for the formation of the Concept and its further implementation. 

An important factor is that the Concept will be applied in all 
components of the defense forces, so it will have a clear structure 
and meet the requirements of the Cabinet of Ministers of Ukraine [7]. 

We are going to consider the components, essence of the 
Concept and methodological approaches to its formation. 

1. Defining the problem to be solved by the Concept.
This section formulates the problem, its significance and 

compliance with public policy priorities, compares the main 
assumptions for its solution with the relevant indicators of foreign 
countries and domestic official statistics and research (usually for a 
period of at least 3-5 years before the development Concepts). 

The concept is derived from the “Concept of development of 
the security and defense sector of Ukraine” [8], which provides for 
the introduction of an integrated system of education, combat and 
special training of personnel in the security and defense sector. The 
annual national program, which is conducted under the leadership of 
NATO-Ukraine Commission for 2020 [9], defines the strategic goal 
of “professionalizing the defense forces and creating the necessary 
military reserve” and the task of “providing centralized training of 
operational defense personnel” (by 2025). 

Thus, the joint training of the defense forces is one of the 
important goals of the Concept, and the problem is the inconsistency 
of the current state of the military education system and the training 
needs of the defense forces, their acquisition of new capabilities 
according to NATO norms, principles and standards. 

2. Analysis of the problem causes and justification of the
necessity to solve it. 

This section analyzes the causes of the problem highlighted 
in the Concept, the impossibility of solving it within the previously 
adopted programs, and identifies the measures to solve the problem. 

Defining of the problem causes should be structured 
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according to the components of the combined capabilities of 
DOTMLPFI [3; 5]. This approach will allow working out options 
and ways to implement the Concept on individual elements of the 
capabilities of the military education system and training of defense 
forces. 

The implementation of the previous concept was completed 
in 2000 [10], its further implementation is impractical and does not 
comply with the law [11]. 

3. Purpose of the Concept.
The purpose of the Concept should be defined clearly and 

concisely. To define it, it is advisable to use SMART criteria 
(specificity, measurability, achievability, relevance, time-bound) 
which are used in PPM [12]. 

4. Determining the optimal solution of the problem based on
a comparative analysis of possible options. 

Comparative analysis of possible options with a clear outline 
of the advantages and disadvantages of each should be carried out by 
the method of SWOT-analysis [13–15]. 

It is necessary to evaluate all components of specialized 
military education and compare the acquisition of formal or informal 
education, training at the operational and strategic (operational and 
tactical) level of military education with training at the strategic 
(operational) levels, training simultaneously with higher education or 
on the basis of already acquired one. 

Each of the options will have its own SWOT-parameters. 
5. Ways and means of solving the problem, the time frames

of the Concept. 
The content of this section is related to the previous one and 

should outline the best option with the timing of implementation. 
6. Expected results from the Concept implementation, its

efficiency. 
The results of the Concept implementation should be 

presented with the use of qualitative, time and resource indicators, 
and their criteria comparable to the official statistical indicators of 
the nearest reporting year (3-5 years). 
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7. Assessment of financial, logistical, human and other
resources. 

Assessment of financial, logistical, human resources required 
for the implementation of the Concept should include a justification 
of the amount of financial resources under the relevant budget 
programs (subprograms), sources of funding with an assessment of 
the real possibilities of resource provision of the Concept at the 
expense of the state budget. 

Conclusions 
The report defines the structure and essence of the “Concept 

of military education and training of defense forces”, provides 
methodological aspects of its formation using approaches to defense 
planning based on capabilities and PPM. 

Prospects for further research. The direction of further 
research specification of the constituent elements of the Concept, 
substantiation of the strategic goal, the optimal option, time frames, 
ways and methods of implementation of the Concept, its financial 
and economic substantiation. 
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FIGHT IN THE ECONOMIC DOMAIN 
AS A COMPONENT OF HYBRID WARFARE 

One of the new world order’s manifestations in the beginning of 
the XXI century was the transformation of such a socio-political 
phenomenon as war. Its classical type, where the decisive role and 
classification feature belonged to the armed struggle, was replaced by a 
hybrid war. It’s main features were: an expanded arsenal of means to 
ensure the political goals of war (means of armed struggle, as well as 
non-military means - political, economic, informational and others); 
going beyond the time frame of a purely armed struggle; expanded list 
of struggle subjects (along with state ones, paramilitary formations and 
terrorist organizations play an increasingly active role);  lack of a clear 
boundary between its latent and open periods. However, not only using 
non-military means of struggle determines one of the features of hybrid 
warfare. The main thing is the growth of their role in such wars. This 
trend applies to the economic struggle, which is due primarily to the 
presence of two factors. 

Keywords: “hybrid war”, armed aggression of Russian 
Federation against Ukraine, globalization of international economic 
relations, national economy. 
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Introduction 
Problem statement. The first one is the high dependence of 

the strategic stability of the state on the state of the economy and the 
level of its economic power. 

The second one is the globalization of international 
economic relations, which has the strengthening the 
interconnectedness and interdependence effect of national 
economies. This creates new opportunities for each country, but also 
increases the vulnerability of the national economy to the influence 
of other countries, especially if these countries are more 
economically powerful. 

The interdependence and openness economies has generated 
a creation large amount of different economic means (instruments) of 
influence some countries on others. Socio-economic and financial-
economic can be divided into such means. 

Socio-economic struggle means are used to undermine the 
economic potential of the rival state by provoking the secret services 
or agents of influence (recruited among politicians, public figures, 
journalists, government officials, religious figures, other influential 
people) domestic political tensions and social protest in its ultra-
extremist form, organizing and financing large-scale strikes, as well 
as through informational influence on society to reduce confidence in 
economic institutions [1–2]. 

Among the financial and economic struggle means may be 
economic sanctions, embargoes, causing a banking crisis and the 
collapse of the national currency, manipulation for the economy of 
the rival state (oil, gas, etc.) prices for imported goods. 

Their application in the practice of international relations 
takes place both in conflict situations in peacetime and in the course 
of military conflicts. 

The analysis of recent research and publications. The issue 
of economic struggle has become one of the relevant research 
subjects in the international security domain. However, the huge 
numbers of different political, economic, social, informational, and 
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other factors that must be taken into account in this study, expanding 
dynamics as well as the range of their variations make it difficult to 
form the essence of this struggle. Therefore, today there is no 
generally accepted definition of the term "economic struggle in 
international relations". The analysis of the few definitions found in 
scientific publications, in particular, the definition of the term 
"economic struggle in war", given by the Military-Political 
Dictionary "War and Peace in terms and definitions", leads to the 
following synthesized definition [3, p. 54]. 

Economic struggle in the implementation of foreign policy 
goals - organized and managed by the state economic measures and 
actions carried out with political goals and aimed at protecting the 
national economy from the destructive intentions and actions of 
another state (a coalition of states) and undermining the economic 
potential rivals. 

It is important to note the difference between economic 
struggle and economic competition. It’s mainly consists of two 
positions: 

– the first one is that economic competition, unlike economic 
struggle, does not pursue political goals.  Mostly it comes down to 
the attempts of market participants to change the market situation in 
their favour; 

– second one is in contrast to the economic struggle, 
economic competition in the international market does not involve 
direct state intervention in the activities of economic entities to 
achieve certain political goals in relations with other states. The role 
of the state is more often traced in the active implementation of 
protectionist policies in the interests of the national manufacturer. 

Purpose of the report is prove that fight in the economic 
domain is an important component of hybrid warfare. 

Main part 
Economic competition in the relations of states is a 

permanent factor. With the emergence of foreign policy conflict, it is 
transformed into an interstate economic struggle. 
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Operating the concept of "economic struggle" in the above 
interpretation is not always acceptable. The main reason is the 
limited consideration of this type of struggle – reducing it only to 
economic measures. In practice, however, economic measures are 
mainly carried out in combination with political, informational, 
cybernetic measures, and during a military conflict – with the use of 
military force. The object of their protection or influence (about the 
enemy state) is the economy of the state. Here are some examples of 
actions of the Russian Federation against Ukraine. 

One of the most significant areas in which Russia's use of a 
wide range of means of influence can be traced is Ukraine's energy 
sector [4]. Economic measures, in particular for the supply of natural 
gas, were implemented here through pricing policy, bondage terms 
of prepayment, temporary suspension of gas supply to Ukraine 
(March 1995, January 2006 and January 2009). In the Russian-
Ukrainian gas conflicts, the political component has always 
outweighed the economic one. It was pressure from Russia to force 
Ukraine to relinquish its political position. 

This was especially evident after the Orange Revolution 
(2004) when the final reorientation of our country's foreign policy 
course to the pro-European vector took place. 

The intensity of political measures on the part of Russia, 
accompanied by its own economic projects, has intensified around the 
construction of the Nord Stream-2 gas pipeline. With the 
commissioning of it and the Turkish Stream, Russia will have the 
opportunity to refuse the transit of gas through the territory of Ukraine. 

In the arsenal of means of Russian aggression, cyber weapons 
are becoming more and more widely used, including against Ukraine's 
energy system. In the period since 2014, there have been at least two 
notable cyberattacks on Ukrainian energy companies. The first of 
them, the largest in its consequences, was held on December 23, 2015. 
It mainly affected consumers of Prykarpattiaoblenerho: about 30 
substations were shut down, and about 230,000 residents were left 
without electricity for one to six hours. The second cyber-attack took 
place on the night of December 17-18, 2016. The Northern substation 
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of the Ukrenergo energy company was shut down for more than an 
hour: consumers of the northern part of the right bank of Kyiv and 
region districts of the were left without electricity [4]. 

These examples lead to the conclusion that when planning 
and conducting the protection of the economy of their own country 
or undermining the economic potential of a rival country, it is 
necessary to use the term "struggle in the economic domain." 

The struggle in the economic domain in the implementation 
of foreign policy goals - organized and managed by the state system 
of economic, political, informational, military, cybernetic, and other 
measures, which are carried out to protect the national economy 
from destructive intentions and actions of another state (a coalition 
of states) and to undermine the economic potential of rival countries. 

This approach allows, based on the specific situation, to 
optimally allocate the available resources (military and non-military) 
by objects and time for the successful implementation of the tasks of 
the struggle in the economic sphere. 

The formation of the strategy of such a struggle is influenced 
by a significant number of factors. Consider the main ones on the 
example of a state that pursues aggressive intentions. 

1. The political goal of the state that is the object of 
influence. It may include, in particular, the forcible annexation 
(annexation) of all or part of the territory of that state, the 
disintegration or change of its leadership, inclusion in its sphere of 
influence, the establishment of full control over the state, and a 
change in its political course. 

2. Available political, economic, social, informational, 
military, and other resources can be used in the implementation of 
the struggle tasks in the economic domain. 

3. The projected ratio between the effectiveness of achieving 
a certain goal and the negative consequences, primarily in the foreign 
policy and economic domain, which may receive the aggressor state 
as a result of the implementation of its aggressive intentions. 

First of all the protecting strategy economy of one's own 
state from the destructive actions from another state have to take into 
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account the assessment of possible options for the enemy's actions 
and the available own resources - both tangible and intangible. 

Assessment of interstate conflicts over the past few decades 
allows us to identify certain periods in the implementation of the 
strategy of struggle in the economic domain. The first might be the 
formation period of the "economic bridgehead". The measures taken 
in this case are aimed at penetrating the economic domain of the 
country, further strengthening its own economic influence, and 
establishing control over its domestic and foreign policies. 

If we analyse Russia's actions in the Ukrainian direction, this 
period falls on the 1990s. These were favourable years in the 
relations between the two countries, in particular: the state border 
was defined, the Great Treaty of 1997 was concluded and the Black 
Sea Fleet was divided. But behind the scenes of the ceremonial picture 
of good neighbourliness was Russia's attempt to secure the status of 
political and economic centre among the former Soviet republics, as 
evidenced, in particular, the attempt to form a monetary union within 
the CIS, including with Ukraine (September 1993). Already in those 
years, in response to Ukraine's chosen course of European and Euro-
Atlantic integration, Russia used its "energy weapons". 

With a view to the future, the Kremlin's ideology of "liberal 
imperialism" as Russia's "mission" in the 21st century has begun [5]. 
In the economic sphere, it provided for the assistance of the Russian 
state to the expansion of domestic business to neighbouring 
countries. The priority was to acquire the ownership of the main 
economic facilities located in the CIS countries, including Ukraine. 

Within the framework of the mentioned ideology, the 
process of active penetration of Russian capital into strategically 
important sectors of the Ukrainian economy has been observed since 
the mid-1990s. Russia's business occupies a significant niche in 
Ukraine's fuel and energy sector. Under his control is almost the 
entire aluminium and titanium industry. Its presence in the field of 
communications and telecommunications reaches a dangerous level. 

Russia's Gazprom bank has in fact taken control of Ukraine's 
largest chemical plants, Sterol, Rivneazot, Cherkasy Azote, and 
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Severodonetsk Azote. The presence in the banking market of 
Ukraine of subsidiaries of Russian banks, such as Prominvestbank, 
VTB Bank, Sberbank, and BM Bank, has increased [6]. 

As of July 2014, Russian citizens owned every tenth 
company in the ranking of the 200 largest companies in Ukraine [7]. 

In the economic struggle against Ukraine, Russia also uses the 
significant interdependence between the two countries in the 
production of weapons, military, and special equipment. This has been 
a problem throughout Ukraine's independence. In the 1990s, the level 
of such interdependence was characterized by the following indicators: 
the total cost of Ukrainian-made weapons was up to 60-70% of the 
cost of Russian components, and the cost of Russian military products 
- up to 30-35% of the cost of Ukrainian components. 

Subsequently, Russia gradually reduced it’s dependence on 
Ukrainian components in the production of weapons and ammunition 
by establishing its own production of the necessary components. 
However, the dependence remained, the most critical - in aircraft 
engines and major power plants for ships. 

If we take into account the information on the program of 
import substitution of defence industry products, approved by the 
Russian government in July 2014, we can conclude that Ukrainian 
defence companies supplied Russia with more than 3 thousand types 
of components, assemblies, and units. These products were 
manufactured by almost 160 enterprises of Ukraine, and they were 
involved in the creation of about 200 models of Russian weapons 
and military equipment [8]. 

The issue of reducing the dependence of the Ukrainian 
defence industry on Russian components has not been the subject of 
attention of Ukraine's political leadership for a long time; as such 
dependence was not seen as a threat to national security until the 
time of Russian armed aggression. 

For the second period of the strategy of struggle in the 
economic sphere, the most accurate may be the name "soft power" – 
a term introduced into scientific vocabulary by James Sherr, a 
researcher at the Royal Institute of International Affairs (UK) [9]. 
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It means to influence, where coercion is indirect, carried out 
mainly in non-military forms and in ways that allow maximum use 
of the advantages of a state in its power over another state. "Soft 
power" is used by a State Party when it is necessary to compel the 
political leadership of another State to act accordingly, provided that 
there is no need for military intervention. 

The Russian strategy against Ukraine beginning of the 
mentioned period of implementation and should be considered the 
second half of July 2013, when the Russian customs introduced a 
total inspection of all vehicles transporting products of Ukrainian 
producers. As a result, the cargo was idle at the border and Ukraine 
suffered significant losses. By mid-August, about 40 Ukrainian 
companies were on the Russian customs "risk list". 

The Russian Customs Service included all Ukrainian 
importers in the list of "risky" on August 14, 2013. This led to an 
actual blockade of supplies of goods from Ukraine to Russia. 
Subsequently, the customs control procedure was strengthened. 
Obstacles to the transit of Ukrainian goods through Russia to other 
countries were also created. The transit of Ukrainian sugar to Central 
Asian countries was blocked in April 2014. 

The purpose of such actions by the Kremlin was to led the 
Ukrainian political leadership to refuse to sign the Association 
Agreement with the European Union. The fact of the existence of 
such a goal was confirmed by the adviser to the President of the 
Russian Federation Sergei Glazyev, who said on August 18, 2013, 
that "this inspection was one-time" - with the EU" [10]. 

The period of struggle in the economic sphere, which 
coincides in time with the military conflict, demonstrates the 
combination the combat using armed forces in a single set of 
economic means. 

Unlike the previously mentioned periods, this period is 
characterized primarily by the physical destruction 
(decommissioning) of economic facilities and infrastructure with the 
use of weapons. At the same time widely using political, cybernetic, 
and other non-military means of influence. 
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During this period the struggle is directed by the aggressor to 
achieve two interrelated goals in the economic domain. 

The first of them is the direct assistance in carrying out tasks 
by one's own armed forces. To achieve this goal (under the influence 
of fire, missile and artillery systems, cyberattacks, etc.) are objects 
that ensure the using armed forces of the opposing side. Such objects 
can be enemy transport infrastructure, military property storage 
bases, objects of the defence-industrial complex, etc. 

The second goal directly depends on the political goal 
pursued by the aggressor in a military conflict. If there are plans to 
annex the territory of another country, the enemy tries to preserve its 
industrial potential for its exploitation in the future. If the goal is to 
disintegrate and change the leadership of the state-object of 
aggression, to include it in the future in its sphere of influence, the 
objects of the economy list will be much wider identified for 
destruction. The objects that directly ensure the defence of the state, 
may include, enterprises of leading sectors of the economy and 
objects of livelihoods. The aggressor will try to create a financial and 
economic crisis and destroying them (disabling them), and will help 
to achieve politico’s goal in the military conflict catalyse social 
protest and protests by separatists and other anti-government forces. 

As an example, such a target in the local dimension was 
traced in the actions of militants led by Russian aggressors in 
January–February 2017 near Avdiivka (Donetsk region). As a result 
of their shelling by rocket systems of volley fire and large-calibre 
artillery, high-voltage power lines were damaged. As a result, 
Avdiivka was left without water (de-energized filtering station), 
electricity supply, as well as heat supply, which was provided by the 
Avdiivka Coke Plant. The plant was suspended. A state of 
emergency has been declared in the city. 

Russia widely practices in the Donbas such a form of 
struggle in the economic sphere as the export of industrial equipment 
to its territory. Since the beginning of the occupation of some 
districts of the Donetsk and Luhansk regions, more than a dozen 
large enterprises have been exported to the Russian Federation. 
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Among them are the state company Topaz, the Luhansk Cartridge 
Plant, the Luhansk and Khartsyzsk Machine-Building Plants, and the 
Luhansk Aircraft Repair Plant. 

Along with this, there is a looting of equipment of many 
enterprises, and supporting metal structures are cut into scrap metal. 

Such actions of the aggressor lead to the conclusion that 
Russia plans to hand over to Ukraine certain areas of Donbas now 
occupied by it with the almost destroyed economy and besides a 
critical ecological condition. The revival of these areas will require 
significant financial and economic resources from Ukraine. And we 
can assume that Russia predicts the depletion of the Ukrainian 
economy, the undermining of socio-political stability, and as a 
consequence the destruction of the state of Ukraine. 

When solving large-scale aggression against Ukraine, the 
threat of which remains real, under the influence of the enemy with 
the use of the full range of possible means (military and non-
military) may be objects of economic infrastructure throughout 
Ukraine. Along with this, it is necessary to count on the 
intensification of purely economic measures of influence, in 
particular: the cessation of supplies to our state and the transit 
through its territory of gas and oil; complete severance of trade 
relations; blocking the transit of goods through Ukraine through 
Russia to third countries. We should expect the strengthening of 
Russia's destructive influence on the implementation of Ukrainian 
economic policy using the pro-Russian lobby in other countries and 
international organizations. 

Conclusions 
The struggle in the economic domain is becoming an integral 

part of the aggression. It begins long before the armed aggression 
and continues after it ends. In combination with other non-military 
means of struggle in the economic domains can significantly affect 
the achievement of political goals in interstate conflicts. 

There is a need for research on the struggle in the economic 
domain, possible forms and methods of its conduct, ensuring the 
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stability of the national economy in the destructive influence of other 
states, as well as a system of leadership forces and means involved in 
the struggle in the economic domain. 
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PROCEDURE PLANNING OF THE TRAINING 
OF THE INTERAGENCY FORMATION 

Based on a systematic analysis of the combat training planning 
process of the interagency formation (tactical groups) of the state 
defense forces, a mathematical apparatus for calculating the level of the 
combat training planning is proposed, which takes into account 
planning of departmental (stage I) and planning of interagency (stage 
II) combat training.

The study has its aim to improve the system of combat training 
to a level that will ensure the achievement of the capabilities of the 
components of the state defense forces both independently and jointly to 
perform certain tasks. 

The mathematical apparatus is proposed to be used in the 
development of methods for assessing the level of organization of 
combat training of units and interagency formations of the state defense 
forces. 
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Introduction 
Problem statement. The adoption of a number of guiding 

documents defined a new approach to combat training (CT) of the 
units of the state defense forces (SDF). Therefore, special attention 
should be paid to the planning of the CT as the main function of its 
organization, the establishment of an effective mechanism that will 
ensure the acquisition of capabilities of the interagency formation of 
the SDF to perform the certain tasks [1–2]. 

The engagement of military units and subdivisions of the 
Armed Forces (AF) of Ukraine together with other military 
formations of SDF components in the anti-terrorist operation and in 
the interagency forces operation in the east of the country indicated a 
number of shortcomings of the CT: 

– a number of unresolved (problematic) issues in planning of 
interagency CT activities, which significantly reduces the 
effectiveness of the CT; 

– imperfection of the regulatory framework for ensuring the 
interagency CT; 

– imperfection of the unified management system of CT. 
The analysis of recent researches and publications. An 

analysis of recent researches and publications [3–4], in which solving 
the CT planning problems of the SDF was initiated, shows that 
paying tribute to scientific developments in this area, it should be 
noted that research on theoretical aspects of CT planning of 
interagency formations does not have yet a coordinated and 
systematic nature, and developments on this issue are poorly 
coordinated between scientific institutions and researchers. 

The lack of generally accepted theoretical developments on 
this topic and relevant recommendations that would correspond to 
the nowadays realities, reduces the effectiveness of CT planning for 
interagency formations. 

Given that planning is the main function of the CT 
organization and is a complex system, and the whole set of 
coordinated actions is defined in the relevant documents on the 
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organization of CT, research on these issues is relevant. 
Purpose of the report. The aim is to solve the problem of 

system analysis of the process, under consideration, and to develop 
on this basis a mathematical apparatus for calculating the level of CT 
planning of the interagency formation. 

Main part 
Analysis of the use of military units and subdivisions of the 

Armed Forces of Ukraine together with other military formations and 
law enforcement agencies in the anti-terrorist operation in eastern 
part of Ukraine indicates a number of shortcomings in the CT of 
components of SDF [6]. 

CT of SDF is carried out in two stages and consists of: 
– departmental CT (stage I), which ensures the acquisition of 

SDF units of the capabilities to independently perform assigned tasks 
(in services, certain types of troops (forces), training in units of the 
other military formations and law enforcement agencies (separately). 
This stage ends with tactical (tactical-special, flight-tactical, ship) 
exercise [1]; 

– interagency CT (stage II), which ensures the acquisition by 
the units of the interagency formation of the capabilities to jointly 
perform certain tasks (with theoretical and practical training 
(exercises), usually in a collective format). This stage ends with 
command and staff exercises with practical actions of troops (forces) 
at the training ranges [1]. 

To assess the level of CT planning, it is proposed to 
determine a generalized indicator ( )ПБПN t  that takes into account 
the completeness and quality of planning of departmental and 
interagency CT of interagency formation. 

The indicators that characterize the level of CT planning of 
the interagency formation include the indicator of the level of 
planning of the departmental CT (I stage) ( )ПВПZ t  and the indicator 
of the level of planning of the interagency CT (II stage) ( )ПOПZ t . 

Since the content of departmental CT planning (stage I) 
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( )ПВПZ t  does not depend on the planning of the interagency CT 
(stage II) ( )ПOПZ t , it is proposed to use additive aggregation to 
assess the level of CT planning ( )ПБПN t : 

( ) ( ) ( )ПБП ПВП ПВП ПОП ПОПN t Z t q Z t q= ⋅ + ⋅ .                  (1) 

The indicators that characterize the level of departmental CT 
planning (stage I) ( )ПВПZ t  of the unit to independently perform 
tasks include: the Individual training programs of the servicemen 

( )піпC t  and the Combat Training Plan of the military unit ( )пбпC t . 
The content of the Individual training programs of the 

servicemen does not depend on the scope of training and combat 
tasks, which is defined in the Combat Training Plan of the military 
unit (unit), and therefore their indicators are not dependent on each 
other, in order to assess the level of CT planning ( )ПВПZ t  it is 
proposed to use additive aggregation: 

( ) ( ) ( )ПВП nin nin nбn nбnZ t C t q C t q= ⋅ + ⋅ ,                  (2) 

where ( )ninC t  – an indicator that characterizes the quality of the 
Individual training programs of the servicemen at the t 
moment of time; 

( )nбnC t  – an indicator that characterizes the part of training 
and combat tasks (TCT) planned for the military unit 
(unit) performance at the t moment of time of their 
total number, according to the Combat Training Plan 
of the military unit (unit); 

,піп пбпq q  – “weight” coefficients of indicators of the 
Individual training programs of the servicemen and 
the Combat Training Plan of the military unit (unit). 

The indicator of the level planning of the interagency CT 
(stage II) ( )ПOПZ t of the interagency formation is characterized by 
the quality of the collective training standards (CTS) ( )сткC t  and the 
completeness of the Combat Training Plan of the interagency 
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formation ( )пбпгC t . 
Since the content of the CTS of the interagency formation 

does not depend on the scope of TCT, which is specified in the 
Combat Training Plan of the interagency formation, and therefore 
their indicators are not dependent on each other, in order to assess 
the level planning of the interagency CT (stage II) ( )ПВПZ t , it is 
proposed to use the additive aggregation: 

( ) ( ) ( )ПОП стк стк пбпг пбпгZ t C t q C t q= ⋅ + ⋅ ,                   (3) 

where ( )сткC t  – an indicator that characterizes the quality of the 
CTS of the interagency formation command at the t 
moment of time; 

( )пбпгC t  – an indicator that characterizes the part of TCT 
planned for interagency formation command 
performance at the t  moment of time out of their 
common quantity, according to the Combat 
Training Plan of the interagency formation and the 
number of joint exercises and shootings to their 
total number;  

,cтк пбпгq q  – “weight” coefficients of indicators of the 
quality of the CTS of the interagency formation command the 
Combat Training Plan of the interagency formation. 

Conclusions 

The proposed mathematical apparatus for assessment of the 
level of CT planning of the interagency formation of the state 
defense forces, unlike others, combines the CT planning of 
departmental and interagency, and allows making a quantitative 
assessment of the level of CT planning of the interagency formation 
of the state defense forces. 

The direction of further research is to develop a partial 
methodology for assessing the level of organization of the CT of the 
interagency formation of the state defense forces. 
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DETERMINATION OF REQUIREMENTS 
FOR INFORMATION AND COMMUNICATION 
TECHNOLOGIES IN MILITARY EDUCATION  

AND ANALYSIS OF EXISTING MEANS 

The use of the information and communication technology in 
the military has long been not a tribute to fashion, but an urgent need. 
After all, the development of military art determines the growth of 
requirements for communication needs in the military sphere. Thus, the 
definition of requirements for the information and communication 
technology tools on the basis of the analysis of the specifics of the 
conditions of military service, the educational process in the institution 
of higher military education and existing communication software tools 
that would satisfy the condition for the integration of opportunities to 
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meet communication needs in these spheres of life is an urgent need. 
The main idea of this study is to identify problems associated 

with the implementation of information and communication technologies 
in the military sphere in general, and in military education in particular. 
To do this, the study analyzed the features of military service, the 
educational process in the institution of higher military education and 
existing communication software tools. Based on this, the problems of 
the use of information and communication technologies and the 
requirements for them were identified. So, these requirements include: 
the ability to mask the signs of the functioning of the tool;  Security 
Service of Ukraine certification; the ability to restrict access to certain 
information to certain officials; the ability to access the necessary 
databases even offline; intuitive tool interface; the ability to easily 
operate with information that is in databases; ensuring a dynamic 
change in the situation and its buildup, the means of managing the 
facility should, if possible, be unified with other means of the 
information and communication technology; the tool should be able to 
port to various devices; the ability to perform official and educational 
tasks; the possibility of continuously attracting cadets (military 
personnel) to participate in the process of completing combat training 
missions; the need to maintain at least a local communication network; 
the ability to synchronize data on various devices; the possibility of 
battery life; the ability to process and coordinate a large amount of 
data; the ability to use the specified tool after completion of training. 

Based on the analysis and the formulation of requirements for 
the information and communication technology tools, it was found that 
the Ukrainian messenger for communication and interaction MilChat 
most meets the specified requirements. 

Keywords: simulation modelling; skills acquisition; cadets; 
the Armed Forces of Ukraine. 

Introduction 
Problem statement. The development of information and 

communication technologies (ICT) causes a change in almost all 
aspects of human life, society, and this fully applies to military service 
in the Armed Forces (AF). Due to the fact that the Armed Forces are 
designed to operate in extreme conditions (increased risk to human life 
and health, use of weapons), they have increased requirements for the 
use of new technologies, especially information and communication 
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[1]. Unfortunately, the introduction of new ICTs is often accompanied 
by a number of problems. Such problems include: lack of adapted to 
change structural, functional links, mechanisms for the introduction of 
new ICTs, inability to determine the possibilities (efficiency, 
sustainability) of the facility, the system in the implementation of new 
ICTs, insufficient training and psychological barrier of servicemen use 
of new ICTs. The most significant, according to the author, is the last 
problem because the unpreparedness of the application of these 
technologies in practice leads to a decrease in the capabilities of 
objects, systems, where these technologies are used. 

The reason for this problem, according to the author, is the 
peculiarities of the introduction (application) of the latest ICT in the 
Armed Forces of Ukraine. One of such features is: giving priority to 
the provision of troops [1], leaving somewhat out of consideration 
higher education institutions (HEIs) and training units. This feature 
leads to the fact that the graduate of a higher education institution or 
training unit needs to adapt after arriving at the unit to the 
peculiarities of combat missions using new ICT. 

Another feature of the use of ICT in the educational process of 
the Armed Forces of Ukraine is the use of information with limited 
access, which significantly complicates the educational process. 

Despite this, ICTs are used in some way in the learning 
process, but most often as a demonstration object, very rarely as a 
means of communication. This leads to the fact that cadets perceive 
these technologies as something complex and incomprehensible. At 
the same time, they easily learn modern means of information 
communication (messengers, file sharers, social networks), 
perceiving them as something simple and clear. 

The general problem of the introduction of ICT in military 
education, according to the author, is the lack of a common tool for 
the Armed Forces of Ukraine (network, messenger) with sufficient 
access to use it in education. 

However, returning to military education, it should be noted 
that the root causes of problems related to the study of new ICTs are: 
the lack of connection between training and communication of 
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cadets; weak link between training and further service; lack (limited 
access) to the database (methodical materials, textbooks, manuals). 

Thus, in the practice of military education there is a 
discrepancy between the need to introduce the latest ICT in military 
education and the lack of effective mechanisms to do so. 

The analysis of recent research and publications. Issues 
related to the use of ICT in higher (including military) education are 
devoted to a number of studies, including: D. Mesland (John 
W. Masland) and L. Redway (Laurence I. Radway) [2], Douglas 
Nobel D. Noble) [3], Huan-Chao Keh, Kuei-Min Wang, Shu-Shen 
Wai, Jiung-Yao Huang, Hui Lin and Ji-Jen Wu [4], Sae Schatz, David 
Fautua, Julian Stodd and Emilie Reitz [5], David Fautua, Sae Schatz, 
Emilie Reitz and Patricia Bockelman [6], O.V. Boyka [7], 
A.V. Yankovets [8], V.V. Stadnyk [9], I.F. Goncharenko [10], 
I. Zaitseva [11]. 

In the work of D. Mesland and L. Redway (John W. 
Masland, Laurence I. Radway) [2] based on the analysis of the 
impact of changes in the use of information technology on 
professional military education, the authors present a clear analysis 
of military competencies, form and content of military education 
taking into account information technology. In this paper, the 
analysis is based on hundreds of interviews and questionnaires and a 
detailed study of the history and programs of military academies, 
command and staff schools, the Armed Forces, the National Military 
College, three military colleges, the Industrial College of the Armed 
Forces and other institutions. 

Douglas D. Noble's study [3] explored areas such as 
engineering psychology, artificial intelligence and cognitive 
sciences, as well as military training. This paper also describes 
research in the field of computer education in terms of these areas. 

In the article by Huan-Chao Keh, Kuei-Min Wang, Shu-Shen 
Wai, Jiung-yao Huang, Hai Lina Lin and Ji-Jen Wu [4] considered the 
features of distance learning in higher military education. This study 
presents the architecture of the prototype of higher military education - 
distance learning (AME-DL) for advanced military distance learning, 
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it combines a modern e-learning tool, simulation technology and web 
technology, which provides a selection of learning topics that are 
easily accessible anywhere and anytime via web browser. The article 
by Sae Schatz, David Fautua, Julian Stodd, and Emilie Reitz [5] 
identifies five favorable conditions for the future military training 
environment. the possibility of joint design of the military education 
system taking into account the strategic result, optimization of the 
whole system (against attempts to optimize its parts) and consideration 
of the human element during all project stages is considered. 

A study by David Fautua, Sae Schatz, Emilie Reitz, and 
Patricia Bockelman [6] examined the stages of building a blended 
learning system (using ICT tools and traditional methods) over a 
three-year project, as well as evaluated the effectiveness of the 
implemented components, in particular in relation to information and 
communication technologies. This paper states that the results of a 
blended learning system gave 21% higher results in learning and 
acquiring skills, when additional e-learning courses preceded the 
exercise, and when additional training of team training was added to 
the preparation for exercises, 62.9% of participants indicated who 
feel more confident in performing their tasks. 

The article [7] solves the problem of determining the 
pedagogical conditions for the effective implementation of modern 
information and communication technologies in the educational 
process of higher military education. 

The study [8] is devoted to the problem of application of 
information and communication technologies for independent study 
of a foreign language by cadets in higher military educational 
institutions. In particular, a method of organizing independent work 
with the use of computer-generated educational computer programs 
has been developed. 

In [9] features of training of reserve officers are considered. 
In particular, the need for wider use of simulation, situational, 
multimedia and information technologies in the educational process 
was emphasized. There is also an example of improving the 
mastering of material on the subject "Methods of work on 
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humanitarian issues", through the use of web-quest technology to 
prepare for a seminar on "Organization of psychological training in 
the armed forces of NATO member countries." 

Article [10] is devoted to determining the place and role of 
information and communication technologies in the scientific and 
pedagogical activities of scientific and pedagogical workers of the 
military medical sphere. The attitude of scientific and pedagogical 
workers to the use of information and communication technologies 
and teaching aids in the system of training and advanced training in 
the field of military medical postgraduate education is revealed. The 
results of a survey of research and teaching staff on the use of ICT 
are presented. The problems of formation of information and 
communication competence of the scientific and pedagogical worker 
in the field of military medicine in the organization and carrying out 
of advanced training which scientific and pedagogical workers now 
see in use of ICT in the course of their teaching activity are allocated 
and generalized. 

In the article [11] the author made an attempt to reveal key 
aspects of the use of information and communication technologies in 
the educational process of higher education institutions based on the 
analysis of legal documents, research of modern scientists, as well as 
requests for the practice of higher education institutions. Based on the 
analysis of government documents, the essence of the definition of 
information technology, which is interpreted as electronic computers, 
software, mathematics, linguistic and other software, information 
systems or their individual elements, information networks and 
communication networks used to implement information technology. 
The essence of information and communication technologies is 
established, as well as the factors that influence the use of information 
and communication technologies in education. The list of means of 
information and communication technologies (hardware and software) 
is specified. Forms of work in classes in higher education institutions, 
as well as ways to use information and communication technologies in 
higher education institutions are presented. The conclusion about 
expediency and efficiency of use of means of information and 
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communication technologies in educational process of establishments 
of higher education is made. 

These studies have made a significant contribution to the 
introduction of ICT in the educational process of a higher education 
institution, including the military. However, the issue of integration 
of communication (software) products (tools, technologies) into all 
major spheres of military service remains unresolved. That is, there 
is no clear delineation of requirements for communication (software) 
products (tools, technologies) that would satisfy the conditions of use 
in official activities, educational process and everyday life. It is clear 
that such requirements can be determined only on the basis of an 
analysis of the specifics of the conditions of military service, the 
educational process in the institution of higher military education and 
existing communication software. 

To simplify the presentation of the material further in the 
text, it is proposed to use the term - ICT tool instead of the term - 
communication (software) product (tool, technology). 

Purpose of the report. Thus, the purpose of the report is to 
determine the requirements for the ICT tool based on the analysis of 
the specifics of military service, the educational process in higher 
military education and existing communication software that would 
meet the integration of opportunities to meet communication needs 
in these areas. 

Main part 
Theoretical fundamentals of research. Before conducting 

the declared analysis, it is proposed to determine the general outline 
of the requirements for such a tool on the basis of consideration of 
these problems. Thus, such a tool should: combine the possibilities of 
using it in official activities, the educational process and in everyday 
life; provide opportunities to restrict access to information; be 
ergonomic and adaptable to a variety of devices and conditions. 

However, in order to specify these requirements, the same 
tasks of service, educational process and full life should be defined, 
military service should be eliminated in order to successfully 
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complete tasks, acquire knowledge and navigate to ensure off-duty 
communication. This requires a detailed analysis of the previous 
features of military service. 

It is clear that the peculiarities of military service are the 
same basic factor that is studied not only by the use of ICT in the 
military department, but also the level of interest of servicemen 
through a particular tool (product) and the acquisition of new 
knowledge and navigation. 

The results of the analysis of military conflicts of recent 
decades [12–18] and the possible future nature of the war [19] 
Michael Macedonia invites to identify the features of military 
service, which significantly affects the results of military conflict. 

Thus, during operations in Iraq, Afghanistan, the anti-
terrorist operation (ATO) (Joint Forces Operation (JFO)) in eastern 
Ukraine [12–15], the installation changed so quickly (from a few 
minutes to several hours) that The management organization did not 
have time not only to make decisions, but also to display relevant 
information. Dose often this has led to inconsistencies, losing 
initiative and failure to perform combat missions. Thus, a feature of 
recent conflicts is the relatively rapid change of change. 

During the military conflicts between the federal troops of the 
Russian Federation and the Armed Forces of Ichkeria, the federal 
military commissions of the Russian Federation and the Armed Forces 
of Georgia [16–18], despite the number, fire and strike advantage of the 
federal troops of the Russian Federation, the Armed Group due to the 
use of new ICT. Thus, the latest ICTs provided an advantage in time, 
accuracy, maneuverability, screening, which allowed to perform a task 
not caused by this advantage. If another feature is the fight against the 
enemy for the gain in time, accuracy, maneuverability, secrecy. 

The limited time for studying renewals and making decisions 
about training is due to another feature of the service activities of 
servicemen. This feature is the formalization of information about 
the quality of circulation in control networks. The results of the 
analysis of combat operations of full special purpose AZOV show 
that the use of a formalized SALUTE report on the results of the 
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review allowed for a shorter period of time to obtain more 
information [20]. Of course, another feature is the formalization of 
official information. 

Another feature is due to the increase in intelligence, which 
leads to the need to study this information. It is clear that this allows 
for more effective decision-making, however, and requires an 
increase in the capabilities of the forces and means involved in the 
information processing process. Thus, the next feature is the 
relatively large amount of data that must be operated when deciding 
on combat use (combat). 

Returning to the results of the analysis of the military 
conflict between the federal troops of the Russian Federation and the 
Armed Forces of Ichkeria [16–18] it should be noted that quite often 
to preserve the military formation of the Armed Forces of Ichkeria 
changed This became possible only due to the coordination of 
actions and a clear structure of subordination, which is another 
feature of the successful service of servicemen. 

The results of the analysis of the anti-terrorist operation 
(ATO) in eastern Ukraine [14–15] show that units in low-intensity 
military conflicts can cover large enough areas of the line of combat. 
This leads to the need to change your location to perform tasks and 
act autonomously for some time. This requires the military to have 
sufficient knowledge and skills to make decisions on their own if 
necessary. That is, the next feature of official activity is the relative 
autonomy of the unit in terms of provision and location. 

Thus, the features of military service, which determine, 
among other things, the requirements for ICT, include: rapid change 
of circumstances; competition with the enemy for time gain, 
accuracy, maneuverability, secrecy; formalization of official 
information; relatively large amount of data that must be operated 
when deciding on combat use (combat operations); coherence of 
actions and clear structure of subordination; relative autonomy in 
terms of security and location. 

Research methodology. These features of military service in 
some way determine the features of the educational process in the 
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institution of higher military education. 
One of the main features of the organization of the 

educational process in the institution of higher military education is 
the use of information that is a state secret. This requires the 
implementation of a set of measures, including granting access and 
access to state secrets to cadets and teachers, appropriate equipment 
of the training venue, use of certified by the Security Service of 
Ukraine (SSU) equipment and software. It is clear that the use of the 
latest ICT tools is complicated in this situation. 

Based on the above, it is possible to formulate several 
requirements for the ICT tool. First of all, it is the SSU certification 
of this tool. Another requirement is the possibility of restricting 
access to certain information to certain officials to whom this 
information does not apply. Also no less important feature is the 
ability to mask the signs of the tool. 

Another feature of the educational process, which is likely to 
be inherent not only in the military, but in general are the features of 
modern higher education is the transition from knowledge 
accumulation to the operation of information. Having simplified 
access to a relatively large amount of information somewhat reduces 
the value of owning this information. At the same time, the role of 
the ability to operate with a variety of information is increasing. 
Which forms a certain trend in the development of higher education. 

With regard to military education, this trend is somewhat 
weaker due to the relatively complex procedure of staffing research 
and teaching staff who understand the current priorities of higher 
education. However, this trend determines the peculiarity of modern 
higher education, namely the shift of emphasis from the acquisition 
of knowledge to the ability to operate with information. 

This feature makes it possible to formulate several more 
requirements for the ICT tool. So it is possible to access the 
necessary databases even offline. The next requirement is an intuitive 
interface. Another requirement is the ability to easily manipulate the 
information contained in databases. 

Also a feature of the modern educational process, including 
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the military, is the inclusion in the educational process of an 
increasing number of electronic learning tools. In general, this 
significantly increases the digestibility of the material. In addition, it 
speeds up the time for feeding the material and allows to ensure the 
proper quality of control over the assimilation of the material. Thus, 
a feature of the modern educational process is its informatization. 
However, the increase in the number of e-learning tools leads to the 
fact that it takes some time to master the order of its use by cadets. 
Thus, the results of the analysis of the educational process in the 
institution of higher military education show that up to 50% of the 
study time using ICT tools is devoted to the study of software tools. 

Based on this, several requirements for the ICT tool can be 
formed. In particular, this - the use of the tool should be intuitive, ie 
the tools should be, if possible, unified with other ICT tools. Next, 
the tool must be able to be ported to a variety of devices. Another 
requirement is the ability to use the tool for business purposes and 
during training. 

In a separate feature, despite the interaction with the previous 
feature, it is necessary to highlight the use of simulation tools. 
Modern military higher education quite powerfully uses such a tool 
as a means of simulation. This allows you to significantly reduce the 
cost of material resources, time. However, simulation tools are 
stationary, i.e. used only during classes. Despite the fact that classes 
on simulation tools are conducted in the form of command and staff 
exercises, , i.e. almost continuously for several days, it is difficult to 
create conditions for complete immersion in the situation. These 
classes are perceived as something temporary and superficial. This 
leads to a decrease in motivation to learn the material. 

Thus, in view of the above, it is possible to formulate another 
requirement for the ICT tool. The ICT tool should provide a dynamic 
change of the situation and its increase, as well as continuous 
involvement of the cadet to participate in the process of training and 
combat missions. 

Considering the previous feature, we can identify several 
more features that are directly related to the specifics of military 
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education. Thus, considering such types of classes as command and 
staff training, group exercise, tactical training, a set of practical 
classes, it should be noted that these classes have a relatively long 
duration from several hours to several days. 

It is clear that the provision of communication between the 
participants of the educational process given the duration is 
problematic. After all, it is impossible to keep cadets in the training 
place for a long time without losing the productivity of learning the 
material. Moreover, ensuring the continuity of learning and 
performing different tasks in one study group at the same time 
necessitates the possibility of transferring data from one device to 
another or using them on different devices simultaneously. Also, the 
specifics of such classes is the ability to perform part of the training 
and combat tasks in the field (without stationary power supplies). 

Thus, this feature provides the formation of the following 
requirements for the ICT: the need to maintain at least a local 
communication network; possibilities of data synchronization on 
different devices and autonomous work (without a stationary power 
supply). 

Considering in more detail the classes with a relatively long 
duration, it should be noted that in addition to the duration of these 
classes is a large amount of information, as well as a relatively large 
number of training and combat missions. And these tasks can be 
different at the same time for different cadets. In addition, the 
information circulating in the network of communication links of the 
participants of the educational process should not be contradictory. 

This indicates another feature of military education, namely: 
a relatively large amount of information and tasks that are assigned 
to certain classes. This feature makes it possible to formulate the 
following requirement for the ICT tool: the ability to process and 
reconcile large amounts of data. 

There is another feature of military education, which is due 
to the development of military science. 

Military science, developing in the paradoxical logic of war, 
quite often and radically changes its vector. This leads to changes in 
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the forms and methods of combat operations, methods of combat 
missions and the use of weapons and military equipment. 
Accordingly, it affects military education. That is, planning 
documents and methodological materials must be changed in 
accordance with the requirements of modern martial arts. The same 
goes for ICT tools. So another feature is: a relatively rapid loss of 
relevance of certain methods and techniques of tasks. 

This feature allows you to formulate certain requirements for 
the ICT tool: the ability to update databases; the ability to use this 
tool after graduation (implementation of the principle of training 
without separation from service). 

Thus, the peculiarities of the educational process in the 
institution of higher military education at the present stage of 
development are: the secrecy of a certain part of the information; 
shifting the emphasis from the acquisition of knowledge to the ability 
to operate with information; informatization of the educational 
process; use of simulation tools; relatively long duration of certain 
classes; relatively large amount of information and tasks that are 
submitted to certain classes; relatively rapid loss of relevance of 
certain methods and techniques of tasks. 

These features make it possible to formulate a number of 
requirements for the ICT tool. In general, these requirements can be 
hierarchically divided into two levels: general, those formulated on 
the basis of problem analysis and detailed, those formulated on the 
basis of feature analysis. Hierarchical interconnectedness of ICT 
implementation problems in military education; features of the 
conditions of military service, the educational process in the 
institution of higher military education and the requirements for the 
means of ICT are presented in Fig. 1–2. 

In line with the purpose of this study, the next step is to 
analyze existing ICT tools. The results of the analysis of existing ICT 
tools that are used (or can be used) in the educational process in 
higher military education institutions allow to classify these tools. 
Thus, to simplify further research, it is proposed to distribute ICT 
tools on the basis of the scope: the educational process itself, the 
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organization of the educational process, communication 
(messengers). 

 
Fig. 1. The interrelation of the peculiarities of the conditions of military 

service, the educational process in the institution of higher military 
education and the requirements for the ICT tool with the problems 
of the introduction of ICT in military education 
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Fig. 2. Problems of ICT implementation in military education, the reasons 

that caused them and possible solutions 
 

It is clear that this classification is conditional and certain 
ICT tools may belong to several classes. However, in order to 
highlight those features of ICT tools that are extremely important for 
the formation of knowledge and skills of cadets, such a classification 
is appropriate. Moreover, this classification correlates with the 
problems of ICT implementation in the educational process of higher 
military education institutions. 

Analysis of ICT tools used directly in the educational 
process shows that their main function is to increase the efficiency of 
learning material. The implementation of this function is achieved by 
performing a number of tasks, in particular, the demonstration of 
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educational material, modeling situations or certain actions, 
simplification of the operation of educational information. 

Such tools include: multimedia devices for displaying 
educational information (infocusses, TVs, multimedia boards); 
simulation tools (Follow me, JCATS, Battle command, simulators); 
computers and specialized programs (computer classes, design and 
calculation tasks) [21]. 

The main advantages of using these tools for further 
implementation of ICT in military education are: clarity of 
educational material, concentration on certain tasks and actions, 
reduction of time for submission and mastering of educational 
material. 

At the same time, the disadvantages of these tools, given the 
identified problems of ICT implementation in military education are: 
the difficulty of using them at a convenient time for the cadet 
(independent training, free time); the need for certification of each 
tool separately for the submission of information with limited access; 
the means of control of these means (interfaces) of these means are 
different; conditional binding of the information submitted for 
further official activity. 

The results of the analysis of ICT tools used for the 
organization of the educational process show that the main function of 
such tools is to increase the efficiency of classes. The implementation 
of this function is achieved by performing a number of tasks, in 
particular, storage, control of learning material, analysis of the success 
of cadets and the activity of research and teaching staff. 

Such tools include: learning environments (Moodle, 
Blackboard Learn, Eliademy); school management tools (MySchool, 
Schoology); distance learning tools (GetCourse, Edmodo) [22]. 

The main advantages of using these tools for further 
implementation of ICT in military education are: access to 
information at a time convenient for the cadet; the ability to port the 
tool to various devices; the possibility of remote tracking of learning 
material. 

At the same time, the disadvantages of these tools for use in 
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higher military education are: the inability to provide information 
with limited access; impossibility of joint performance of group tasks 
with other cadets; impossibility of use in further official activity; 
inability to access information in offline mode. 

their main function is to ensure communication between 
cadets and teachers. The implementation of this function is achieved 
by providing: voice communication during classes, information 
exchange, setting tasks and monitoring their implementation. 

Such means include: means of digital communication 
(trunking radio stations); messengers (MilChat, Edmodo) [23–24]. 

The main advantages of using these tools for further 
implementation of ICT in military education are: the ability to use 
both in training and further service activities; possibility of use at any 
time, convenient for the cadet; intuitive interface; ability to encrypt 
information. 

At the same time, the disadvantages of these tools for use in 
higher military education are: the inability to store databases; the 
need for certification of each sample by the Security Service of 
Ukraine; inability to operate with a large amount of information; 
inability to use offline. 

Results of the research. Considering the existing ICT tools, 
the specifics of military service and education, it can be noted that 
the prospect of developing ICT tools for the military is to create a 
unified software for training and service with the ability to port to 
various devices. The general characteristics of such a tool are due to 
the requirements identified during this study. 

The Ukrainian messenger for communication and interaction 
MilChat belongs to such means which most meet the specified 
requirements. It is proposed to consider in more detail its 
possibilities in the perspective of its application for military 
education and to identify possible further ways of its development. 

MilChat is a specialized military mobile messenger, which is 
much more functional than well-known civilian messengers. MilChat 
Messenger is designed to: send text messages and files of any type; 
private or group work with electronic maps to apply a tactical situation; 
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sending and receiving formalized SALT / SALUTE reporting reports; 
ensuring reliable and encrypted (end-to-end) data exchange; unlike 
civilian messengers, MilChat encryption is always active. 

An important feature of this messenger is the ability to 
integrate with other military programs such as ArtOS, MilStaff 

Reference [24]: ArtOS - a complex of automated fire control 
of artillery batteries, mortars and rocket-propelled grenade launchers 
of various calibers, includes an innovative solution to the problems 
of communication, intelligence collection and ammunition 
accounting. MilStaff is a staff artillery control kit that is installed on 
a secure PC and is designed to automate combat planning, control of 
artillery units equipped with ArtOS during combat and fire control. 

Another feature of MilChat is cross-platform, which allows 
you to run on operating systems such as Android. IOS, Windows, 
macOS and GNU / Linux and can work offline. 

In general, MilChat can be integrated into the ecosystem 
ArtOS - MilChat - MilStaff, the main purpose of which is - more 
effective combat missions. 

This eco-system provides the following opportunities: 
– all software is mutually integrated, which makes the 

transmission of orders and targets instantaneous through any means 
of communication; 

– more efficient receipt of intelligence information with its 
further analysis; 

– joint efforts to obtain intelligence information by all 
participants in the ecosystem; 

– speeding up the sending of reports on the state of 
equipment and personnel, as well as on the state of ammunition and 
logistics from the lower headquarters to the highest; 

– the ability to both receive intelligence and share it with 
specific users. 

The results of the analysis of MilChat messenger show that it 
meets most of the requirements for the ICT tool for military 
education. However, there are still some issues that need to be 
addressed. Yes, it would be advisable to implement the ability to 
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save training (reference) material both directly to the device and in 
the cloud storage. You can also enter the database update feature 
when connected to the network. Another useful innovation would be 
the certification of the software by the SSU. 

Conclusions 
Thus, the article defines the requirements for the ICT tool for 

the needs of servicemen, based on the analysis of the specifics of 
military service, the educational process in higher military education 
and existing communication software that would meet the integration 
of opportunities to meet communication needs in these areas. 

1. The study found that the features of military service, 
which determine, among other things, the requirements for ICT, 
include: rapid change of circumstances; competition with the enemy 
for time gain, accuracy, maneuverability, secrecy; formalization of 
official information; relatively large amount of data that must be 
operated when deciding on combat use (combat operations); 
coherence of actions and clear structure of subordination; relative 
autonomy in terms of security and location. 

2. It is also determined that the peculiarities of the 
educational process in the institution of higher military education at 
the present stage of development are: the secrecy of a certain part of 
the information; shifting the emphasis from the acquisition of 
knowledge to the ability to operate with information; informatization 
of the educational process; use of simulation tools; relatively long 
duration of certain classes; relatively large amount of information 
and tasks that are submitted to certain classes; relatively rapid loss of 
relevance of certain methods and techniques of tasks. 

3. These results of the analysis allowed to form requirements 
for the ICT tool for the needs of servicemen, in particular: the 
possibility of masking the signs of the tool's functioning; SSU 
certification; the possibility of restricting access to certain information 
to certain officials; the ability to access the necessary databases even 
offline; intuitive interface; the ability to easily operate with 
information contained in databases; ensuring dynamic change of the 
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situation and its increase; the means of control of the means should, if 
possible, be unified with other means of ICT; the tool must be able to 
be ported to various devices; ability to perform official and educational 
tasks; the possibility of continuous involvement of cadets (servicemen) 
to participate in the process of training and combat missions; the need 
to maintain at least a local communication network; the ability to 
synchronize data on different devices; possibility of autonomous work; 
ability to process and reconcile large amounts of data; the ability to use 
this tool after graduation. 

Based on the analysis and formulation of requirements for 
ICT tools, it was found that the Ukrainian messenger for 
communication and interaction MilChat best meets these 
requirements. The results of the analysis of MilChat messenger show 
that it meets most of the requirements for the ICT tool for military 
education. However, there are still some issues that need to be 
addressed. Yes, it would be advisable to implement the ability to 
save training (reference) material both directly to the device and in 
the cloud storage. You can also enter the database update feature 
when connected to the network. 

Prospects for further research are the development of 
teaching materials using the latest ICT tools, which took into account 
the specifics of military service, the educational process in higher 
military education and their (ICT tools) capabilities that would meet 
the integration of opportunities to meet communication needs 
spheres of life. 
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Introduction 
Problem statement. Ukraine, its Armed Forces (AF) in 

general, and the National Defence University of Ukraine named after 
Ivan Cherniakhovskyi (NDUU) in particular are actively working to 
study and implement a number of standards used in NATO member 
countries in the educational process and in their daily activities. In 
order to coordinate joint efforts between the countries of the alliance 
and our country, many documents have been developed that regulate 
this process. One such document is the Annual National Program 
Under the Auspices of the NATO-Ukraine Commission (hereinafter 
the Annual Program). The Annual Program for 2020 [1] was 
approved by the Decree of the President of Ukraine of May 26, 2020 
No. 203/202. Annex 1 to this Program [2] identifies priority tasks 
and activities for responsible executors, including the Ministry of 
Defence of Ukraine (MDU). For MDU the priority tasks are: 

– working out of Ukraine with NATO topical special 
partnership (cooperation) issues; 

– study and coverage of Euro-Atlantic security issues; 
– holding the International NATO Week in Ukraine (within 

the walls of the NDUU); 
– holding thematic events on Ukraine's cooperation with 

NATO in military training units of higher education institutions, etc. 
Thus, the departments of our university have to solve a 

number of tasks to study and implement in the educational process 
new standards for the Armed Forces of Ukraine and the effectiveness 
of this process is directly related to the level of cooperation of our 
research and teaching staff (NPP) with colleagues abroad. 

The analysis of recent research and publications. An analysis 
of some of the standards currently adapted for use by national AF shows 
that these standards do not always correspond to the approaches used in 
Allies. For example, the Procedure for drawing up operational (combat) 
documents, approved by the order of the Ukrainian AF General Staff 
dated 25.04.2018 number 170 “On approval of the Procedure for 
operational (combat) documents execution”, which was used in the AF 
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of Ukraine until mid-2020, should streamline the work of servicemen 
during the development of combat textual and graphic documents, as is 
done in the AF of NATO member countries. A similar document used 
in NATO is the APP-6 Standard [3]. But as a result of comparing the 
content of these documents, a number of significant differences were 
found, which consist in the content and form of text documents, the 
order of display (colour, inscriptions, sizes) of graphic symbols (marks), 
section names and distribution of symbols between sections, etc. In 
2020, there was an attempt to eliminate some inconsistencies between 
the national standard and the NATO standard [3] and in September the 
Temporary Procedure for Operational (Combat) Documents Design was 
adopted by the Commander-in-Chief of the Armed Forces of Ukraine. 
But the new document has many inconsistencies with the NATO 
standard that took place in the previous national standard. 

The APP-6 standard is closely related to other standards and 
is used in the work of headquarters during the planning of operations, 
as well as to reflect changes in the situation during military 
operations. For example, in the U.S. Army, at the tactical level, 
headquarters use a procedure called the Military Decision Making 
Process (MDMP) when planning actions. This process is described in 
detail in many publications, one of which is FM 6-0 [4]. If we study 
in detail the staff procedure during MDMP, we can conclude that the 
symbols given in APP-6 are not accidentally divided into appropriate 
sections and they are often used differently than they are currently 
used by Ukrainian AF servicemen. 

For example, the set of labels listed in Appendix A to 
Section 8 (Control measure symbols: Mission tasks and mission task 
verbs) [3] is typically used when displaying the situation on the 
Decision Support Template (DST), and the verbs that describe these 
symbols are in the Decision Support Matrix (DSM). Working out of 
such documents as DST and DSM is not provided by national 
standards, so staff officers use these symbols when depicting the 
situation on the graphic part of the plan, work map, etc., which is not 
correct in relation to the standards used in NATO member countries. 

You can find dozens or maybe hundreds of such examples. 
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Teachers of the Army Department (ARD) believe that the main 
reasons for the misconception of the Ukrainian AF servicemen 
regarding the use of NATO standards are:  

– the current combat doctrines and guidelines adopted by 2020;  
– insufficient number or weak training of teachers 

(instructors) who can train servicemen of the Armed Forces of 
Ukraine to use the new standards; 

– misunderstanding (translation) of documents developed in 
NATO (NATO member states) by specialists trying to develop new 
national standards. 

In 2017, the NDUU leadership took one of the first steps to 
train teachers and students in the MDMP using during planning the 
operations of tactical-level military formations. Since then, new 
approaches to planning operations are gradually replacing the old 
ones and this is reflected in the work programs of academic 
disciplines, course programs, the content of training sessions, and so 
on. But there are also a number of problematic issues that are still 
hampering the process of implementing MDMP during the students' 
completion of all complex tactical exercises. 

Purpose of the report is to identify problematic issues that 
have arisen in the Army Department staff during international 
cooperation with the Military Academy of Lithuania (MAL) 
representatives and possible ways to solve them.  

Main part 
During the first international command and staff exercise 

with representatives of the MAL Command and Staff Course (CSC) 
in 2017, a number of significant differences were found between the 
national approaches and those used by Lithuanian colleagues when 
planning combat operations. NDUU students were guided in their 
work by national guidelines and the Mechanized and Tank Forces 
Combat Doctrine [5], and students of MAL CSC were guided by 
their publication and a number of publications developed in NATO 
and the United States. 

As a result of joint work of "mixed" teams between 
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participants (both students and teachers) there were 
misunderstandings in the design and number of combat graphic and 
textual documents, staff procedures (number and structure of 
meetings / briefings, structure of officials' reports), etc. But the 
purpose of the training, which was to develop an operation plan and 
combat management training, was achieved and it was the first 
important step in rethinking what needs to be done for Ukrainian AF 
officers to understand NATO standards. 

The challenges of transforming the AF to move closer to 
NATO standards were not new to Lithuanian colleagues, and they 
invited the NDUU leadership to continue cooperating in the future, 
to which they agreed. As a result of the agreements in August-
September 2018, three ARD teachers had the opportunity to observe 
the MDMP teaching methods at the MAL Army CSC named after 
Great Vytautas (Vilnius), together with Lithuanian colleagues 
developed the concept of the second international exercise and a set 
of necessary documents. Representatives of MAL Army CSC visited 
Kyiv in two stages in October and November. 

Previously, two Lithuanian instructors and two NDUU 
instructors trained in Vilnius conducted a short two-week MDMP 
(Tutorial) course with Ukrainian officers, which helped to reach a 
common understanding of how the multinational staff would plan the 
defensive operations. As a result of international training, teachers of 
the Army Department, as well as other NDUU departments, gained 
the knowledge needed to train Ukrainian officers to make decisions 
in accordance with the standards used by NATO member states, and 
students gained knowledge and experience currently used in training 
their subordinates, during the introduction of new standards in 
subordinate military units and subdivisions. At the end of 2018, the 
ARD teachers published a textbook in Ukrainian [6], developed on 
the basis of the Lithuanian publication, which is used in the 
university educational process. 

In February 2019, three more officers of the Army 
Department visited the Army CSC in Vilnius, learned from the 
Lithuanian colleagues’ experience, worked out the concept of the 
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third international exercise, as well as the concept of a 
comprehensive tactical task No. 12, which from September 2019 is 
carried out in accordance with MDMP procedures. The Ukrainian 
students’ preparation course (Tutorial) for the third international 
exercise has already been conducted by teachers of our university 
without the help of Lithuanian instructors. The joint training was 
held at a high enough level, our teachers consolidated their 
knowledge and skills, some took part in such an event for the first 
time, and the next change of students received a lot of knowledge 
and practical skills to work according to new standards. 

The NDUU has launched the Army Tactical Level Command 
and Staff Course (L-2) since January 2020, the program of which was 
developed on the basis of the Lithuanian CSC. Currently, there are 
significant differences between the domestic and Lithuanian courses, 
which are related to the current guidelines (doctrines, instructions, 
etc.). In 2020, it was not possible to implement in the course program 
all the staff work principles laid down in the MDMP, and this was 
clearly noticed by the commission representatives who took part in the 
educational programs audit. Currently, a new program has been 
developed, which is fully adapted to the approaches laid down in 
foreign [3; 4] and some domestic publications [6] and from January 
2021 our teachers will train brigades (battalions, divisions) staff 
officers to work according to standards, used in NATO. It is planned 
to involve NDUU’s students and NATO member states representatives 
in the training, but these issues need to be agreed at a higher level. 

Conclusions 
Thus, summarizing the above, we can make the following 

conclusions: 
The joint work of NDUU’s teachers with foreign military 

educational institutions representatives makes it possible to resolve 
the issue of training teachers capable of implementing in the 
educational process the principles laid down in NATO standards, as 
well as better develop educational programs (teaching materials), 
new guidelines (standards). 
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Involving students in international training (classes under the 
guidance of foreign instructors) takes students to gain experience 
working in a multinational team, improving theoretical knowledge 
and practical skills (including in a foreign language). 

The university must train future professionals who will be 
able to organize work in the subordinate team in accordance with the 
governing documents. If our educational programs are tuned to 
NATO standards and troops use old guidelines, or imperfect 
"hybrids," then university graduates will have no value for their 
commanders and subordinates. National standards should be 
developed by qualified professionals who are fluent in English and 
understand the issues laid down in the relevant standard. 
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means radically changed. 
In today's conflicts, methods based on the complex 

application of political, economic, informational and other non-
military measures implemented with reliance on military force are 
increasingly used. The set of these methods implements the concept 
of hybrid warfare, the leading idea is to achieve political goals with 
minimal military influence on the enemy through the use of modern 
information technologies with reliance on "soft power" and "hard 
power" [1–6]. 

A prime example of the implementation of the concept of 
hybrid war is the action of the Russian Federation against Ukraine. 
At the same time, the "hybrid policy" of the Russian Federation is 
not limited to Ukraine. Russia's "hybrid policy" also covers Europe, 
the United States, the EU and NATO. The objectives of the "hybrid 
policy" are: 

– against Ukraine – it is the desire to act aggressively on the 
minds of the leadership and business elites, as well as various party 
and social groups, as well as on the general population of Ukraine; 

– against Europe and the USA – it is the desire to undermine 
the feeling of well-being and confidence in the countries of Eastern 
Europe and the Baltic States about their guaranteed protection by the 
EU and NATO; 

– against European Union – it is prevention the enlargement 
and the complete collapse of the European Union; 

– against NATO – it is prevention the enlargement and 
complete destruction of the North Atlantic Alliance. 

The analysis of recent researches and publications. The 
characteristic features of the hybrid armed conflict against Ukraine 
are [1–6]: 

– aggression without official announcement of war; 
– concealment by the aggressor country of its participation in 

the conflict; 
– active use of asymmetric combat operations and network 

warfare, warfare, does not have single and explicit war control 
center; 
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– widespread use of irregular armed groups (including under 
cover of civilians) under the slogans and appearance of civil war; 

– unofficial involvement of non-state performers by the 
aggressor state - "polite men", "volunteers" who are essentially 
mercenaries; 

– neglect by the aggressor of the international standards of 
warfare and current agreements and agreements reached; 

– mutual measures of political and economic pressure (with 
the formal preservation of relations between two countries); 

– confrontation in cyberspace; 
– no rear and front; 
– methods of information fight and terror are widely used; 
– instant reaction to changing conditions and management 

flexibility, with the appearance of its absence (managed chaos). 
In the course of the hybrid armed conflict against Ukraine, 

the military and economic potential is undermined, the cultural and 
ideological sphere is being destroyed, radical opposition is being 
maintained, special operations forces are being engaged to conduct 
sabotage and prepare the necessary forces and means to manipulate 
the protests of the local population. Military assistance and financial 
support to terrorist organizations are also hidden. After considerable 
depletion of the enemy, there is limited use of military force under 
the guise of liberation slogans to transfer the country to foreign 
control. 

In addition, one of the features of the current hybrid armed 
conflict of the Russian Federation against Ukraine is the 
simultaneous use of different methods and technologies of 
information confrontation, the combination of the use of soft and 
hard force to weaken and decentralize our state, bringing to power 
the pro-Russian, Russian-controlled European leadership exchange 
rate, the return of Ukraine under the control of the Russian 
Federation 

Among the methods and technologies of the hybrid armed 
conflict of the Russian Federation against Ukraine, the most 
commonly used are: 
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– diplomatic pressure; 
– energy and economic pressure; 
– use of information technologies for organizing protest 

movements, formation of the "fifth column"; 
– information, misinformation and propaganda influences; 
– terrorist and subversive acts; 
– intelligence and counterintelligence activities; 
– use of special operations forces; 
– support for corruption; 
– conducting operations in cyberspace. 
The hybrid armed conflict against Ukraine began with 

information war and popular unrest against the current government. 
In the second stage there was a promotion of instigators, 

provocateurs and saboteurs under the guise of the local population, 
who were rocking the situation. 

In the next phase, the initiative was taken by people recruited 
by the Russian special services, or even citizens of the Russian 
Federation. 

Further, in the course of the escalation of the conflict and its 
transition to the armed stage, volunteers and mercenaries, weapons 
specialists and special forces from the Russian Federation, who acted 
concealed, under the guise of local militias, or openly, without 
concealing their Russian citizenship (for example, Cossacks, inter-
brigade), joined to the conflict. Their task was to take the situation 
under complete control, win and consolidate the interests of the 
Russian Federation in the Ukrainian territory. 

Russia's hybrid armed conflict with Ukraine has several 
phases. 

The first phase (from February 27 to the end of March 2014) 
is the Russian military aggression on the territory of Ukraine, the 
capture of Crimea and its inclusion in Russia. The actions of the 
Russian Federation in the Autonomous Republic of Crimea had all 
the characteristics of information and psychological operation, aimed 
primarily at the Russian audience and, on the other hand, at the 
Ukrainian and Western audiences prepared and thought out for the 
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purposes, forms, methods, measures and consequences. 
The second phase (April – August 2014) is the concealed 

Russian military aggression and "militia" in the territory of the south-
east (Luhansk and Donetsk regions) of Ukraine, the beginning of 
military operations. During this phase, the Russian Federation 
actively pursued measures to destabilize the eastern and southern 
regions of Ukraine by organizing mass anti-government protests, 
occupation of administrative buildings, "legalizing" the so-called 
Donetsk and Lugansk national republics by holding appropriate 
"referendums" and "elections" of their "authorities", the 
comprehensive support of the separatists, including the financing of 
their activities, the training of militants and their provision of 
weapons, military equipment and ammunition, and the introduction 
of Russian troops to the territory of Donetsk and Lugansk national 
republics. 

The third phase (from September 2014 to the present) is 
almost open Russian aggression on limited scale in the south-east of 
Ukraine. 

There was also an increase in the grouping of the Russian 
Armed Forces near the Ukrainian border. 

Purpose of report is the generalization of the experience of 
training military specialists in the context of hybrid armed conflict. 

Main part 
The conflict in eastern Ukraine, according to UN estimates, 

"is one of the deadliest in Europe since World War II". During six 
years of the war, more than 13,000 people were killed in the Donbas, 
about 30,000 were injured, and about 1.8 million people in Donbas 
and Crimea became internally displaced. It occupied 17 thousand 
square kilometers of Donetsk and Luhansk regions, together with the 
Crimea it makes up 43.7 thousand square kilometers – that is 7.2 
percent of the territory of Ukraine. 409.7 kilometers of the 
Ukrainian-Russian border remains uncontrolled. 27 percent of the 
Donbas industrial potential was illegally transferred to Russia, 
including the equipment of 33 local industrial giants [7]. 
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Six years of armed aggression of the Russian Federation 
against Ukraine revealed: 

– Russia has planned armed aggression against Ukraine in 
advance; 

– Russian aggression was aimed at destroying Ukraine as 
independent state; 

– armed aggression is only one of the instruments of hybrid 
war; 

– courage of Ukrainians and international solidarity halted 
the Russian invasion; 

– Russian aggression has led to dire humanitarian 
consequences; 

– Minsk agreements are regularly violated by Russia; 
– Russia has violated fundamental norms and principles of 

international law; 
– Russia regularly sends personnel and weapons to the 

Donbass; 
– military aggression and hybrid war have already become a 

common practice in Russia; 
Russia's aggression can only be stopped by increasing 

international pressure on the Russian Federation. 
Despite Russia's hybrid war against Ukraine for the sixth 

year running, a number of hybrid threats since 2014 remain relevant 
today, creating the danger of destabilizing and weakening our state, 
violating fundamental rights and freedoms, reducing the standard of 
living and, in fact, the most peaceful existence of citizens of Ukraine. 

According to the analytical research of the Center for Global 
Studies “Strategy XXI” in the military sphere, such hybrid threats are 
[8]: 

– activities of illegal armed groups on the territory of 
Ukraine, aimed at destabilizing the internal social and political 
situation in Ukraine; 

– disruption of the functioning of public authorities, local 
self-government bodies and blocking of important objects of industry 
and infrastructure; 
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– creation by the Russian special services and agency in 
Ukraine of conspiracy illegal armed formations in the form of ultra-
nationalist organizations of patriotic direction, which are in wait for 
the creation of chaos in Ukraine and the preconditions for change of 
power; 

– activity of diversion intelligence groups of the aggressor 
under the guise of Ukrainian security forces in order to discredit the 
latter; 

– illegal proliferation of arms, which leads to uncontrolled 
possession of weapons by the population of the country and 
opportunities for its acquisition; 

– activities of mercenaries from among citizens of Ukraine, 
Russia and other countries for committing terrorist and criminal acts 
with the use of weapons, explosives and so on; 

– threat of taking under military control part of the territory 
of Ukraine by military formations of the aggressor country under the 
guise of conducting a pseudo-peacekeeping operation; 

– targeted measures to discredit the Armed Forces of 
Ukraine and other military formations and security forces. 

These hybrid threats and the new challenges posed by 
society, the state, and the Armed Forces of Ukraine due to the 
aggression of the Russian Federation in the east of the country, other 
radical changes in the external and internal security environment, the 
need for further development of the main components of the security 
and defense sector, compatible with the relevant structures of NATO 
member states, set the task of reforming the Armed Forces of 
Ukraine, further development of the military education system and 
improving the training of military specialists in the light of 
experience in the use of troops during Joint Forces Operation (JFO). 

The University has established systematic work on the 
analysis, study and implementation in the educational process of the 
experience of using the Armed Forces of Ukraine in conducting Joint 
Forces Operation (JFO) (Anti-terrorist Operation (ATO)) in the east 
of Ukraine. It provides: 

– regular updating of operational situation, analytical 
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materials regarding the experience of the use of troops during the 
JFO (ATO), press release received at the management meeting and 
every Monday, Thursday - to all permanent staff and graduates 
during the briefing;  

– inclusion in the individual training plans of the 
management, faculties, departments, the military college of sergeant 
staff, training centers for studying the experience of using the 
Ukrainian Armed Forces during environmental protection JFO 
(ATO) and other armed conflicts of the countries of the world; 

– bringing materials with experience of using the Armed 
Forces of Ukraine in the system of individual training according to 
the schedules of classes. 

Information is collected and summarized in the following 
directions: 

– summarizing and analytical processing of information 
coming from the structural units of the Ministry of Defense of 
Ukraine and the General Staff of the Armed Forces of Ukraine; 

– conducting lectures and practical sessions by 
representatives of customers to train military specialists with 
experience in combat operations, with scientific and pedagogical 
staff and University cadets; 

– participation of scientific and pedagogical workers and 
cadets of the University in joint exercises (training) in the military 
units, which were removed from the area of JFO for restoration of 
combat power; 

– collecting information from the staff of the University 
among the scientific and pedagogical staff and researchers who were 
sent to the area of the JFO; 

– direct receipt and analysis of information coming from 
University graduates who participate in the provision and 
implementation of JFO. 

On the basis of the recommendations of the customers for the 
training of military specialists, the University developed a reference 
material for each specialty of training for graduates. Work is ongoing 
on its refinement and printing for study and dissemination. 
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In addition, Ukraine has been participating in the NATO 
Defense Education Enhancement Program (DEEP) since 2012. This 
program helps partner countries develop and reform their military 
education system. In this regard, the general directions for improving 
the educational process were: 

– adaptation of educational programs to the modern order of 
use of troops in the operation of the Allied Forces and NATO 
Standards of Training; 

– priority of the practical component in the training, the 
complexity of the forms and methods of conducting the training, 
taking into account the experience of the use of troops in the JFO; 

– relevance of scientific research to the requirements and 
needs of the troops; 

– updating of personnel potential of scientific and 
pedagogical staff; 

– improvement and creation of modern logistical base. 
At the heart of improving the educational process is 

competent approach in the training of military specialists with higher 
education. 

Realizing these ways, Kharkiv National Air Force University 
is changing its system of training specialists, especially in: 

– values, goals and results of training and education (from 
mastering knowledge, skills - to formation of basic competencies of 
military specialist); 

– content of training (from substantive abstract theoretical 
information, little to do with practice - to the formation of 
competencies necessary to perform job responsibilities on systematic 
basis); 

– pedagogical activity of scientific and pedagogical worker 
(from monologic teaching of educational material - to pedagogy of 
creative cooperation and dialogue of the teacher and the learner); 

– learning activity of the learner (from reproductive activity, 
passive memorization of educational information - to creative 
activity); 

– technological support of the educational process (from 
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traditional methods - to innovative pedagogical technologies that 
implement the principles of the joint activity of the teacher and the 
learner, the unity of cognitive, research and future professional 
activity), etc. 

Changes in the structure of training are based on purposeful 
and organized process of successive activities of training and 
education of cadets, aimed at the formation of the required level of 
knowledge, skills, professional skills, physical and psychological 
qualities necessary for fulfilling the duties of the post (specialty). 
both in peacetime and in a special period. 

The hybrid war against Ukraine, waged by both regular and 
irregular (illegal) armed forces and anonymous (private) military 
units, is characterized by the use of new combat tactics, the use of 
diversion intelligence groups, the constant spread of misinformation, 
the use of misinformation, and use of local residents and settlements 
as a "human shield" and so on. All this requires a number of 
clarifications, additions and changes to the content of the training, 
curricula and educational training programs.  

Formation of the future military specialist has become 
impossible without improvement and introduction into the 
educational process of new, innovative forms and pedagogical 
technologies such as problem training, conducting war games, 
distance learning and so on. 

With the content, the method of conducting the lessons has 
also changed. The basis of this method was the individual approach 
to each cadet, the development of his ability to think creatively and 
work independently. 

Under current conditions, the training of military personnel 
and future commanders is planned taking into account the ability to 
accomplish missions in Joint Forces Operation, using NATO 
experience. 

The experience of combat operations in Joint Forces 
Operation (Anti-terrorist Operation) has confirmed that an important 
part of officer's professionalism is his leadership qualities. 

According to world expert in the field of psychology of 
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success Brian Tracy “Leadership is not embedded in genes or 
chromosomes. The leader develops in conditions where leadership 
qualities are required. A leader becomes that when he has to act as 
leader” [9]. 

The main features of the leader that are formed at Kharkiv 
National Air Force University are: 

– patriotism; 
– professionalism; 
– ability to unite the team; 
– willpower; 
– respect for the traditions of the University, the type of 

troops, the branch of Armed Forces. 
While studying at the University, our cadets undergo a 

unique character education, forming their professional, cultural and 
patriotic outlook. 

The education of cadets and students of devotion to the 
people of Ukraine, a sense of pride in their historical achievements in 
the development of an independent state, the formation of high moral 
and psychological qualities of citizen-patriot, personal responsibility 
for the defense and security of Ukraine lay the foundation for future 
officer-leader. 

For the special services and courage shown in the combat 
operations of the JFO (ATO), 28 military personnel have been 
awarded state awards. Two University graduates have been awarded 
the title of Hero of Ukraine with the Gold Star award 
(posthumously).  

Only a leader can raise a leader. Therefore, the requirements 
for overhead personnel and scientific and pedagogical staff are 
significantly increased at the university. 

54 Doctors of Sciences and 392 Candidates of Science 
(Doctors of Philosophy) take part in the educational process of the 
University. 

At present, more than 700 people are the member of 
hostilities, including 98 people from scientific and teaching staff and 
more than 30 scientists. 
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Another crucial aspect is the practical training of cadet. It is 
necessary component of training in the context of hybrid threats, 
carried out in order to consolidate the theoretical knowledge 
acquired, the acquisition and improvement of professional skills. 

The practical training of the cadets is carried out in 
combination with the combat training of the troops. 

Testing the cadets' readiness to perform their duties in the 
context of hybrid armed conflict is  tactical-specific exercise during 
which different tactical techniques are practiced against the general 
tactical background. Features of their conduct are: 

– conducting tactical and special training at the same time as 
bringing the military units of the Air Force and Army Forces of 
Ukraine to higher stage of combat readiness and conducting flights 
on combat aircraft with practical use of weapons; 

– practical participation of cadets in tactical exercises with 
live firing practices, repair and restoration of serviceability of 
weapons and military equipment at industrial enterprises; 

– practical implementation of measures of preparation and 
intercession on combat duty with conducting the appropriate ritual; 

– working out of issues of engineering and fortification 
equipment in the organization of airfield security and combat 
positions. 

This practical training organization allows most University 
graduates to receive a 3rd class military specialist class qualification, 
and pilot graduates can also gain experience in combat aircraft. 

An important element of the practical training of cadets is the 
formation of psychological readiness for combat, especially in the 
context of hybrid conflict. The effective system of psychological 
training of cadets has been created at the University. It provides for 
various trainings, elements of survival courses, overcoming the 
effects of stressful effects and so on. 

The feature of the current hybrid armed conflict is the active 
use of the media and computer networks to pursue purposeful 
information and psychological influence, including on the University 
staff. 
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Despite the fact that the information component of the hybrid 
war has caught us almost by surprise, today Ukraine has already 
gained unique experience of confronting information aggression, 
which is taken into account in the training of specialists. 

To date, the University has a system of counteracting the 
negative information and psychological influence of the enemy, 
constantly taking measures to protect staff from negative information 
and psychological influence. The main measures to protect personnel 
from negative enemy information and psychological influence are: 

– analysis and prediction of information and psychological 
influence; 

– prevention of information and psychological influence; 
– disruption of information and psychological influence; 
– elimination of consequences of information and 

psychological influence. 
Scientific activity is an integral part of the educational 

process. It ensures the correspondence of the content of education to 
the modern achievements of military science and technology, the 
development of fundamental, applied research in the priority areas of 
the theory and practice of construction and application of the Armed 
Forces of Ukraine, increasing their combat capability and ability to 
conduct combat operations in the conditions of hybrid war, 
modernization and creation of principles of hybrid and military 
equipment. 

On this subject annually at the University: 
– conferences and seminars are held; 
– considerable number of research works and operational 

tasks are performed. 
The results of scientific research are reflected in many 

scientific, educational and methodological works. More than 130 
scientific articles in leading professional editions and more than 20 
monographs and scientific and methodological editions are devoted 
to various factors of hybrid armed conflict. 
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Conclusions 
Finally, it should be noted that the restructuring of the 

educational process of the University is carried out in accordance 
with the reform of the military education of Ukraine. The outcome of 
restructuring will be the creation of effective military education 
system that will operate on the basis of NATO standards. Effective 
military education system will be able to guarantee the needs of the 
Armed Forces of Ukraine for military specialists of all levels of the 
military education and adequately and flexibly respond to military 
threats to the national security of Ukraine. 
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RUSSIAN HYBRID IMPACT 
ON MILITARY-PATRIOTIC EDUCATION 

IN UKRAINE (2010–2013) 

Occupation of part of the territory of Ukraine and the 
development of armed conflict in certain districts of Donetsk and 
Luhansk regions were preceded by careful training of the military and 
political leadership of the Russian Federation, including its ideological 
component. The hidden influence on the consciousness of the population 
of Ukraine was especially active in Russia in the period 2010-2013, 
when the state authorities of Ukraine declared good neighbourly and 
partnership relations with the northern neighbour. Analysis of the 
events of 2014-2019 suggests that the activities of certain religious and 
public organizations in 2010-2013 were aimed at strengthening Russia's 
presence in the state authorities of Ukraine, promoting Russia's views 
on the future of our country, including European and Euro-Atlantic 
aspirations, as well as the formation of a single "Slavic, Orthodox 
space", where the Russian Federation was given a leading role. A 
separate area of their work was the "military-patriotic education" of 
young people and servicemen of the Armed Forces of Ukraine to form 
views and beliefs loyal to the Russian Federation and its likely actions 
towards Ukraine. 

Keywords: military-patriotic education, servicemen of the 
Armed Forces of Ukraine, public organization, religious organization, 
hybrid impact. 

Introduction 
Problem statement. Military-patriotic education as a 

component of national-patriotic, acquired state significance after the 
beginning of the armed aggression against our state. At the same 
time, in order to understand the causes and preconditions of the 
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conflict, it is important to investigate the impact on the upbringing of 
Ukrainian youth of representatives of religious and public 
organizations. One of the forms of hybrid aggression of the Russian 
Federation against Ukraine was the incorporation into state 
authorities of persons whose activities were aimed at reducing the 
combat effectiveness of Ukrainian troops (forces), in particular 
through the impact on the consciousness of personnel of the Armed 
Forces of Ukraine. 

The analysis of recent researches and publications. Aspects 
of the negative impact of the Ukrainian Orthodox Church of the 
Moscow Patriarchate on the personnel of the Navy of the Armed 
Forces of Ukraine were covered by some domestic researchers [6; 7]. 
The activities of some public organizations to influence the military-
patriotic education of Ukrainian youth, including future officers, 
have not been properly reflected in special scientific works. 

Purpose of the report is to highlight the negative impact of 
certain pro-Russian religious and public organizations on Ukrainian 
youth, including future officers of the Armed Forces of Ukraine, on 
the eve of the armed aggression of the Russian Federation against 
Ukraine. 

Main part 
The results of the presidential elections in Ukraine in 2010 led 

to a turn of state power from Ukraine's Euro-Atlantic course. In 
particular, the Law of Ukraine “On the Principles of Domestic and 
Foreign Policy” enshrined Ukraine's non-aligned status while 
maintaining good neighbourly relations and strategic partnership with 
the Russian Federation, other Commonwealth of Independent States. 
There was in-depth cooperation with these states in the humanitarian 
sphere, which included, in particular, participation in joint events on 
the occasion of historical dates. Measures to bring the policy of 
memory of the Commonwealth of Independent States about the events 
of World War II to a single standard, to develop common views on the 
role and place of the Soviet Union in World War II, the formation of a 
common commemorative space testified to the gradual reorientation of 
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national military-patriotic education in Ukraine on “Eastern” direction. 
The continuity of patriotic educational activities in the 

Armed Forces of Ukraine was ensured by the Military-Patriotic 
Education Programs for the relevant period. At the same time, the 
programs included a number of events together with the Armed 
Forces of the Russian Federation in Moscow: participation in the 
Commonwealth Warrior International Professional Skills 
Competition, an Army Patriotic Song Contest “Vivat Victory”, 
Military Brass Band Festival “Spasska Tower”, and delegation of 
Ministry of Defence of Ukraine in the work of the military section of 
the international Christmas readings. Active cooperation with 
representatives of the armed forces and religious organizations of the 
Russian Federation was carried out by the Synodal Department for 
Interaction with the Armed Forces and other military formations of 
Ukraine of the Ukrainian Orthodox Church [1, p. 36]. 

At the same time, representatives of the Department 
participated in the military-patriotic education of servicemen of the 
Armed Forces of Ukraine, particularly of cadets and lyceum students 
(meetings due to the religious and state holidays, ceremonial events, 
prayers and blessings), took part in scientific conferences about 
problems of patriotic education of the Ukrainian youth [1, p. 32; 
2, p. 44]. In particular, in 2012, with the assistance of the 
Department, a procession was organized and held with the 
participation of cadets of some higher military educational 
institutions of Kyiv, which continued in different regions of Ukraine, 
covering about 120,000 people [3, p. 59; 61]. 

In the Autonomous Republic of Crimea representatives of 
the Orthodox Church (Moscow Patriarchate) declared their “uniting” 
mission in serving for the Naval Forces of the Armed Forces of 
Ukraine and Russian Black Sea Fleet, not distinguishing them 
[4, p. 6]. At the same time, since 2010 priests of the Ukrainian 
Orthodox Church of the Kyiv Patriarchate and the Ukrainian Greek 
Catholic Church have stopped engaging in pastoral work in the 
Ukrainian Navy, unlike representatives of the Ukrainian Orthodox 
Church of Moscow Patriarchate [6, p. 37]. 
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Ambiguity was also observed in the issue of organizing 
military-professional holidays. In particular, the Decree of the 
President of Ukraine postponed the celebration of the Day of the 
Ukrainian Navy to the last Sunday of July, the Day of the Navy of 
the Russian Federation [5], which weakened the authority of the 
Navy of the Armed Forces of Ukraine in the Crimean peninsula, 
made it impossible to carry out their military-patriotic education on 
the basis of national historical heritage. At the same time, the 
initiative to assign a name of the naval activist of the Ukrainian 
People's Republic Rear Admiral M. Ostrohradskyi-Apostol to the 
Naval Lyceum in 2010 did not find support in the Ministry of 
Defence of Ukraine [6, p. 40]. 

The “uniting” role of the Ukrainian Orthodox Church of 
Moscow Patriarchate became apparent during the events of 
February-March 2014, when the Russian Federation occupied the 
Autonomous Republic of Crimea, and its representatives called on 
servicemen of the Navy to betray Ukraine and to join “Armed Forces 
of Crimea (Russia)” [7, p. 177]. Thus, the influence of the pro-
Russian clergy of Crimea on servicemen of the Armed Forces of 
Ukraine and local pre-conscription youth was carried out in line with 
Russian ideology. 

Another area of influence was educational sphere. During the 
study period, Ukraine received from Russia proposals and initiatives 
to establish joint military educational institutions in the Autonomous 
Republic of Crimea. In particular, the Department of Military 
Education and Science of the Ministry of Defence of Ukraine 
processed the order of the President of Ukraine dated 11.11.2011  
№ 1-1/2625 on the possibility of establishing a joint Naval boarding 
school in Sevastopol for children of servicemen of the Navy of the 
Armed Forces Ukraine and the Black Sea Fleet of the Russian 
Federation. On December 8-9, 2011, members of the working group 
held a field meeting in Sevastopol to study this issue. At the same 
time, the representatives of the Department stated that there was no 
interest in the creation of such an institution on the part of Russia 
[8, p. 71–72]. 
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At the same time, in 2012, on behalf of the Minister of 
Defence of Ukraine D. Salamatin, the Department considered the 
appeal of the Minister of Defenсe of the Russian Federation 
A. Serdyukov to establish a Russian-Ukrainian presidential 
Nakhimov school in Sevastopol. Members of the working group 
from the Ministry of Defence of Ukraine concluded that resolving 
this issue was beyond the competence of the ministry due to lack of 
funds in the ministry for the location of such an institution, 
uncertainty about state standards by which the educational process 
was to be conducted, subordination, teaching language and content 
[8, p. 69–70]. In general, the receipt of such proposals, with in-depth 
cooperation in the humanitarian sphere, joint activities testified to an 
attempt by the Russian Federation to intervene in the process of 
military-patriotic education of Ukrainian youth, including future 
military specialists.  

At the same time, this period was characterized by the 
intensification of “military-patriotic” organizations in Ukraine, 
especially “cossack”, which received support at the state level, 
ensuring their activities by central executive bodies, including the 
Ministry of Defence of Ukraine. Thus, the resolution of the Cabinet of 
Ministers of Ukraine in 2011 established the Coordination Council for 
the Development of the Cossacks in Ukraine, one of the tasks of which 
was military-patriotic education and pre-conscription training of youth 
[9]. The Council included officials at the level of deputy ministers, the 
head of the Synodal Department of the Ukrainian Orthodox Church for 
Pastoral Care of the Cossacks and Spiritual and Physical Education of 
Youth, representatives of public “Cossack” organizations from 
different regions of Ukraine, and the “chief ataman” of the 
international public organization “Faithful Cossacks” as the secretary 
of the Council O. Selivanov. The “Chief Ataman” organized marches 
of “Cossacks”, “Orthodox-patriotic” camps for children, and events 
with the participation of cadets and lyceum students, etc. 

In order to implement the resolution, the order of the 
Minister of Defence of Ukraine dated 22.06.2012 № 424 “On 
organizational, informational and logistical support of the 
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Coordination Council for the development of the Cossacks in 
Ukraine” was issued. In particular, the Department of Social and 
Humanitarian Policy of the Ministry of Defence of Ukraine was 
responsible for ensuring the work of the Ministry with the Secretariat 
of the Coordinating Council, participation in the preparation of the 
draft work plan of the Coordinating Council for Cossack 
Development in Ukraine, assisting the Coordinating Council 
Secretariat in organizing and implementing the annual plan activities, 
processing the materials of the Coordinating Council meetings and 
submitting them to the Secretariat of the Cabinet of Ministers of 
Ukraine, submitting materials to the Department of Press and Mass 
Media of the Ministry of Defence of Ukraine them on the official 
website of the Ministry of Defence of Ukraine, providing it with 
rooms in the Central House of Officers of the Armed Forces of 
Ukraine for conferences, seminars, meetings and other military-
patriotic events, etc. 

In particular, in September 2012, the Central House of 
Officers hosted a meeting of the Coordinating Council with the 
participation of leaders of Cossack organizations, representatives of 
the Ministry of Defence of Ukraine and the General Staff of the 
Armed Forces of Ukraine, which considered the draft Concept of 
Cossack Development in Ukraine and a round table discussion topic 
“Military-patriotic education and pre-conscription training of youth, 
organization of cooperation of Cossack organizations with military 
commissariats and units in the Armed Forces of Ukraine as important 
areas of formation of citizens' readiness for military service” was 
held. In addition, the work plan of the Coordination Council for 
2012 provided for the establishment of seven working groups, 
including patriotic education of youth, spiritual education of youth 
and children, military-patriotic education and pre-service training of 
youth. The content of the activities of other working groups was 
associated with the participation of the Cossacks in public work and 
provided for the protection of public order, state border, overcoming 
the consequences of emergencies, which indicates the likely use of 
“Cossacks” along with representatives of security and defence 
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forces of Ukraine. 
At the same time, the “Faithful Cossacks” was part of the 

“Union of Cossack Troops of Russia and Abroad” (Russian 
Federation), one of whose tasks was to create controlled pro-Russian 
Cossack structures to influence the development of the situation and 
the authorities, spreading the idea of creating a single Slavic state. The 
organization was funded through the International Fund for Support of 
the Cossacks, established in October 2009 at the initiative of the Union 
of Military Cossack Societies with the support of the Council under 
the President of the Russian Federation on Cossacks. During the visit 
of its representatives to Kyiv, an agreement was signed with the 
leadership of the International public organization “Faithful Cossacks” 
on cooperation, funding and a program of further joint actions. 

Also, the fact that O. Selivanov was appointed acting 
Ukrainian State Center for Extracurricular Education of the Ministry 
of Education and Science, Youth and Sports of Ukraine in 
2012 deserves attention. In March 2013, he was released by order of 
D. Tabachnyk, but later that year he became acting director of the 
Department of Social and Humanitarian Policy of the Ministry of 
Defence of Ukraine. At the request of the Prosecutor General’s Office 
of Ukraine, the Ministry of Defence of Ukraine in September 2013 
clarified to the Union of Officers of Ukraine that “at this time Oleksiy 
Serhiyovych Selivanov is not working in the mentioned ... position”. 

Further events testified to the direction and purpose of this 
“Cossack” organization's activity in Ukraine. At the end of 2013, 
O. Selivanov “carried out activities against Euromaidan supporters, 
formed Cossack squads to oppose protesters, spread separatist 
sentiments among the general population of Ukraine, and together 
with his accomplices provoked and incited Ukrainian citizens to seize 
government buildings and hold local referendums on the federalization 
of certain regions of Ukraine”. After the beginning of the armed 
conflict with the Russian Federation in 2014, he held protest and 
information rallies aimed at discrediting the Ukrainian authorities, its 
policy aimed at rapprochement with Western countries, repeatedly 
expressed his pro-Russian and anti-Ukrainian sentiments, and 
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recruited mercenaries for terrorist activities. 
Some representatives of this organization in the period from 

April to October 2015 in order to prevent the implementation of partial 
mobilization and conscription into the Armed Forces of Ukraine and 
intimidation of the population of Kyiv were preparing to commit a 
terrorist act. In particular, they organized weekly practical classes on 
tactical and sabotage training in one of the forests of Kyiv region, 
created a group and developed a plan for a terrorist act in one of the 
district military enlistment offices of the city. However, they were 
detained by officers of the Security Service of Ukraine. 

Later, O. Selivanov joined the ranks of illegal armed groups in 
the Luhansk region [10]. In addition, the head of the public 
organization “Union of Cossack People of Luhansk Region” (Luhansk 
region), “Supreme Ataman” of the public organization “Union of 
Cossacks of Donbas” (Donetsk region), who were also members of the 
Coordinating Council for Cossack Development in Ukraine, remained 
on the temporarily occupied districts of Donetsk and Luhansk regions, 
cooperating with occupation administrations and illegal armed groups. 

In late December 2018, a court decision banned the activities 
of the Faithful Cossacks public organization for actions aimed at 
forcibly changing the constitutional order, violating Ukraine's 
sovereignty and territorial integrity, promoting war, violence, inciting 
interethnic, racial or religious hatred. 

Conclusions 
In 2010–2013 – on the eve of the armed aggression of the 

Russian Federation against Ukraine – there was an intensification of 
public organizations that declared patriotic orientation, but in practice 
carried out anti-Ukrainian activities, which testified to the deliberate 
hidden influence of the Russian Federation on the military-patriotic 
education in the Armed Forces of Ukraine. This state of affairs was 
conditioned by inconsistent activities of state authorities and military 
authorities, which led to the exile of pro-Russian individuals to reduce 
the level of combat capability of troops (forces) of the Armed Forces 
of Ukraine and motivate them to repel external aggression. 
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ANALYSIS TRAINING CONCEPT  
FOR THE SECURITY AND DEFENCE SECTOR 

OF UKRAINE 

The concept of analysists training for the security and defence 
sector is presented, which defines the main provisions and 
recommendations for the implementation of a comprehensive 
multileveled continuous educational process of their training on the 
basis of Ivan Cherniakhovskyi NDU and its structural units. The main 
functions of analysists for the needs of the Ministry of Defence of 
Ukraine and the General Staff of the Armed Forces of Ukraine, as well 
as for the needs of the SDS management bodies have been determined 
by the methods of expert survey and generalization. The basic 
requirements to the lists of knowledge and skills of analysists are 
defined. It is recommended to build the information component in the 
structure of informational and analytical support of a certain level of 
military security at the national level. 

It is proposed to introduce in the educational process the 
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training of analysists on the basis of higher education with a two-year 
term of study at the NDU or in its structural units after accreditation of 
the specialty and obtaining a license in the prescribed manner. 

Keywords: databases, information and analytical support, the 
concept of analysists training, training of analysts.  

Introduction 
Problem statement. Multifaceted and dynamic changes in 

the modern world require constant improvement of the existing 
system of military security of Ukraine. Effective and timely 
information on the real situation on the state of security and defence 
sector entities and threats in need of neutralization is required to 
develop and make decisions on the formation and management of 
integrated capabilities to counter military threats. Sufficient attention 
is now being paid to these issues. This is manifested in the 
development of appropriate concepts of national security in various 
fields, based on the results of research conducted by government 
agencies and individual researchers.  

The analysis of recent researches and publications. 
According to the experts [1], the activities of government agencies 
have not developed an integrated system of information and 
analytical support for decision-making to ensure a certain level of 
national (military) security. Existing information and analytical 
structures of the state are not united into a single information 
network, use different methods for making calculations and have an 
insufficient level of automation of the process of managing security 
and defense actors in crisis situations [2]. There are no specialists for 
the above tasks and the system for training analysts for the needs of 
the security and defense sector of Ukraine has not been developed. 

Purpose of the report is to outline the concept of training 
analysts for the Ukrainian security and defense sector. 

Main part 
Depending on the existence of national security (NS) threats, 

the nature of the information required for government authorities to 
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make decisions in order to maintain the necessary level of national 
(military) security of the state changes rapidly, and the array requiring 
processing and analysis can be limited. All of this requires the creation 
of a national system of information and analytical support and 
automation of the process of managing the integrated capacity to 
counteract threats to the national security and military nature [3]. 

This approach will expand the capabilities of Ukraine's 
military security system to maintain stability in the face of a wider 
range of threats, not only of a military nature. Precise calculations, 
simulating the situation and forecasting its further development will 
make it possible to make balanced decisions to eliminate a threat of a 
military nature primarily through non-military measures and, if they 
are ineffective, to neutralize them using military-political, military-
technical, military-economic, informational and other measures [4]. 

Proceeding from the essence of information-analytical 
support as one of the types of information support, the system of 
information-analytical support to be created should be a single 
contour of cooperating structures that will provide information-
analytical support to decision-making [5]. 

The functions of such a system are determined primarily by 
such existing capabilities of information technology: 

– reliable storage and prompt access to large volumes of 
documentary and reference information; 

– automated support of information processing procedures 
(analysis, modeling, forecasting and expert evaluation); 

– external and internal communications, as well as support 
for access to remote information sources and funds; 

– automated support of technological procedures for 
paperwork (registration, sorting, reproduction, editing, printing, 
design, and publication.) 

– support of individual and collective work with information 
[6]. 

The purpose of the system should be to identify in advance 
the causes, conditions and signs of military and hybrid threats and to 
inform the decision-maker for timely introduction of adequate 
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military and non-military countermeasures [7]. 
Overall, there are currently two levels of information and 

analytical support. Information and analytical support that is now 
used to determine the level of military security is primarily an 
information and reference support, not an information and analytical 
support. The state and military administration bodies are mainly 
engaged in finding and implementing operational solutions to current 
military security problems. There are no long-term forecasts of the 
situation development, and medium-term forecasts are descriptive; 
there are no scenarios of the situation development in specific areas 
of national security and their impact on the military sphere based on 
valid benchmarks and indicators. 

This is primarily due to the principal theoretical difficulties 
caused by the low level of training of analysts and the lack of 
objective models and methods, which with a high level of reliability 
and adequacy would allow to describe and study complex processes 
under conditions of incomplete, unreliable, and inaccurate 
information (data.) Furthermore, the information and analytical 
structures of government agencies employ specialists who do not 
have practical experience and knowledge or skills in analytical work 
under military threats [8]. 

At the same time, the potential of the existing situation 
centers is not fully utilized, and the capacity of modern technical 
means of data processing and transmission in a single format for the 
benefit of all actors in the security and defense sector is insufficient. 

In view of this, there is a need to develop recommendations 
for the implementation of full and adequate information and 
analytical support for the process of managing the integrated 
capacity to counter threats of military nature. 

Analysis of the information component of support in the 
structure of information and analytical support to maintain a certain 
level of military security has shown the need to build it at the national 
level. Therefore, work at this level (filling of databases) should be 
organized including not only the capabilities of public authorities, 
individual actors in the security and defense sector, but also society as 
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a whole and personal intellectual resources of individual citizens. 
However, in the common database and databases of the 

system elements it is proposed to have information units, which are 
grouped according to the national security threat passports and are 
used to form and manage the integrated potential for counteracting 
the threat that has arisen. Within the framework of a unified 
automated information system of database formation is possible in 
the following areas: 

– military-political; 
– military-strategic; 
– military-economic; 
– military-technical; 
– military-cybernetic; 
– informational and psychological impact and others [8]. 
The mentioned directions of database formation should 

correspond to the list of threats to the national security of Ukraine 
and corresponding priorities of the state policy in the spheres of 
national security and defense, which are defined in the National 
Security Strategy of Ukraine [9], the Military Security Strategy of 
Ukraine, the Cyber Security Strategy of Ukraine, other documents on 
national security and defense in the medium- and long-term 
perspective. 

The analytical component of information and analytical support 
for the management of the integrated capability to counter military 
threats is also important: 

– soundness of decisions due to application of effective 
methods of information processing and analysis, including unclear ones; 

– efficiency of tasks of analysis, assessment and forecasting 
of any situations [10]. 

For this purpose, in the structure of the analytical level of the 
system of information-analytical support and automation of 
integrated potential management in the conditions of military and 
hybrid threats, it is proposed to have a set of interconnected models, 
namely: 

the military-political model of the state; 
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a model of threats to the state's military security (model of 
data identified at different times and predicted threats of military 
nature, each of which is described by the characteristics of a typical 
threat passport); 

a model of a system for monitoring threats to the state's 
military security (a procedure for identifying threats to which the 
military security system should respond effectively); 

the model for evaluation of the level of military danger and 
capabilities in terms of its de-escalation (the model allows 
quantitatively, within the limits of 0 to 1, to evaluate the level of 
military danger on the basis of a set of revealed threats both for a 
certain period of time and for a selected perspective); 

a model for evaluating the required capabilities of force and 
non-forceful forces and means (makes it possible to determine the 
required capabilities of the military security system to neutralize a 
certain (predicted) level of military danger. By solving the reverse 
task, the model makes it possible to determine the necessary forces 
and means (potential is needed) to ensure the formation of the 
required capabilities, which, in turn, depend on many factors, of 
which the military and political model of a state is a determining 
factor). 

a model of forming a set of variants of integrated potential 
(the model allows not only to form several variants, but also to rank 
them by certain indicators, for example, by efficiency of de-
escalation of the revealed level of military danger, by duration of 
carrying out, by number of involved persons, etc.). 

Thus, the current state of information-analytical support and 
automation of management of the integrated potential for 
counteracting military threats does not allow to ensure the full 
realization of the potential of the security and defence sector to 
neutralize military threats. That is why it is necessary to organize 
systematic training of analysts and relevant analytical structures for 
individual actors in the security and defence sector [11].  

Training, retraining and advanced training of analysts for the 
needs of the SDSU, government agencies and local governments 
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requires the implementation of a comprehensive multi-level 
continuous educational process on the basis of the National Defence 
University named after Ivan Cherniakhovskyi and its structural 
units [12]. 

Analysts should be prepared to perform the following key 
functions (tasks): 
for the needs of the MoD of Ukraine and GS of AF of Ukraine: 

– to conduct and generalize the results of the monitoring of 
the impact on military security of the processes taking place in 
various spheres of life, religious environment and interethnic 
relations, to forecast trends of changes taking place in them and 
potential threats to military (national) security; 

– to evaluate the effectiveness of measures to ensure military 
security and predict their destructive impact on national security in 
its determinant areas; 

– to substantiate the projects of managerial decisions to 
ensure information security of command and control systems of 
troops and weapons, to protect the information space, information 
and information resources of the military sphere, to counteract 
destructive information and psychological effects on the personnel of 
the Ukrainian Armed Forces, population, society and state; 
for the needs of SSU management bodies: 

– to conduct and summarize the results of monitoring the 
impact on national and military security of the processes occurring in 
the sphere in which the governing body of the SDSU subject 
operates, to forecast the trends of changes occurring in this sphere 
and potential threats of both military and hybrid nature; 

– to evaluate the effectiveness of measures to ensure national 
security in the sphere in which the SDSU subject operates, and predict 
their impact on ensuring a certain level of military security of the state; 

– to substantiate the projects of managerial decisions to ensure 
national security in the sphere where the SDSU subject operates [13]. 

Analysts need to know: 
– system analysis, modeling and forecasting methods; 
– theoretical basics of construction, functioning and 
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efficiency evaluation of complex systems; 
– operations research and optimization methods; 
– methods of research, design and evaluation of the 

effectiveness of management activities; 
– information processing methods; 
– methods of detecting threats to national security, assessing 

their level, scale and possible losses in case of implementation. 
Analysts have to be able to: 
– process, structure and analyze large amounts of 

information; 
– formalize, algorithmize, model and program complex 

processes; 
– substantiate projects of management measures to counter 

the identified threats and predict their possible destructive impact on 
ensuring national security; 

– concisely and reasonably formulate the results and 
conclusions obtained [13; 14]. 

The educational process should be aimed at: 
– training of analysts (1-2 study groups based on higher 

education with a two-year study period at NDU or in its structural 
divisions after accreditation of the specialty and obtaining a license 
in the prescribed manner) 

– retraining and advanced training of analysts (separate 
groups on the basis of existing training courses of NDU with a 
training period of 1-2 months). 

The selection of trainees for training should be carried out 
individually according to specially developed methods. Training 
programs are developed in accordance with the established procedure 
and are agreed with the relevant customer of the sector of security 
and defence of Ukraine. 

In the educational process, preference is given to active 
forms of learning, practical and independent work of students. 

Analysts' master's theses must be independently peer 
reviewed. 

To ensure the high quality of teaching academic disciplines 
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to scientific and pedagogical workers involved in the preparation, 
retraining and advanced training of analysts, by order of the 
commandant of NDU, an individual classroom teaching load is 
established for each academic year. 

Conclusions 
Thus, the presented concept defines the main provisions and 

recommendations for the implementation of an integrated, multi-
level and continuous educational process for training analysts for the 
Ministry of Defence of Ukraine and the security and defence sector 
of Ukraine on the basis of NDU named after Ivan Cherniakhovskyi 
and its structural units. 

The main functions of analysts have been determined for the 
needs of the Ministry of Defence and the General Staff of the Armed 
Forces of Ukraine, as well as for the needs of the control bodies of 
the sector of security and defence of Ukraine. The basic requirements 
for the lists of knowledge and skills of analysts are determined. 

It was recommended to build the information component in 
the structure of information and analytical support for maintaining a 
certain level of military security at the national level. 

References 
1. Bohdanovych, V.Y., Svyda, I.Y. and Vysidalko, A.L. (2013), 

“Analiz mozhlyvostei systemy zabezpechennia natsionalnoi bezpeky 
Ukraiiny shchodo vsebichnoi pidtrymky bezpekovoho suprovodu realizatsii 
natsionalnykh interesiv” [Analysis of the possibilities of the ensuring 
system of the national security of Ukraine regarding the comprehensive 
support of security support for the realization of national interests], Science 
and technology of the Air Force of Ukraine, No. 3(12), pp. 5-12. 
https://doi.org/10.30748/nitps.2013.12.01. 

2. Bohdanovych, V.Y., Romanchenko, I.S., Svyda, I.Y. and 
Syrotenko, A.M. (2019), “Metodolohiia kompleksnoho vykorystannia 
viiskovykh i neviyskovykh syl i zasobiv sektora bezpeky i oborony dlia 
protydii suchasnym zahrozam voiennii bezpetsi Ukrainy: monohrafiia” 
[Methodology of integrated use of military and non-military forces and 
means of the security and defense sector for countering contemporary 



 355 

threats to Ukraine's military security: monograph], National Defence 
University of Ukraine named after Ivan Cherniakhovskyi, Kyiv, 268 p. 

3. Bohdanovych, V.Y., Svyda, I.Y. and Skulish, Ye.D. (2012), 
“Teoretyko-metodolohichni osnovy zabezpechennia natsionalnoi bezpeky 
Ukrainy: monohrafiia u 7 t. T. 1. Teoretychni osnovy, metody y tekhnolohii 
zabezpechennia natsionalnoi bezpeky” [Theoretical and methodological 
bases of ensuring national security of Ukraine: monograph: 7 t. - Vol. 1: 
Theoretical foundations, methods and technologies of ensuring national 
security of Ukraine], Scientific Publishing House of the National Academy 
of the Security Service of Ukraine, Kyiv, 548 p. 

4. Ustimenko, O.V. (2019), “Pіdvishchennya efektivnostі sistemi 
derzhavnogo upravlіnnya pri privedennі u vishchі stupenі bojovoyi 
gotovnostі sil oboroni za rahunok rezervnogo konturu opovіshchennya” 
[The increase of the efficiency of the state management system when the 
defense forces are brought to a higher level of combat readiness due to the 
reserve contour of alerting], Collection of scientific works “The Efficiency 
of State Management. The efficiency of public administration” of the Lviv 
Regional Institute of Public Administration of the National Academy of 
Public Administration under the President of Ukraine, No. 58. pp. 100–111. 

5. Saganjuk, F.V., Lobko, M.M., Ustimenko, O.V. and 
Penkovsky, V.I. (2015), “Sektor bezpeki і oboroni Ukraїni: zbіrka naukovih 
materіalіv” [Sector of Security and Defense of Ukraine: Collection of 
Scientific Materials], Mayster Books, Kyiv, 174 р. 

6. Podberyozkin, A.I. (2015), “Voenno-politicheskaya obstanovka 
blizhajshih desyatiletij: scenarii i strategii” [Military-Political Situation of 
the Next Decades: Scenarios and Strategies], Development and Economy 
Almanac, No. 12, 128 p. 

7. Sahanyuk, F.V., Frolov, V.S., Pavlenko, V.I. and others (2018), 
“Sektor bezpeki і oboroni Ukraїni: strategіchne kerіvnictvo ta vіjs’kove 
upravlіnnya: monografіya” [Sector of Security and Defense of Ukraine: 
Strategic Leadership and Military Management: Monograph], CP of the 
Defense Ministry and the General Staff of the Ukrainian Armed Forces of 
Ukraine, Kyiv, 230 р. 

8. Saganjuk, F.V., Frolov, V.S., Ustimenko, O.V., Lobko, M.M. 
and others (2017), “Sektor bezpeki і oboroni Ukraїni: teorіya, strategіya, 
praktika” [Sector of Security and Defense of Ukraine: Theory, Strategy, 
Practice], Akadempras, Kyiv, 180 р. 

9. Low of Ukraine (2018), “Pro nacionaljnu bezpeku Ukrajiny 
No. 2469-VIII vid June 21, 2018” [On National Security of Ukraine dated 



 356 

June 21, 2018], Voice of Ukraine, No. 122 (6877), Kyiv, 31 p.  
10. Arzumanyan, R.V. (2015), “Strategiya irregulyarnoy voyny: 

teoriya i praktika primeneniya. Teoreticheskiye i strategicheskiye problemy 
kontseptualizatsii, religioznyye i voyenno-politicheskiye otnosheniya v 
operatsionnoy srede irregulyarnykh voyennykh deystviy” [Strategy of 
irregular war: theory and practice of application. Theoretical and strategic 
problems of conceptualization, religious and military-political relations in the 
operational environment of irregular military operations], Moscow, 334 p. 

11. Bartosh, A.A. (2018) “Trenie i znos gibridnoj vojny”  
[The friction and rancor of hybrid warfare], Voennaya mysl, No. 1. рр. 5-13. 

12. Ustimenko, O.V., Kaposloz, G.V. and Poltorak, M. (2019), 
“Retrospektivnij analіz pіdgotovki fahіvcіv dlya Zbrojnih Sil Ukrayni v 
sistemі vishchoyi vіjs'kovoyi osvіti krіz' prizmu antiteroristichnoyi 
operacіyi” [Retrospective analysis of training of officers for the Ukrainian 
Armed Forces in the system of higher military education through the prism 
of anti-terrorist operations], Collection of scientific works "Military 
Education" of the National University of Defense of Ukraine named after 
Ivan Cherniakhovskyi, No. 1(39), рр. 214–226. 

13. The official site of NKIBRICS.RU (2012), “Global’nyye 
tendentsii 2030: Al’ternativnyye miry” [Global Trends 2030: Alternative 
Worlds],available at: http://www.dni.gov/nic/globaltrends . 

14. Gerasimov, V. (2017), “Mir na granyah vojny” [Peace on the 
brink of war], Military-industrial courier, No. 10, p. 676. 



357 

Vita Shkorubska  
Postgraduate Student 
of the Hetman Petro Sahaidachnyi National Army Academy 
Lviv, Ukraine 
https://orcid.org/0000-0001-6007-7542 

ON THE TRAINING OF MILITARY SPECIALISTS 
IN THE REPUBLIC OF POLAND: 1989-2020 

The article attempts to analyze the experience of training Polish 
soldiers in 1989-2020. In particular, the main stages and directions of 
reforming the military education system and its qualitative 
transformations are considered. The data regarding the collaboration of 
military educational institutions for the training of officers of the Armed 
Forces of the Republic of Poland is presented. Options of the 
officerstraining are highlighted. The main advantages and 
disadvantages of the Polish military education system are identified. 
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Introduction 
Problem statement. Ukraine aspires to join the North 

Atlantic Alliance. That is, to achieve in the army the standards of 
interoperability with the armed forces of NATO member states. To a 
large extent, the outcomes of this process depend on the training of 
personnel in military educational institutions. The system of military 
education does lay the foundation of competencies of future and 
servicemen, consequently the further development of the Ukrainian 
army pivots on them.  

The Republic of Poland is considered to have a lot in 
common with Ukraine, especially in mentality aspects. Despite 
historical issues, Ukraine has managed to build friendly relations, 
respectful mutual relations of the two neighboring states for the 
period of independence. 

Moreover, at the turn of the 80s and 90s of the last century, 
Poland had at least one, but "Soviet" system of military education. In 
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the process of reformation, the Allies have managed to bring it to a 
state that ensures proper training of troops and the possibility of their 
joint action with the military of partner countries. Concurrently, 
Poland managed to preserve the unique features of the national 
military school. 

Purpose of the report. Studying the Polish experience will 
allow us to apply it to reform the domestic education system, 
accelerate this process and, possibly, avoid the mistakes of the 
neighboring country. 

Main part 
Inherited from the Polish People's Republic, the Republic of 

Poland was left with a cumbersome system of military education. 
Among all educational institutions, of which there were as many as 
16, including 5 military academies and 11 higher officer schools. In 
fact, each army armand service used to have its own officer school. 
They provided the command staff needed for the functioning of more 
than 300,000 army. Almost every branch of the armed forces had a 
corresponding higher military educational institution. There were 
also 21 ensign schools and 19 NCO schools within the military 
education.[1]. 

The existing system of military education at that time had a 
wide educational base and pedagogical potential, allowed to teach and 
train much more students than it was needed at that time, more so in 
the future [2]. The reduction in the number of personnel in the armed 
forces of the Republic of Poland required a reduction in the number of 
military educational institutions. Poland's military education system 
has undergone significant changes since the early 1990.  

From 1990 to 2000, we can determine the first stage of 
changing the system of military training in Poland [2]. It is 
characterized by sometimes contradictory decisions on the 
liquidation or merger of military schools. Somewhat a lack of 
strategy in building a clear system of military education. The number 
of military schools where servicemen were trained has been almost 
halved: military academies from 5 to 4, higher officer schools of 
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cornet officers from 21 to 11, and non-commissioned officer schools 
of schools, in our opinion, have not significantly improved the 
quality of training [3–4]. However, this situation cases, in our 
opinion, did not lead to a significant improvement in the quality of 
training. 

As a result, at the beginning of the XX century it was 
decided to train military personnel. The essence of the issues of 
military education reform, which was to reform the system, was 
reflected in the concept prepared by the specialists of the Department 
of Military Education and Science of the Ministry of National 
Defense in 2000 [4]. The main idea of the concept was at first glance 
simple - the liquidation of all military training institutions for officers 
and - the University of National Defense, which would include the 
Department of Strategic Defense and Technical Faculty, as well as 
specific departments in other cities: ground forces in Poznan, 
aviation in Deblin and Naval in Gdynia and the Military Medical 
department in Lodz. 

The concept of reorganizing military education had been 
developed before 2006, but it was never implemented, however calls 
for such reform are often discussed in the Polish military 
environment today.  

In 2003, the Department of Military Education and Science 
of the Ministry of National Defense developed the following 
concept. It comprised of three options for changing the number of 
military schools. However, it was not executed.  

Another fundamental fact in favor toenhance the military 
education was the adoption in 2005 of the law "On Higher 
Education". Until now, military educational institutions were 
governed by a separate law, which established uniform training 
standards for all higher education institutions. It should be noted that 
none of the military universities complied with the requirements of 
the Law on the quality of educational facilities [5]. However, it was 
approved to maintain the basic higher military educational 
institutions: the Academy of National Defense in Warsaw, where 
officers of operational-tactical and operational-strategic levels were 
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trained, the Academy of the Navy in Gdynia, the Higher Officer 
School in Wroclaw and the Higher Air Force in Demblen - specific 
universities for tactical officers and the Military Technical Academy 
in Warsaw as well as Cornet schools were liquidated in 2004 
together with the cornet corps [6]. 

In our opinion, the positive factor is that the liquidated 
educational institutions did not disappear completely, but were 
converted into centers and training centers, of which there are 
currently 17 assets in the Polish Army. 

In 2012, the leadership of the Ministry of Defense presented 
another draft concept for reforming the military education system. 
The program stated that the training of officers for the Armed Forces 
of the Republic of Poland would be carried out in a single military 
educational institution of national defense, which was planned to be 
formed on the basis of the following educational institutions: the 
Academy of National Defense; Military Technical Academy, 
Academy of Naval Forces, Air Force, part of the Higher Officer 
School of Land Forces and part of the Military Medical Institute. 

The reform of the military education system of the Republic 
of Poland was not characterized by structural composition, but 
significantly affected the qualitative changes. Obviously, the main 
task of Polish universities in the period from 2000 to the present has 
been to create their own human resources. There was an acute 
shortage of military scientific and pedagogical workers in higher 
military educational institutions. In the early 2000s, the percentage of 
scientific and pedagogical workers in military specialties who had a 
scientific degree and academic rank ranged from 10 to 20 percent. 
Subsequently, a quality training process could not be provided [5]. 

In 2005, with the implementation of the Law on Higher 
Education, Polish higher military educational institutions became 
autonomous and public (the owned by the state, not the Ministry of 
Defense), it became part of the state's higher education system [7]. 
This fact gave impetus to their own development and increase of 
scientific and pedagogical potential. Over time, it was possible to 
increase the percentage of scientific and pedagogical workers in the 
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areas of training, obtain licenses and expand the areas of training of 
doctors of philosophy and doctors of sciences, etc. Officer schools in 
Wroclaw and Demblin were titled with the status of academies, and 
the National Defense Academy became the Academy of Martial Arts. 

There is a clear division into didactic and organizational 
components in Polish higher military educational institutions. 
Educational is planned and organized for the school year. The main 
document on the organization and planning is the Plan of the basic 
actions for academic year. It is developed by the educational 
department and approved by the rector. Faculties receive extracts 
from the Plan of main activities, according to the scope of their 
activities. Departments receive copies of extracts from the Main 
Action Plan [8]. 

It is maximally to release the scientific and teaching staff 
from paperwork and allows you to focus on the educational process 
and research.  

In addition, from the middle of this decade, higher military 
educational computer programs in Poland have switched to the use of 
educational support, which has many opportunities and replaces 
paper planning of the educational process. For example, the 
Academy of Land Forces in Wroclaw uses the ‘Erepia’ system, 
which was specially developed for higher military educational 
institutions by an IT company [8]. The system contains all the 
necessary information to ensure not only training but also the life of 
cadets - from anthropometric data to accounting for progress and the 
formation of documents on graduation. The system contains all the 
necessary information to ensure not only training but also the life of 
cadets, from anthropometric data to accounting for progress and the 
formation of documents on graduation.  

The symbiosis of military and civilian education in military 
universities led to the broad economic independence of the latter. 
Today they have about 4,000 cadets, and the annual needs of the 
armed forces of the Republic of Poland are about 800 officers. In 
addition to training military personnel for the needs of the state 
armed forces, higher military educational institutions train civilians 
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for the national economy, and a significant share of such specialists 
is paid, which allows maintaining the financial independence of 
higher military educational institutions. In the last five years, the 
percentage of so-called "own earnings" compared to public funding 
was 75% to 25%, respectively [8]. 

Education in higher military educational institutions is 
divided into "academic education" ("basic education") and 
"vocational training" ("basic military training"). As a rule, theoretical 
training will be carried out in higher military educational institutions, 
and the practical component of training of the armed forces of the 
Republic of Poland.  

Training in the system of military education of the Republic 
of Poland is carried out during the entire period of military service 
through in-service training in higher military educational institutions, 
training in courses preceding appointment and obtaining the next 
military rank:  

lieutenant - graduation from military university (training for 
5 years, all graduates receive an educational qualification level 
("master") or completion of an officer's course (3-12 months) - in the 
presence of civil education at the "master" level; 

– senior lieutenant - qualification course (commander, staff, 
positions of support units), 2 months;  

– captain - in the centers qualification course (commander, 
staff, positions of support units), 2 months; 

– major - postgraduate training of operational and tactical 
level, 18 months; 

– lieutenant colonel - qualification course (commander or 
staff) 3 months; 

– colonel - the highest operational and strategic course, 10 
months; 

– colonel brigadier general - postgraduate training in defense 
policy, 10 months. 

The preparation of junior officers for the military rank of 
captain is carried out in military educational institutions of the armed 
forces officer schools. Training of senior art officers. Appointment to 
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a higher position and obtaining the next military rank is impossible 
without training in the relevant course [9]. 

In addition, much attention is paid to the study of English as 
the Academy of Military International Communication. All alumni / 
lieutenants must be able to complete the NATO Standard Speech 
Level 3232. Language proficiency in the service process is 
maintained in specialized language courses and postgraduate courses. 

A significant qualitative feature of military education in 
Poland, it is advisable to pay attention to the academic mobility of 
both cadets and teachers. The internal exchange of cadets is widely 
used within the framework of receiving the academic component of 
military education of higher military in both Poland and NATO 
member countries. 

In addition, there is an exchange of faculty between higher 
military educational institutions, as well as participation in the 
educational process of higher military educational institutions of 
scientific and pedagogical employees of civilian educational 
institutions (both Polish and foreign) on the principle of "visiting 
professor" or session instructor [8–9]. 

Conclusions 
The system of training military specialists of the Republic of 

Poland has undergone radical changes for more than 30 years. It has 
transformed from a closed, diverse military education system to a 
compact, flexible and mobile one that meets NATO criteria and at 
the same time part of a national higher education system. According 
to Polish experts, the existing system of military education in Poland 
has a number of advantages allows, if necessary, to significant 
human resources for the armed forces; to meet the needs in the field 
of training of servicemen for professional military service and 
improvement of professional training of officers; has significant 
scientific potential. However, with the change of values, the society 
changes as well as the potential ones - this is the reason for the 
changes in the training of future defenders. Threats Military 
education should not be just a theory supplemented by simulators, 
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training on ground and practices in military units. And this is 
important because the modern warfare is changing, although the 
rules of victory and defeat have remained the same for centuries. 
Further study of the Polish experience will contribute to the reform 
of Ukrainian military education. 
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RESULTS OF EXPERIMENTAL STUDY 
ON MILITARY AND SOCIAL COMPETENCE 

DEVELOPMENT OF MASTERS OF MILITARY 
AND SOCIAL MANAGEMENT 

The article considers the stages of arranging and conducting a 
pedagogical experiment and results of military and special competence 
development of masters in military and social management by using 
comprehensive structure-functional technology of military and special 
subjects teaching. The experimental study was considered and the 
process of summative and formative assessment on the development of 
military and special competence of masters of military and social 
management was laid down. The results of experimental study of 
military and special competence development in the process of teaching 
military and special subjects to students of higher military educational 
institutions were consolidated; military and special competence 
development levels of masters of military and social management were 
analyzed. The validity of the results received was proved using 
Mathematics Statistics methods. 

Keywords: experiment, education, military and special subjects, 
masters of military management, methodical system, technology, 
military and special competence.  
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Introduction 
Problem statement. The current status of the Armed Forces 

of Ukraine and the XXI century realities witness that in addition to 
traditional threats of local wars and armed conflicts, terrorism in its 
all aspects constitute considerable threat to the mankind. This 
requires fundamentally new approaches to arranging educational 
process, setting up and implementing educational and training 
methodological systems, which might ensure comprehensive 
development of a personality and his/her self-actualization in social 
as well as in military and professional environment.  

The analysis of recent researches and publications. 
Ukrainian army holds one of the principal places in the social 
institutes system, where military service facilitates establishment of 
conditions and activities, aimed at learning and mastering by military 
personnel of military and special knowledge on moral and 
psychological support of forces and social experience to establish 
socially positive value-based landmarks [3, p. 58]. 

Bearing in mind steady increase of the role of spiritual as well 
as moral and psychological components in Ukrainian Armed Forces’ 
routine activities, teaching of military and special subjects to highly 
skilled officers, masters of military and social management, at higher 
military educational institutions acquires particular importance. 
Professional activities of such specialists directly contribute to moral of 
forces and their combat readiness.  

One of the priority tasks in teaching military and special 
subjects to officers, specializing in “”Military and Social 
Management”, is to develop their military and special competence as 
they are directly responsible for educating and mentoring of military 
personnel. This conclusion was made on the basis of the content 
analysis of masters’ of military and social management duties and 
responsibilities. The results of the analysis showed that 80 % of their 
duties and responsibilities concern personnel management, military 
and ideological training, moral shaping, studying of moral and 
business qualities, etc of their subordinates.  
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Methodological foundations of education, which define 
target- (objective), content- and procedure-oriented characteristics of 
military and special subjects in general and military special 
competence in particular, have been covered by research papers of 
numerous scholars ( О. Boyko, О. Torichnyi, V. Yahupov and others 
[1; 4–5]). 

Purpose of the report is to experimentally confirm the 
efficiency of task-oriented development of military and special 
competence of masters of military and social management, subject to 
introducing the comprehensive structure-functional technology 
related to teaching of military and special subjects into educational 
and training process of higher military educational institution.  

Main part 
Research and experimentation assessment of the 

efficiency of military and special competence development 
system of masters of military and social management is principal 
stage of our study and its main objective is to verify hypothesis, 
which was put forward. It consists of the assumption that the 
professional competence of masters of military and social 
management increases subject to implementation of scientifically 
based military and special subjects’ methodology teaching 
system and goal-oriented development of military and special 
competence on the bases of the scientifically based 
comprehensive structure-functional technology.  

Pedagogical experiment within the research became a logic 
continuation of theoretical research and the main method to 
confirm its validity, assess efficiency and practical importance for 
developing military and special competence of masters of military 
and social management.  

Formative assessment was the final stage. The aim of the 
formative assessment was to define the elements of military and 
special competence that facilitate development of professional 
competence of masters of military and social management in higher 
military educational institutions and to conduct pilot testing of 
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experimental programme of the military and special competence 
development of masters of military and social management within 
the educational and training process. 

The aim of formative and comparative stages of the 
pedagogical experiment was to confirm the efficiency of 
methodological system that has been developed to teach military and 
special subjects to masters of military and social management. 
Formative stage of the pedagogical experiment involved 111 students 
specializing in “Military and Social Management” from 
Humanitarian Institute of the National Ivan Chernyakhovskyi 
Defence University of Ukraine, National Guard of Ukraine National 
Academy, National Bogdan Kmelnytskyi Border Guard Academy. 
Shaping experiment included one experimental group (57 students) 
and one control group (54 students). Education process within the 
control group was conducted in accordance with traditional 
methodology of teaching military and special subjects, and within 
experimental group – on the basis of the comprehensive structure-
functional technology to deliver the contents of education. 

The following components should be considered to ensure 
quality assessment of military and special competence development 
level among Master Degree holders in military and social 
management.  

Motivational and value-based component is characterized by 
professionally significant requirements of career development, desire 
to increase his/her proficiency, status and credibility in carrying out 
managerial functions when dealing with personnel; management 
motives related to moral and psychological support within unit 
(formation), established attitude and developed value orientations in 
relation to management activity; by desire and showing interest to 
work in structures responsible for morale of military personnel. 

Cognitive component includes knowledge and objective 
perception of peculiarities of a Master Degree holder in military and 
social management military and professional activities. The other 
element of this component is the ability to assess problematic 
situations related to carrying out professional activities.  
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Operational and activity component is characterized by the 
ability to use methods, procedures and skills of analysis, fusion, 
consolidation and comparison of information; possessing military 
and special skills to arrange moral and psychological support of 
routine activities within unit; ensuring implementation of 
commander’s (chief’s) decisions to educate and train military 
personnel; leading education and training activities of subordinates; 
planning and arranging moral and psychological support of training 
and combat-related activities; using most relevant management style 
to ensure education and training of military specialists under fast 
changing conditions. 

Personality component of military and special competence is 
a kind of quintessence of the previous components and it means that 
a Master of Military and Social Management is totally autonomous 
in his/her military and professional activities. The personality 
component includes self-control, flexibility, tranquility, resilience, 
patience, reliability and firmness in implementing managerial 
function by Master Degree holders in military and social 
management related to educational activities in a military unit; it 
envisages observing ethic principles in taking decisions related to 
carrying out education of military personnel; the ability to manage 
the actions which constitute implementation of one’s own functions 
and responsibilities of his/her subordinates in any situation; ability to 
adjust emotional states, which appear in carrying out managerial 
activities.  

Comparative analysis of the experimental group and control 
group results at the beginning and the end of the shaping experiment 
is provided in the table 1. 

The comparative stage results within the experimental and 
control groups allow drawing conclusions regarding the advantages 
of efficiency indicators of methodological system of teaching 
military and special subjects, and military and special competence 
development technology employed for educating students of the 
experimental group. The results of the pedagogical experiment prove 
that implementation of the methodology system of military and 
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special subjects teaching facilitates the development of military and 
special competence development of masters of military and social 
management. Hence, the creative and high levels of the military and 
special competence development within the experimental group 
increased from 43.8% up to 61.5% (by 17.7%), the number of 
students having the low level reduced from 15.8% down to 3.5% (by 
12.3%). The creative and high levels of the military and special 
competence development within the control group increased from 
46.3% up to 51.9% (by 5.6%), while the number of the students 
having the sufficient level remained without changes.  

Table 1 
Comparative analysis of the experimental group 

and control group results  
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The upward trend of the military and special competence 
development levels was achieved for the masters of military and 
social management, which proves the efficiency of the proposed by 
us methodology system for teaching military and special subjects. 

Solution of a problem to assess the efficiency of military and 
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special competence development of masters of military and social 
management technology can be demonstrated by way of the 
following algorithm: 

1. Calculation of the average score for each of the groups: 
1y = 76, 2y =70. The technology efficiency was assessed on the total 

score of expert assessment of the military and special competence of 
Master Degree holders in military and social management 
development level. The efficiency of the technology to develop 
military and special competence of Master Degree holders in military 
and social management was assessed on the total score of students’ 
and the group in general, as a result of the expert assessment by all 
indicators of their performance when carrying out military and 
special tasks. Consolidated results of the expert assessment were 
defined for each student.  

2. The average mean for two groups is calculated by the 
following formula: 

1 2( )
2

n y yy
n
+

= = 73, 

where n  – the size of each sample, 2 – the number of military and 
special competence development technologies within the process of 
military and special subjects teaching methodology, employed the 
process of education.  

3. Definition of factorial and residual variances. The size of 
the article does not allow presenting all data of the check 
measurement. Its consolidated data are presented as a sum of results 
of every student of control group and experimental group.  

2 2( ) 17303res ij i
i j

y y−δ = − =∑∑ .                            (1) 

Let us formulate the hypotheses (assumptions). 
0H  – increase of the development levels of military and 

special competence of experimental group students as a result of 
employment of the military and special subjects efficient 
methodology teaching system which military and special competence 
development technology is a part of, shall be accidental; 
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1H  – increase of the development levels of military and 
special competence of experimental group students as a result of 
employment of the military and special subjects efficient 
methodology teaching system which military and special competence 
development technology is a part of, shall be substantial. 

The factorial variance is calculated by the following formula: 
2

2 2 2 2( ) 57 (76 72) 54 (70 73) 999fact i i
i

n y y−δ = − = ⋅ − + ⋅ − =∑ ,       (2) 

where in  – the size of certain group. 
The residual variance is calculated by: 

2 2( ) 13307res ij i
i j

y y−δ = − =∑∑ .                           (3) 

The value of empirical statistic criterion is calculated: 

2 13307res
−δ = ; 2 999fact

−δ = ; 
2

2
13307 13,32

999
res

emp
fact

F
−

−
δ

= = =
δ

. 

critF  is defined in accordance with significance value 
0,05α =  the number of freedom degrees of numerator 1 and the 

number of freedom degrees of denominator 2 109n − = .  

In accordance with the table – criterion [2]  
( F  – value 5%p = ) shall be calculated: 

(0,05;1;109) 4,8critF =                 13,32 4,8emp critF F= > = . 

Consequently, 0H  shall be rejected, 1H  shall be accepted,  
increase of the development levels of military and special 
competence of experimental group students as a result of 
employment of the military and special subjects efficient 
methodology teaching system which military and special competence 
development technology is a part of, shall be substantial ( 0,05p ≤ ). 
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Conclusions 
Thereby, the military and special competence development 

level is lower in the control group than in the experimental group. 
This proves the efficiency of the methodology system of teaching 
military and special subjects, which was developed and the military 
and special competence development technology of Master Degree 
holders in military and social management.  
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EDUCATIONAL STANDARDS 
FOR CYBER SECURITY TRAINING  

AND THE STATE OF THEIR TRAINING 
IN THIS FIELD 

On the basis of the system analysis of process of preparation of 
experts in cybersecurity the questions of standardization of preparation 
of the given experts are investigated, actual problems of standardization 
of education in this sphere at the present stage are revealed, the 
directions of their specialization are offered. The study aims to improve 
the system of training cybersecurity professionals to a level that will 
ensure the ability of cyber units to perform tasks as assigned. 

Keywords: cybersecurity specialist, educational standards, 
training, educational content, educational programs, IT industry. 

Introduction 
Problem statement. The war in eastern Ukraine raised the 

question of the need for the training of a fundamentally new category 
of specialists in the protection of the country's cyberspace. Therefore, 
special attention should be paid to the educational standards of 
training of cybersecurity professionals and the state of their training. 

The use of cyber units in joint operations in the east of the 
country pointed to a number of shortcomings in the system of 
training cybersecurity professionals, namely: a number of errors and 
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miscalculations in the educational activities of Ukrainian educational 
institutions; imperfection of educational standards for training 
cybersecurity specialists; imperfection of the system of training 
specialists in this area. 

The analysis of recent researches and publications. An 
analysis of recent research and publications that address the issue of 
training cybersecurity professionals in the country shows that while 
paying tribute to scientific developments in this area, it should be 
noted that research on cybersecurity training is not yet coordinated 
and systematic, and developments in this area poorly coordinated 
between research institutions and researchers. 

The lack of generally accepted theoretical developments on 
this topic and relevant recommendations that would correspond to 
today's realities reduces the effectiveness of the system of training 
specialists in cybersecurity. 

Given that the formation of modern educational standards, 
strategies and development of national higher education will increase 
the effectiveness of the system of training specialists in cybersecurity 
of the Armed Forces of Ukraine, research on these issues is relevant. 

Purpose of the report. The purpose of solving the problem 
of analysis of educational standards for training of specialists in 
cybersecurity and educational activities of Ukrainian higher 
education institutions is to promote the training of these specialists. 

Main part 
Analysis of the system of training cybersecurity specialists 

for the Armed Forces of Ukraine indicates a number of shortcomings 
in the educational standards of training and in the system of 
educational activities of Ukrainian higher education institutions [1]. 

Regarding the study of the standardization of training of 
cybersecurity specialists: the standards of higher education (Law of 
Ukraine "On Higher Education" (2014)) are not about the content of 
education, what exactly should be taught, what subjects and topics to 
include in the curriculum, but about the essence of the higher 
education institution. 
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When considering the training of cybersecurity professionals, 
it is proposed to direct their training with more specific instructions, 
namely: what and how to teach, for what training time, how to check 
the quality of training of future professionals [2–4]. 

Requirements for educational standards are based on the 
principles of autonomy of higher education institutions. The 
standards of the previous generation provided for a certain set of 
disciplines with a certain number of hours devoted to their teaching. 
The standards of the new generation are focused on learning 
outcomes, and the content of education should be formed by the 
higher education institution itself. At the same time, the drafters of 
the Law of Ukraine "On Higher Education" failed to give everything 
in the standards of higher education to the educational institutions 
themselves [5]. This Law leaves to the central executive body in the 
field of education and science the right to establish standards of 
higher education for each specialty.  

It is proposed to standardize the requirements for the 
educational program, provided for the requirements of professional 
standards, to provide and formulate: normative content of student 
training, list of graduate competencies, the amount of credits for each 
degree not higher than the number and description of disciplines, but 
through learning outcomes and requirements for the system of 
internal quality assurance of education. 

When creating standards for the training of cybersecurity 
specialists for the Armed Forces of Ukraine, higher education 
institutions should take into account the programs and proposals of 
military units, on the basis of which job descriptions for 
cybersecurity specialists are concluded. This will be able to bring the 
standards of education of these specialists as close as possible to the 
needs of military structures and make the educational process as 
effective as possible [6–7]. 

During the standardization of education for the specialty 
"cybersecurity" important issues were not addressed, namely: what 
educational programs should be given priority, in what proportion 
should be presented the actual theoretical and practical components 
of the learning process. 
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In our opinion, the modeling of educational standards in the 
field of "cybersecurity" should be based on the general concept of 
understanding that in general the list of disciplines of professional 
and practical training of higher education seekers in this specialty 
looks somewhat unsystematic and detached from the needs of 
practice. It is offered in educational programs of training of experts 
in cybersecurity to give preference to practice-oriented disciplines 
and a foreign language, increasing time for formation of practical 
skills and only then - to general disciplines [8]. 

It should be noted that the main problem of standardization 
of training processes in the field of cybersecurity is that today this 
type of professional activity is outside the clearly defined legal field, 
such activity is not provided by state standards or clearly defined 
qualifications approved in the state order levels. Therefore, the 
modeling of educational standards in the specialty "cybersecurity" 
should be based on the general concept of understanding this concept 
in science and law [9–10]. 

Regarding the state of training of cybersecurity specialists, it 
should be noted that the effectiveness of training of specialists in the 
world's leading countries is ensured by constantly updating the 
content of education in educational institutions in accordance with 
the needs of the state and its armed forces. Students at U.S. 
educational institutions have the right to freely choose courses / 
disciplines to study, but they are required to adhere to certain 
prerequisites for mastering the program of the previous course of 
study. When training cybersecurity specialists, 2-3 hours of 
independent work and practical classes are allocated for 1 classroom 
hour; the lecture lasts 75 minutes [10]. 

In the Ukrainian model of education, the lecture lasts 90 
minutes, for 1 classroom lesson on independent work is not provided. 
The institution of higher education offers the student a systematic, 
consistent approach to the choice of disciplines and programs, and 
the student can not change the content of education. According to the 
Law of Ukraine “On Higher Education” (2014), only 25% of 
disciplines of free choice of specialist are provided. In Ukrainian 
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educational institutions lectures are mainly dominated, in many 
disciplines practical classes are not planned at all [11]. 

Practical training in American and Ukrainian educational 
institutions is the final stage of all training. In the United States, it is 
implemented through a combination of university studies and the 
acquisition of practical skills in the future workplace with a salary. In 
Ukraine, applicants independently organize the place of practice. 

The analysis of the American experience of training 
specialists in the specialty "cybersecurity" allowed to determine the 
possibilities of using its progressive ideas in the system of higher 
education in Ukraine, in particular: providing information support of 
reference Internet resources; development and improvement of 
practical training of cybersecurity specialists on the American type, 
which is carried out on the basis of an integrative combination of 
university studies and acquisition of practical skills in the future 
workplace or place of work, use of a wide range of innovative forms 
and methods of training [12]. 

The Ministry of Defense of Ukraine is concerned about the 
scope of practical training of future cybersecurity professionals, as 
there is a significant gap between the requirements of today and the 
practical results of educational activities of higher education 
institutions in Ukraine, namely: lack of skills and knowledge of 
modern technologies, increasing the period of adaptation of 
graduates in primary officer positions and reducing the prestige of 
higher education [13]. 

Conclusions 
Thus, the analysis revealed that there are currently a number 

of problems in the development of educational standards for this 
category of higher education; allowed to identify shortcomings in the 
educational process of training cybersecurity professionals. 

The direction of further research is the development of 
partial methods for assessing the level of personnel selection for 
cyber units of the Armed Forces of Ukraine, its adaptation and 
motivation. 
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PROSPECTIVE MODEL OF THE UKRAINIAN 
EDUCATION AND TRAINING SYSTEM 

OF AIR FORCE SPECIALISTS 
The paper presents the views of the authors on the formation of 

a perspective model of higher military education in Ukraine based on 
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the example of the Air Force specialists training. The proposed model 
meets the modern and projective needs of the Armed Forces of Ukraine 
and international quality standards of servicemen training. The purpose 
of the model is to make the Ukrainian Air Force interoperable with the 
NATO forces. Here given the peculiarities of the higher education 
system of Ukraine for the development of a perspective system of 
education and training of Air Force personnel, it is proposed to use a 
comprehensive system of education and training of NATO and national 
educational institutions of NATO member states, containing three 
functional components: academic education, training and improvement 
of professional competence. The conducted research made it possible to 
determine the advantages and disadvantages of the proposed system of 
education and training, to identify tasks that need to be solved for the 
successful implementation of the proposed model. 

Keywords: higher military education, quality of education and 
training, system of military education and training of servicemen of the 
Ukrainian Air Force. 

Introduction 
Problem statement. After publication in 2016 a new strategy 

of NATO Joint Air Forces “Joint Air Power Following the 2016 
Warsaw Summit – Urgent Priorities”, one of its key theses is 
integration of Air Force with other services, to acquire the 
capabilities to conduct Joint Forces operations, which will take place 
in several operational environments: land, sea, air, space and 
cyberspace, there have been significant changes in the education and 
training system, especially for Air Force [1]. 

The top leadership of our country has declared the 
acquisition by the Armed Forces of Ukraine of full interoperability 
with the NATO armed forces, which means the need to reform the 
military education and training of servicemen, including the National 
Defence University of Ukraine named after Ivan 
Cherniakhovskyi [2]. 

The analysis of recent researches and publications. The 
professional publications previously covered topics about possible 
directions and options for reforming the system of military education 
and training of servicemen [3–9]. Thus, in [3] there are the 

https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=https://www.japcc.org/portfolio/airpowerafterwarsaw/
https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=http://www.mil.gov.ua/news/2020/01/11/viziya-generalnogo-shtabu-zs-ukraini-shhodo-rozvitku-zbrojnih-sil-ukraini-na-najblizhchi-10-rokiv/
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characteristics of the formation of a new paradigm of military 
education, which meets the needs of the Armed Forces of Ukraine 
and international quality standards for military training, determines 
the implementation in the context of military reform: providing its 
legal framework; identification and elimination of a set of factors 
that cause problems of improving military education; definition of 
the purposes, principles and tasks of formation of new system of 
military education; outlining the structure of training of military 
specialists, the system of officer training, its scientific and high-tech 
support; building a quality assurance system for military education. 

In [4] military education is presented as an important part of 
ensuring national interests and national security of the leading world 
countries, justified its goals, laws, principles defined infrastructure, 
structure and content of military education, organizational and 
methodological foundations and major dominance of military 
experts, general trends in the development of national military 
educational systems. 

The authors of [5] present modern approaches, forms and 
methods of world's leading countries the security and defense policy, 
protection of their national interests, armed struggle, showing the 
role and importance of the Armed Forces of Ukraine, the military 
education system as important intellectual components of security 
and defense of the state, substantiating the main directions and ways 
of further development of the military education system. 

In [6–8] higher education, including military education, is 
considered as a historically formed social institution responsible for 
the succession, accumulation and reproduction of scientific 
knowledge, the results of which determine that the preservation of 
educational, scientific potential and strengthening of basic scientific 
and pedagogical Schools have a special role, certain tasks that must 
be solved by scientists of military universities, to create innovative 
technologies that organically combine in-depth research with the 
educational process and ensure the development of human capacity 
in the security and defense sector of Ukraine. 

The authors of [9] formulate the purpose of the project and 
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the basic components, identified the main objectives and stages of 
implementation of the project of change management for the 
development of the military education system on the basis of 
program and project management. 

The authors of these articles have made a significant 
conceptual contribution and laid the theoretical foundations for the 
future system of military education and training of servicemen. 
However, as mentioned, the proposed directions and options for 
reform are more conceptual in nature and can only be partially 
implemented at present. 

That is why the issue of reforming the system of military 
education and training of servicemen in order for the Air Force of 
Ukraine to become fully interoperable with the armed forces of 
NATO member states is relevant. 

Purpose of the report is to form a perspective model of the 
higher military education system of Ukraine in the course of 
reforming the system of military education and training of 
servicemen of the Armed Forces of Ukraine. 

Main part 
Careful study and deep analysis of educational programs of 

education and training of NATO Air Force education, namely the 
Rome Defense College [10], the Baltic Defense College [11], the 
NATO School in Oberammergau [12], Royal military College of 
Canada [13], the Bundeswehr Academy of Management [14], the 
Academy of Martial Arts of the Republic of Poland [15], the Joint 
Staff College of US National Defense University [16] showed that 
training in NATO schools is somewhat different from training in 
national schools members of the Alliance. 

Thus, training in NATO schools focuses exclusively on 
professional training, i.e. L-courses. Such training is aimed at the 
acquisition by officers of exclusively military-professional competencies 
without being tied to a specific position, ie training is bounded to 
military ranks. After the finishing of L-2 Air Force officer gets 
competencies that allow them to work as officers of military 

https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=http://www.ndc.nato.int/
https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=http://www.baltdefcol.org/
https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=http://www.au.af.mil/au/awc/
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management authority at the Component commands, after the finishing 
of L-3 – take leadership positions by military control at the Component 
commands or officers of a military administration body at the level of 
the Joint Headquarters, after passing the course of L-4 – to take the 
leader positions of the military administration body at the level of the 
Joint Headquarters or officers of the military administration at levels of 
the Supreme Headquarters of Allied Forces (SHAPE). 

At the same time, training in Allied educational institutions 
covers both education and training. In some countries, officers are 
expected to obtain a master's degree in the military field (USA, Great 
Britain), in others – a master's degree in the civilian field (Germany, 
France). Professional training is divided into two subsystems: 
training and improvement of professional competence. Training has 
the same structure as in NATO schools, except that in some 
countries, such as Canada, training is carried out without reference to 
the Service, in others – with reference (USA, Germany). 

Careful study and in-depth analysis of these options has 
shown that Air Force military training institutions in the United 
Kingdom, France, and Germany are under the command of training 
commands, and in the United States Air Force they are integrated 
into the Air Force University, which is equal to such command. 
These educational institutions provide professional education to 
junior and senior officers (except for officers with the rank of 
colonel), which can be used in command, staff and their equal 
positions in units and in the headquarters of the Air Force, as well as 
in the departments of military ministries and departments. 

The Joint Military Training Institutions of the Armed Forces 
are designed to train officers (generals) who will hold senior and 
responsible positions in the Ministries of Defense, other military 
institutions, headquarters, and senior command positions. 

In the system of officers’ higher professional education, it 
can be distinguishing the training of tactical, operational and 
strategic levels, each of which in different countries has its own 
specific features. Tactical level training is for junior officers who 
have the military rank of captain. This most numerous category of 



 386 

officers is enrolled in schools, colleges and refresher courses. 
Graduates hold command and staff positions in the air squadron, 
serve in the headquarters of units and their respective military 
organizations. The U.S. Air Force has, for example, a first-degree 
training school for officers, which graduates about 2,400 people a 
year, an aviation college in the United Kingdom, a staff school in 
France, and advanced training courses in Germany. 

The operational level training is taking by senior officers in 
the ranks of lieutenant colonels. It differs in more unified 
specializations in comparison with the training of the first degree, as 
its officer training is closely connected with the direct planning and 
conduct of operations, the organization of interaction with other types 
of troops, as well as comprehensive support. Therefore, in some 
countries (the United States and the United Kingdom) there are several 
operational-level training institutions that belong to the Air Force or 
are common to all Services. Such educational institutions are: in USA 
– Air Force College and Command and Staff College; in United 
Kingdom – Defence Academy of UK (common to all of the armed 
forces); in France – Higher School of the Air Force; in Germany – 
Bundeswehr Academy of Management, where training is conducted in 
joint groups on a service basis. An important place in the educational 
process of these educational institutions is given to practical training 
together with students of educational institutions of the Land Forces 
and Navy. The trainings work out the planning and organization of 
aviation interaction with the ground forces and naval forces, and study 
the procedure for the use of military equipment and armaments. 

Third degree training applies to senior officers and generals 
under the age of 50. It is organized: in the United States at the National 
Military College, Staff College and Industrial College; in the United 
Kingdom at the Royal College of Defense; in France – the Institute of 
Higher Studies of National Defense, the Center for Higher Military 
Studies; in Germany – Bundeswehr Academy of Management. The 
programs of joint military educational institutions provide the study of: 
economics and politics of major countries; military strategy; structure 
and armament of the Air Force and their tasks in operations; ways of 
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conducting independent aviation combat and in cooperation with 
Army and Navy; management in wartime of aviation formations; 
logistical support of troops and other issues. The curriculum in 
military educational institutions is designed in such manner that 
students study only the disciplines, the mastering of which will help 
them to perform their duties in a qualified manner. In addition, in all 
countries there are a number of retraining and advanced training 
centers, for example, in Germany: Army has 16 centers, Air Force – 9, 
Navy – 4, which provides direct training of officers to perform their 
duties (professional and special competencies). 

On the example of the Baltic region countries, consider the 
structure of the national system of professional military training. 
Course L-2 is represented by the Air Force Command and Staff 
Course. The training of officers of the air component headquarters is 
carried out at the Military Academy of Lithuania for 17 weeks, 
which includes 600 hours with tutor and 250 hours of self-
preparation. Course L-3 is represented by the Joint Command and 
Staff Course of the General Staff, held at the Baltic Defense College, 
with a volume of 60 ECTS. At the L-2 course, officers in military 
ranks are trained as captains for the headquarters of the tactical 
component, and in the L-3 course, officers in the military rank of 
lieutenant colonel are trained for appointment to joint headquarters. 

In addition, students can obtain a master's degree in 
“Military Leadership and Security”. According to the Rules of 
Admission, the student decides to take a master's degree immediately 
after entering the L-3 course. The master's degree is 90 ECTS and 
lasts for 3 semesters, of which 2 semesters (60 ECTS) are training in 
the L-3 course at the Baltic Defense College, and the third semester 
(30 ECTS in addition), with the writing of the master's thesis, takes 
place at the Latvian National Defense Academy. 

It should be noted that NATO's training and education system 
includes individual and collective training (Fig. 1). The system is 
managed by a hierarchy of guidance documents [17–20]. These 
guidelines are the basis for the organization and conduct of educational 
activities in both NATO’s Centers of Excellence and NATO Partners. 
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Fig. 1. Block diagram of NATO’s education and training systems 
 

At the same time, all educational institutions that train 
specialists for the Alliance's armed forces must be accredited, which 
sets certain requirements for compliance with the salary of certain 
criteria, the algorithm of which is determined by the Directive: 
Education and Individual Training. In addition, educational and 
training courses are defined in NATO's guiding instruments are 
subject to certification according to three categories: “Listed”, 
“Selected” and “Approved” [17]. 

It should be noted that “Approved” courses are conducted 
only by NATO-accredited educational institutions, meet NATO 
needs and meet the requirements of the Education and Individual 
Training Directive, and courses that are included in the category 
“Listed” are mainly familiarize with national opportunities and have 
a wide range of learning objectives. 

At the same time, the leadership of Ukraine has made 
decisions and taken measures to implement the national educational 
environment to the European one [21]. This process also involves an 
accreditation process, but unlike NATO’s approaches, it is not the 
educational institution but the educational programs implemented by 

https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=https://naqa.gov.ua/%25D0%25BC%25D1%2596%25D1%2581%25D1%2596%25D1%258F-%25D1%2582%25D0%25B0-%25D1%2581%25D1%2582%25D1%2580%25D0%25B0%25D1%2582%25D0%25B5%25D0%25B3%25D1%2596%25D1%258F-%25D0%25B0%25D0%25B3%25D0%25B5%25D0%25BD%25D1%2582%25D1%2581%25D1%2582%25D0%25B2%25D0%25B0/
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the higher education institution. The Ministry of Education and 
Science of Ukraine approved a number of Standards of Higher 
Education of the branch of knowledge “Military Sciences, National 
Security, State Border Security” and the Regulations on 
Accreditation of Educational Programs [22]. Examination and 
analysis of these documents have shown that they set a number of 
requirements that are not identical to those set out in NATO 
documents. 

Thus, when developing a perspective model of the system of 
higher military education in Ukraine, the above-mentioned 
superpowers were identified (Fig. 2). 

 

 
Fig. 2. Requirements for a perspective model of higher military education 

in Ukraine 

In order to be one of the leading higher military educational 
institutions of Ukraine, as a national institution of higher education, 
it is necessary to comply with the requirements of national governing 
documents, and in order to cooperate with NATO institutions and be 
compatible with them to comply with NATO governing documents. 

https://translate.google.com/translate?hl=en&prev=_t&sl=uk&tl=en&u=https://zakon.rada.gov.ua/laws/show/z0880-19
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Based on the above, to develop a perspective system of 
education and training of Air Force personnel, it is proposed to take 
as a basis the education and training system in the complex of both 
NATO and national educational institutions of NATO member 
states, which is shown in Fig. 3, and consists of three functional 
components: academic education, training and improvement of 
professional competence. 

Fig. 3. Perspective model of the system of higher military education 
of Ukraine (on the example of training of Air Force specialists) 

To develop the content of the training on the L-2 course, the 
composition and functional tasks of the Air Command (AC) and the 
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Joint Task Forces (JTF) with similar NATO structures were analyzed 
and compared. Accordingly, it is proposed the course L-2 to train 
officers of military control authority at the command of the aviation 
component (AC), and the L-3 – a head of military administration 
level of air component command or military control authority officer 
of JTF HQ. At the same time, it is considered expedient to conduct 
training on the course L-2 by services, and on L-3 and L-4 – joined. 
However, due to the transitional period of reforming the Air Force, 
on the course L-2, at present, it is necessary to leave the training of 
officers at the level of brigade commander, and with the subsequent 
gradual abandonment of it. 

Before the officer arrives at the university to study for the  
L-2 course, he/she must take courses to improve the professional 
competence of the battalion commander (brigade chief of staff), and 
then – the brigade commander, which is proposed to organize on the 
basis of departments of Aviation and Air Defense Institute of The 
National Defence University of Ukraine named after Ivan 
Cherniakhovskyi. Upon completion of the L-2 course, officers will 
take professional development courses where they will acquire the 
professional competencies they need to be appointed to certain 
positions. It is proposed that the departments of all institutes will 
participate in courses L-3 and L-4. 

In addition, it is proposed to indicate in the certificates of 
completion of the Command and Staff Courses of the Air Force L-2, 
as well as professional development courses and indicate the amount 
of study hours in ECTS in order to further take them into account in 
master's training as educational components that will promote higher 
education, military-professional and professional-special 
competencies and achievement of program training results. 

Conclusions 
The conducted research allowed to determine the advantages 

and disadvantages of the proposed system of education and training. 
Thus, the advantages of this system include: 
– adaptation to the education and training system of both 
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NATO and the European Union member states; 
– the system fully meets the requirements of the governing 

documents to ensure the career growth of servicemen; 
– allows to recognize documents of NATO educational 

institutions without additional nostrification; 
– the dual system of education, student-centeredness, 

academic mobility is provided; 
– the possibility of certification both according to NATO 

standards and accreditation according to the requirements of the 
Ministry of Education and Science of Ukraine is created; 

– system flexibility. 
The disadvantages of the transition period include: 
– inconsistency of the existing state normative documents 

regulating the system of military education and training with the 
normative documents of the education system of the countries of 
Europe and NATO; 

– the difficulty of preparing teaching materials due to the 
lack of new doctrinal documents; 

– excessive workload on faculty members during the 
transition period; 

– long term of implementation of the given system (3-5 years); 
– lack of nostrified diplomas to ensure academic mobility of 

research and teaching and research staff. 
As tasks for the construction of this system and the 

elimination of these shortcomings in the transition period were 
identified: 

– urgent amendments to the normative documents regulating 
the system of military education and training; 

– timely implementation of doctrinal documents for the 
purpose of high-quality preparation of educational and methodical 
materials; 

– high-quality planning of uniform load on faculty members 
during the transition period; 

– obligatory mastering of foreign language by faculty 
members (at the level not lower than STANAG 6001 Level-3); 
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– transfer of specific higher military educational institutions 
for training only bachelors; 

– conducting the procedure of nostrification of diplomas to 
ensure the academic mobility of scientific, pedagogical and research 
staff according to the standards of the European Union (NATO). 

The implementation of this system of education and training 
will create conditions for the acquisition of professional competence 
and graduates and take an active part in joint exercises and collective 
training activities, both the Armed Forces of Ukraine and NATO 
member countries. 

Prospects for further research. The direction of further 
research is to create a system of internal system for assessing the 
quality of education and training, further interaction with 
stakeholders both during the preparation of regulations and during 
the educational process. 
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HYBRID WARFARE IN THE BLACK SEA: 
LESSONS LEARNED AND TRAINING 

IMPROVEMENT 

The analysis of the hybrid warfare in the Black Sea region 
certifies that Russia is expanding the scope of hybrid actions at sea and 
uses interagency task forces. In order to counteract such operations it is 
necessary to plan and conduct specific maritime operations with the 
involvement of forces from various ministries and agencies. It requires 
improved interagency training and expansion of competencies for 
conducting information, diplomatic, political, economic, cyber, military 
measures to counteract hybrid influence. 

Keywords: hybrid warfare at sea, lessons learned, maritime 
operations, interagency training, competencies. 

Introduction 
General Problem Statement. Continuing the armed 

aggression against Ukraine, Russia is actively using hybrid actions at 
sea, in particular, constantly carries out activities and actions in 
various spheres and areas, including political, diplomatic, economic, 
informational, military and others, united by a single plan to achieve 
a specific political (military-political) goal without full employment 
military force.  

Under such conditions, an important problem that requires 
constant response and solution is a systematic analysis of combat 
experience, identifying lessons and ways to counter the enemy. An 
important component of the response is to improve the training of 
specialists taking into account the peculiarities of hybrid action. 
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Analysis of the Recent Research and Publications. Analysis 
of domestic and foreign sources shows that the study of the 
experience of the hybrid warfare and the identification of 
countermeasures has received considerable attention [1–10]. The 
recommendations for joint counteraction against Russia in the Black 
Sea region with the involvement of NATO member states and Black 
Sea partner states – Ukraine, Georgia are suggested in [7–9]. Ways 
to counter hybrid influence at sea and situational training are devoted 
to the work of specialists from the European Center of Excellence for 
Countering Hybrid Threats (Hybrid CoE, Finland) [10]. However, 
these works do not address the issue of the main directions and 
measures to improve the educational programs (of professional 
military education) for increase the effectiveness of interagency 
(joint) task forces employment in conditions of hybrid warfare at sea. 

Aim of the Research. The purpose of this study is: based on 
the analysis of the experience of hybrid operations at sea and the 
proposed ways of counteracting – to identify appropriate areas and 
measures to improve training, which should promote more effective 
use of interagency (joint) task forces to counter Russia in Black Sea 
region. 

Main part 
Russia's hybrid actions against Ukraine in the Crimea, other 

coastal regions of Ukraine and at sea have been conducted since 
1991 and have become clearest in 2014-2019 in the context of 
Russia's armed aggression. 

In the period from 1991 to 2014, the set of hybrid actions of 
the Russian Federation in the Crimea, other coastal regions of 
Ukraine and at sea was as follows [6]: 

a large-scale information campaign to discredit Ukraine in 
the eyes of the leadership of European countries, including EU and 
NATO member states, discredit the leadership of the Ukrainian state, 
reduce the moral and psychological condition of servicemen, other 
military formations and law enforcement officers; 

constant economic pressure and manipulation of Ukraine, 
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starting with the redistribution of the Ukrainian side's interest in the 
division of the Black Sea Fleet through the so-called "payment of 
debts for Russian gas supplies" (instead of 50% to 50%, the Russian 
side offered to transfer only 18% of weapons and other material 
means, property, arguing that they are in arrears for Russian gas 
supplies), and at the same time neglecting the issue of Russia's 
payment for the lease of infrastructure facilities in Ukraine to base 
the Black Sea Fleet, although this issue was enshrined in the Black 
Sea Fleet distribution agreements; 

constant political pressure, first of all on the political and 
military-political leadership of Ukraine; 

neglect of legal norms, in particular the provisions of 
international law, especially international maritime and humanitarian 
law, national legislation of Ukraine during the establishment and 
operation of the Russian Black Sea Fleet, and, in particular, the use 
of illegitimate methods of force, including units of so-called "green 
men"; that is, Russian servicemen who did not belong to the Black 
Sea Fleet personnel and acted with weapons in their hands (creating 
a threat of using these weapons) on the territory of the sovereign 
state of Ukraine; blocking the bases of the Navy of the Armed Forces 
of Ukraine by naval and various tactical groups of the Black Sea 
Fleet; 

non-fulfillment of diplomatic measures stipulated by 
international law and bilateral agreements during the beginning of 
the armed aggression and in the future, first of all in response to the 
notes of the Ukrainian side, etc. 

Thus, the set of measures taken by Russia in various spheres 
of activity, including the military, created conditions under which the 
Ukrainian side was unable to respond effectively to threats and 
actions from the Russian Federation. Russia has partially achieved its 
strategic goal of destabilizing the situation and creating conditions 
for Ukraine's return to full political control. 

After the beginning of the armed aggression against Ukraine 
in February 2014, the Russian Federation is constantly expanding the 
scope and scope of hybrid influence on security, including in the 
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Azov-Black Sea region. According to the analysis of the views of the 
Russian military-political leadership, in particular the speeches of the 
Chief of General Staff of the Russian Armed Forces Gerasimov, the 
Russian Federation implements the so-called "strategy of limited 
actions", which is known in the terminology used by NATO and 
Ukrainian experts "Hybrid actions" [9]. 

Thus, during 2018, the enemy, using hybrid technology to 
influence Ukraine, took action to disrupt Ukraine's maritime 
economic activity and strengthen its own military presence at 
sea [11]. 

In September 2018, having let the first detachment of two 
support vessels of the Ukrainian Navy into the Sea of Azov, the 
enemy captured three warships of the Ukrainian Armed Forces 
together with their crews on November 25, 2018, on the approaches 
to the Kerch Strait [4]. 

In 2019, the enemy spread hybrid action to the Black Sea. 
Thus, in August 2019, it simultaneously closed for navigation more 
than 25% of the area of this sea and significantly complicated the 
conditions for international navigation and combat activities of the 
Navy of the Armed Forces of Ukraine [9]. 

Analysis of Russia's hybrid actions at sea led to the 
following conclusion: the volume of hybrid actions in the course of 
measures and actions to ensure national security at sea is constantly 
growing with increasing conflict, and if the strategic goal of hybrid 
action is not achieved, the aggressor may move to full-scale 
hostilities. 

The above analysis of the experience of action at sea allowed 
us to determine the following general conclusions [9]: 

the enemy expands the methods and forms of hybrid 
influence on Ukraine with the use of military force, in particular with 
the hybrid use of created and deployed groups of forces (troops); 

during hybrid operations, the enemy uses specially created 
interagency (joint) task forces; 

by conducting actions at sea, the enemy negatively affects 
the economic activity of Ukraine, international shipping within the 
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area of responsibility of Ukraine at sea and, accordingly, tries to 
worsen the social-political situation in coastal regions, in all territory 
of state and to worsen Ukraine's image as a reliable guarantor for 
compliance of international low at national waters. 

All this necessitates the urgent development of the basics of 
the use of interagency (joint) task forces at sea in the conditions of 
hybrid actions of the enemy. 

To perform the tasks of conducting hybrid actions, it is 
necessary to have the appropriate capabilities. It should be noted that 
the Maritime Doctrine of Ukraine for the period up to 2035 [12], 
which was developed by the Department of Naval Forces of the 
National Defense University of Ukraine, provided for the following 
measures for the application and development of the Naval Forces: 

maintaining the naval potential of Ukraine at a level 
sufficient to ensure the deterrence and repulsion of external 
aggression from the sea, guaranteed protection of national interests in 
certain areas of the oceans; 

increase of forces and means of defense of the state from the 
sea by mobilization, use of non-military vessels and special 
equipment, berths of sea and river ports; 

creation of the necessary military potential in the Sea of 
Azov in peacetime and special periods, including ships (boats) with 
missile weapons, multi-purpose small surface platforms, including 
unmanned; 

creation of military-level operational management bodies in 
two separate operational units - in the Azov and Black Seas, which 
are responsible for the preparation and management of actions of 
interservices task forces of the Navy and joint (interagency) task 
forces. 

Directions for the development of naval capabilities were 
also set out in the Strategy of the Naval Forces of the Armed Forces 
of Ukraine 2035, presented in November 2018 by the Commander of 
the Naval Forces of the Armed Forces of Ukraine [13]. The 
implementation of the above-mentioned conceptual documents has 
made it possible to take a more systematic approach to defining 
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strategies and plans for counteraction to hybrid operations at sea. 
In order to ensure effective counteraction to the hybrid 

influence of the enemy at sea, the following proposals were 
developed and submitted [9]. 

1. In conditions of constant violations of international law by 
the enemy, it is necessary to plan measures to monitor the situation, 
anticipate the enemy and respond to his actions. 

2. In order to ensure a forceful response, it is necessary to 
provide for advance planning and implementation of special 
measures and actions for the return of production facilities. 

3. Each detected action (operation) of the enemy at sea, 
which has a hybrid effect, must be opposed by both protective and 
proactive advanced maritime operation. 

4. Analysis of the situation in the Black and Azov Seas and 
adjacent coastal areas, allows to determine the main purpose of anti-
hybrid operations at sea - protection of national interests of Ukraine 
at sea, repulse, stabilization and deterrence of enemy aggression 
from the sea together with other components of security and defense 
forces 

5. In this strategic anti-hybrid operation, the use of 
diplomatic, political, information-psychological, economic-
sanctions, military-demonstration and other measures and actions of 
Ukraine together with its strategic foreign partners - NATO, EU, 
USA will play an important role. Among these measures, ongoing 
cooperation activities, including international maritime exercises in 
the Black and Azov Seas, should play an important role. The number 
of joint exercises with partners at sea should increase, and their areas 
should be expanded towards the central and eastern part of the Black 
Sea. It would be appropriate to launch an international operation 
under the auspices of NATO to control and protect shipping in the 
Black Sea on the basis of a UN decision. 

During maritime anti-hybrid operations it will be appropriate 
to use the provisions on maritime operations set out in the AJP-3.1 
Allied Joint Doctrine for Maritime Operations [14]. 

One of the important measures of joint (interagency) 
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counteractions to hybrid threats is the organization, establishment 
and maintenance of constant interaction on monitoring of hybrid 
actions (at the international, state, military, scientific and expert 
levels), in particular [9]: 

creation of permanent working groups and algorithms of 
their work (order, time, response, interaction); 

coordination of the procedure for information exchange 
between coordination centers and control centers; 

creation (expansion) of an expert and scientific community; 
creation in Ukraine of a center for the study of hybrid actions 

(for expert assessments, research, consultations, systematic 
presentations for management, development of strategies, plans). 

To improve the joint (interagency) training of staff and their 
activities, the following proposals have been identified: 

more systematic and dynamic (advanced) work on the 
exchange of experience and current information is needed to provide 
the teacher and the student; 

it is necessary to organize anti-hybrid courses (quality and 
frequency, updates every 6 months or more); 

it is advisable to form joint networks - (so far - experts from 
different NATO countries and Ukraine are looking for each other - 
there is no national and international accounting to identify areas of 
professional interest and development of those groups that lack 
experts); 

provide for mutual rapprochement of groups of analytical, 
expert, professional research and educational structures and their 
staff, development, transition to measures to model situations, 
decisions, their consequences and the formation of the necessary 
capabilities (each seminar, round table, conference, forum to focus 
on the full cycle consideration of problems and ways to solve them 
by brainstorming with the provision of the final product in the form 
of an action plan and capacity development, provision and project 
management). 

To check if we are going in the right direction, ask yourself 
the following questions: 
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Is there a database of experts and a permanent system of 
their work with deepening and detailing the results? 

Are there appropriate structures and training courses in the 
staff training system, and how often are they updated? 

Have we reached the level of joint expert work in the course 
of scientific activities, at which they result in obtaining a specific 
planning document to improve the situation (content of measures, 
their provision, management procedures)? 

The above recommendations, in the opinion of the authors, 
will expand the idea of modern approaches to countering hybrid 
actions of the enemy at sea, in particular to move away from the 
classic defensive and offensive operations of troops (forces) and 
move to modern interagency (interspecies) operations at sea. 
Implementation of these recommendations will ensure the 
achievement of strategic goals in the protection of Ukraine's national 
interests at sea, repulse and deter the enemy from the Black Sea and 
Azov maritime areas in conditions of hybrid actions of the Russian 
Federation at sea (from the sea), including jointly with NATO and 
other partners, and will increase the level of international security in 
the Black Sea region. 

Conclusions 
From the analysis of the experience of conducting hybrid 

actions in the Black Sea region, it is determined that in order to 
counteract the Russian Federation, it is necessary to timely plan and 
conduct an interagency (joint) anti-hybrid maritime operation. Given 
the insufficient capacity of the Black Sea states, in particular Ukraine 
and Georgia, to counter the aggressive actions of the Russian 
Federation in the region, it is important to coordinate and organize 
joint actions with NATO. 

At the same time, in order to ensure sufficient effectiveness 
of joint (coalition) actions in hybrid warfare at sea, it is necessary to 
create conditions for improving the training of specialists in planning 
and conducting anti-hybrid actions. 

First of all, it is expedient to conduct advanced systematic 
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work on the exchange of experience and adaptive provision of 
information to researchers, teachers, students, the creation of joint 
research networks and centers. In Ukraine, it is necessary to create a 
center for study of hybrid warfare. 

Secondly, anti-hybrid courses should be formed, regularly 
conducted and systematically updated. In the training of specialists in 
the security and defense sector, it is necessary to significantly expand 
the studying of information, diplomatic, international law, political, 
economic, cyber, military measures to counteract hybrid influence 
and to provide interagency and international cooperation. 

The direction of further research is the development of 
methods for training specialists who can be involved in the 
management of interagency (joint) task forces during the planning and 
conducting of operations in the conditions of hybrid warfare at sea. 
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AFTERWORD 

The study of the problems of the military specialists training 
system development for the security and defence sector has a long 
scientific tradition. The study of the features of specialists training in 
the face of hybrid threats is a continuation of this tradition. This 
approach in the study makes it possible to consider the scientific 
problem in a wide scientific circle of the military education and 
science representatives involved in educational process.  

The monograph, which examines the aspects of military 
specialists training to counter Russia's hybrid threats in Ukraine, is 
only a small part of a nationwide study in the context of complex 
international relations and the new paradigm of military education. 

As a result of the study of the monograph problematic, the 
author's team came to the conclusion that the assessment of the 
military security conditions, as well as the experience of the security 
and defence sector units participation in the Anti-Terrorist Operation 
(Joint Forces Operation) in eastern Ukraine revealed a number of 
defence forces functioning problems in the conditions of existing and 
potential threats, which is certainly related to the level of personnel 
training. In particular, this is reflected in: 

lack of a clear division of responsibilities for the formation 
and use of defence forces, which negatively affects the ability of the 
state leadership to exercise effective governance in the field of 
defence; 

lack of joint leadership of the defence forces in accordance 
with the principles and standards adopted by NATO member states; 

redundancy and irrelevance of the legal framework in the 
field of defence; 

imperfections of defence planning procedures, insufficient 
consistency with the budget process, imperfection of mechanisms of 
defence resources program management; 

non-compliance of production capacities with the needs of 
the defence contract, critical physical and moral wear and tear of 
fixed assets; 

https://www.multitran.com/m.exe?s=afterword&l1=1&l2=2
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deficient operational (combat, special) capabilities of the 
defence forces; 

the lack of an effective unified logistics system capable of 
supporting the work of all components of the defence forces; 

low efficiency of the defence forces medical support system; 
problems of defence forces manning during the partial 

mobilization, the need to increase the professional level of defence 
personnel, the need to create a sufficient military reserve; 

incomplete transition to the contractual army in compliance 
with the principles of personnel policy adopted in NATO. 

The defence reform should meet the current needs of 
Ukraine's defence, strengthen the capabilities of the defence forces, 
increase the readiness to perform their assigned tasks and participate 
in joint combat operations with NATO forces. 

To this aim the monograph offers the materials to find 
answers to a range of problematic questions, namely:  

creation of a defence force management system based on a 
new division of powers, functions, tasks, duties and responsibilities 
in the field of defence, which corresponds to the principles; 

policy-making, planning and management of state resources 
are consistent with Euro-Atlantic principles that ensure the creation 
of adequately trained, equipped and supported defence forces 
capable of effectively performing the tasks set by the strategic 
documents of Ukraine's national security, defending Ukraine and 
participating in international peacekeeping operations by developing 
the necessary capabilities within the identified resources; 

acquisition by the defence forces necessary operational 
(combat, special) capabilities that provide a reliable deterrence of the 
armed aggression, allow to respond effectively to national security 
threats in the military sphere, ensure the defence of Ukraine, 
protection of its sovereignty and territorial integrity, are 
corresponding to the necessary standards and criteria’s necessary for 
NATO membership, ensure the ability of the defence forces to 
participate in the maintenance of peace and international security; 

development of a single efficient logistics system for the 
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defence forces in accordance with NATO logistics standards and 
guidelines; 

formation of the necessary personnel potential of the Armed 
Forces of Ukraine and other components of the defence forces by 
professionally trained servicemen with high moral and business 
qualities, capable of qualitatively solving complex military-
professional tasks in peacetime and special period; 

creation and maintenance of the Armed Forces of Ukraine 
strategic reserve capable of carrying out offensive (counter-
offensive) operations, strengthening groups of troops (forces) in 
threatening areas, ensuring the rotation of troops (forces), their 
replenishment and replacement in case of loss of combat capability; 

rational use of personnel potential, formed at the expense of 
personnel with combat experience gained during participation in the 
anti-terrorist operation, as well as professionally trained in military 
educational institutions of NATO and EU member states; 

improving the effectiveness of the application of 
international logistical assistance, from the United States, NATO and 
European Union member states, and NATO Trust Funds, established 
under the provisions of the Charter on a Distinctive Partnership 
between Ukraine and the North Atlantic Treaty Organization in 
support of sovereignty, independence and territorial integrity of 
Ukraine; 

implementation of the Alliance's standards in all spheres of 
military activity and introduction of the best world practices to the 
military management bodies functioning and the fulfilment of crisis 
response tasks by troops (forces). 

The results of the aspects study, identified in the monograph 
can be useful in the applied analysis of problems related to the 
development of military education and science and the analysis of 
decision-making in response to hybrid crises.  
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